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Joint Cleveland Audit Committee

Date:          Thursday 21st March 2013

Time:          10.30am – Members to meet at 9.45am

Venue:        Executive Conference Room, Police Headquarters, Ladgate Lane
AGENDA

	1.
	Apologies for absence

	2.
	Declarations of interests

	3.
	Minutes of the previous meeting held on 1st February 2013
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	Civil Claim Statistics – Report of the Chief Constable
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	5.
	Contract Standing Order 9 – Exceptional Situations – Report of the Chief Constable
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	Annual Governance Statement (Draft) – Report of the Chief Constable
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	7.
	Annual Governance Statement (Draft) – Report of the PCC
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	8.
	Internal Audit Recommendations Implementation Update – Report of the Chief Constable
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	9.
	Progress Report – Report of Internal Audit
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	10.
	Key Financial Controls and Budgetary Control – Visit 2 – Report of Internal Audit
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	11.
	Risk Maturity – Report of Internal Audit
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	12.
	Business / Service Continuity Planning – Report of Internal Audit
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	13.
	Follow Up of Previous Internal Audit Recommendations – Report of Internal Audit
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	14.
	Audit Strategy – Report of the External Audit
	

	15.
	Revised Contract Standing Orders – Report of the PCC Chief Finance Officer
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	16.
	To consider passing a resolution pursuant to Section 100A (4) of the Local Government Act 1972, excluding the Press and Public from the meeting under Paragraph 1 of Part 1 of Schedule 12A to the Act

	17.
	Staffing Update – Report of the Chief Constable


To:  The Chair and Members of Joint Cleveland Audit Committee 

Mrs Ann O’Hanlon (Chair)


Mr Stan Irwin (Vice Chair) 

Mr Roman Pronyszyn 



Mr Gerard Walsh 

Mr Aslam Hanif                                                                                                                                         
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Report of the Chief Constable to the Chair and Members of the Audit Committee
21°%" March 2013

Executive & Presenting Officer: Mr Sean White, Assistant Chief Constable
(Operational Support)

Status: For Information

Contract Standing Order 9 — Exceptional Situations

1.1

1.2

2.1

3.1

3.2

3.3

Purpose

Contract standing orders were revised on 22" November 2012 following the
introduction of the Police & Crime Commissioner. Contract Standing Orders state
that “Utilisation of Contract Standing Order 9 or failure to follow contract standing
orders shall be reported by the CFO of the CC to the Audit Committee”.

The purpose of this report is to advise the Audit Committee on the use of Contract
Standing Order 9 during the period January to February 2013.

Recommendations

It is recommended that the Audit Committee note the exceptional situations
detailed in Appendix 1.

Background

Contract Standing Orders reflect both the policies of the Office of the Police &
Crime Commissioner for Cleveland and the requirements of current legislation. Their
purpose is to provide help and guidance to all members of staff who are involved in
supplier negotiations for the provision of goods and services. They are mandatory
and as such must be complied with at all times.

Contract Standing Orders regulate the arrangements and procedures for acquiring
goods and services. There is an underlying requirement that where such an
acquisition is amenable to competitive tender that this mechanism should be
employed. This requirement is modified in practice when competitive tendering is
not considered either efficient or practical.

Furthermore there are classes of goods and services which are not amenable to
competitive tendering, examples of these would be property rental, water supply
and contributions to national bodies supplying services to police forces either
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3.4

3.5

4.1

4.2

4.3

4.4

4.5

4.6

5.1

individually or as a “community of interest”.

Contract Standing Order 9 states that “Exceptional situations are those created by
external actions and events over which the Force has no control but has an
obligation to respond.”

In compliance with Contract Standing Orders it is the practice to report quarterly
every exceptional circumstance where it appears that the normal requirement to
tender has not been followed. The details are listed in Appendix 1.

Implications

Finance
All commitments are within existing budgets. There are no financial implications
arising from the content of this report.

Leqgal
Any requests to utilise Contract Standing Order 9 which involve new supplier terms

and conditions are discussed and agreed with Legal Services. There are no legal
implications arising from the content of this report.

Diversity & Equal Opportunities
There are no diversity or equal opportunities implications arising from the content
of this report.

Human Rights Act
There are no Human Rights Act implications arising from the content of this report.

Sustainability
There are no sustainability implications arising from the content of this report.

Ris

There are no risk implications arising from the content of this report.

=

Conclusions

The details of the exceptional situations listed in Appendix 1 not only comply with
the process detailed in Contract Standing Order 9 but represent the Force’s ongoing
commitment to greater efficiency and effectiveness.

Jacqui Cheer
Chief Constable





Appendix A

Exceptional Situation — Proprietary Product

1.

1.1

1.2

1.3

2.1

2.2

2.3

2.4

The extension of the 12 Pattern Tracer Maintenance for Crime and Justice
from IBM at a cost of £13,037 for 12 months.

12 Pattern Tracer is a key piece of intelligence and analytical software used by a
number of Service Units to meet the objectives of the Force.

The annual maintenance is necessary to ensure that the software is supported by
the supplier and upgrades to the software are made available to the Force.

12 have recently been bought by IBM, who is now the sole provider of the software
and its subsequent maintenance, and therefore this is a proprietary product/service.

The extension of the Equifax Contract for a 3 year period by Crime and
Justice from Equifax at a cost of £24,300 for the 3 year term.

To support prevention and detection of crime and the apprehension and
prosecution of offenders, the Crime and Justice Team require access to credit
reference agency reports.

The Metropolitan Police have a national contract with Equifax for this service,
however on investigation of this contract it was established that the National
contract is more expensive than that can be achieved by going direct to Equifax
and agreeing a local contract.

Equifax have agreed a cost of £6.00 per report opposed to the national contract of
£10.00 per report. Over the 3 year term it is estimated that Cleveland Police will
access 3900 reports, delivering a cost avoidance saving of £15,600 over the 3 year
term.

Equifax are the sole provider of the specific reports required and therefore this is a
proprietary service.
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Introduction

The internal audit plan for 2012/13 was approved by the Audit and Internal Control Panel on 12 June 2012. This
report provides an update on progress against that plan and summarises the results of our work to date.

Summary of Progress against the Internal Audit Plan

During this period we have issued the following final reports which are summarised below:
= Business Continuity Planning

= Risk Management — Risk Maturity

= Key Financial Controls and Budgetary Control Visit 2

= Follow Up — February 2013

Assignment Actions Agreed (by priority)

SIEWE Ofliten High Medium  Low

Reports considered today are shown in italics

Audits to address specific risks

Project Management — New HQ Audit deferred
Business Continuity Planning Final 2 4 2
Perfqrmance Management/Data TBC
Quality
Management of the Steria Contract In Progress
Compliance with Standing Orders In progress
Governance — Post PCC Election
. In Progress
Review
Risk Management — Risk Maturity Final Advisory 1 5 0

Compliance with Without Fear or Audit deferred at the request of the ACO and Chief Constable.

Favour

VAT In Progress

Key Flnar)c_lal Controls and Budgetary Final Report Green 0 0 0

Control Visit 1

Key Financial Controls and Budgetary .

Control Visit 2 Final Report Green 0 0 0

Cash Collection and Petty Cash Final Report Amber/Green 0 2 3

_ , Draft report issued

District / BCU'’s 01/11/12

Transitional Arrangements - Advisory - - -

Follow Up — August 2012 Final Report Good 0 1 0
Progress

Follow Up — February 2013 Final Report Cooil 0 1 0
Progress
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Other Matters
Planning and Liaison:
The following audits are in the process of being completed:

= Compliance with Standing Orders: The fieldwork is complete.

= Districts / Sub Units: The draft report was issued for management comment 1% November 2012. ACC White and
the ACO Finance and Commissioning requested that further work be completed to revisit and clarify the issues
raised. This visit has now taken place and we are awaiting final pieces of information before the impact of this on
our initial findings can be quantified. To date, the extra work has utilised 6 days from the contingency.

= VAT: The fieldwork is ongoing.

= Management of the Steria Contract: The fieldwork is complete.

= Governance — Post PCC Election Review: The fieldwork is complete.

The following liaison meetings have been held:

*  We met with External Audit on 8" January 2013 to discuss progress for the year to date and where reliance could
be placed upon the work that we have completed.

=  We met with the Police and Crime Commissioner (PCC) on 11" February 2013. This was an introduction meeting
and further meetings will be held with the PCC and staff from the Office of the PCC to discuss the audit plan for
2013/14 over the coming weeks.

=  We met with ACC White and the ACO Finance and Commissioning on 14" and 16" January 2013 to discuss
progress for the year to date and the reports that are currently in draft. ACC White agreed to provide responses to
the Business / Service Continuity Planning and Risk Management Reports and we agreed to undertake further
work on the findings included within the Districts / Sub Units Report.

Internal Audit Plan 2012/13 - Change Control:
There has been no change to the content of the Audit Plan for 2012/13.

A decision has yet to be taken on the relocation of the Headquarters site therefore the days allocated to our review of
this area will not be utilised during 2012/13.

RSM Tenon
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Assurance on Design of Controls / Compliance with Controls:

Red
H

Design of Controls
Amber

Green
=
Q0

Green Amber Red

Compliance with Controls

Key Financial Controls and Budgetary Control Visit 1

Cash Collection and Petty Cash

Follow Up — August 2012

Business Continuity Planning

Key Financial Controls and Budgetary Control Visit 2

Follow Up — February 2013

The matters raised in this report are only those which came to our attention during our internal audit work and are not necessarily a comprehensive statement of all the
weaknesses that exist, or of all the improvements that may be required. Whilst every care has been taken to ensure that the information provided in this report is as
accurate as possible, based on the information provided and documentation reviewed, no complete guarantee or warranty can be given with regard to the advice and
information contained herein. Our work does not provide absolute assurance that material errors, loss or fraud do not exist.

This report is prepared solely for the use of members and senior management of the Police and Crime Commissioner for Cleveland and Cleveland Police. Details may
be made available to specified external agencies, including external auditors, but otherwise the report should not be quoted or referred to in whole or in part without prior
consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended for any other purpose.

© 2012 RSM Tenon Limited
The term "partner” is a title for senior employees, none of whom provide any services on their own behalf.
RSM Tenon Limited is a subsidiary of RSM Tenon Group PLC. RSM Tenon Group PLC is an independent member of the RSM International network. The RSM

International network is a network of independent accounting and consulting firms each of which practices in its own right. RSM International is the brand used by the
network which is not itself a separate legal entity in any jurisdiction.

RSM Tenon Limited (No 4066924) is registered in England and Wales. Registered Office 66 Chiltern Street, London W1U 4GB. England
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1) Introduction

1.

From the 22" November 2012 Cleveland Police Authority ceases to exist and
an elected Police and Crime Commissioner will be given the responsibility as
per the Police and Social Responsibility Act 2011 for the totality of policing
within their force area. These Contract Standing Orders are to take effect
from the 22" November 2012 and should be read in conjunction with the
Scheme of Consent, Financial Regulations, Standing Financial Regulations
and Standing Orders.

In 2010 the Authority outsourced most of the back office and support
services, including commissioning and procurement, in a ten year contract.

Effective contract and procurement management is essential in order to
become best in class in a business process that involves all aspects of police
operation and support. It has a significant impact on the delivery of value
for money; therefore it is vital that all procurement activities are managed
effectively and that procurement personnel and local buyers are well trained
and highly professional.

This document has been developed to provide all staff of the Office of the
Police and Crime Commissioner for Cleveland (OPCC) and those under the
direction and control of the Chief Constable of Cleveland Police who become
involved in the contracting and procurement process with a clear regulation
framework in which to operate to enhance the delivery of value for money
for the PCC and the Force. In addition to the Contract Standing Orders this
document contains procurement principles that set out guidance to assist in
the delivery of a first class procurement operation.

These Contract Standing Orders are supported by a comprehensive set of
procurement procedures that will enable all those involved in day-to-day
procurement activity to act in full compliance with these Contract Standing
Orders. The procedures will be updated from time to time to stay at the
forefront of Best Practice and respond to business needs.

These Contract Standing Orders relate principally to the procurement
process considering the competitive process, selection & management of
suppliers and contract award.

2) Empowering Regulations

1. These Contract Standing Orders are the standing orders to be made under

Section 135 of the Local Government Act 1972 and all other powers enabling
the Police and Crime Commissioner for Cleveland.
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2.

These Contract Standing Orders cover and comply with the provisions of the
Audit Commission Competitive Procurement 2001, Race Relations Amendment
Act 2000, Section 16 Local Government Act 1999, Byatt Report 1999,
Competition Act 1998, GATT Agreement on Government Procurement 1996
and section 2 of the European Communities Act 1992, Freedom of
Information Act 2002, Data Protection Act 1998, Sir Peter Gershon’s
Independent Review of Public Sector Efficiency 2004, Sir Ronnie Flanagan'’s
Review of Policing 2008 and the relevant provision in the Police and Justice
Act 2006.

These Contract Standing Orders are designed to support the OPCC's and
Force's policies relating to diversity and counter fraud & corruption.

They are also designed to support the principles and concepts of good
governance.

3) Application of Contract Standing Orders

1.

These Contract Standing Orders cover all contracting and procurement
activities within the Office for the Police and Crime Commissioner for
Cleveland (OPCCC). This includes supply, hire, new contract, extension of
contract and renewal of contract and / or disposal, with the exception of
contracts for the purchase of land, and contracts of employment.

The Contract Standing Orders detailed apply to all staff of the OPCCC
including those under the direction and control of the Chief Constable of
Cleveland Police and must be adhered to at all times.

Where an outsourcing agent is responsible for the management and supply of
goods and services to or for the PCC, these Standing Orders shall apply,
unless the PCC agrees to the contrary.

Where the outsourcing agent has budgets to manage, the outsourcing agent
will submit annual expenditure plans to the Force and in turn the PCC. The
outsourcing agent will only have authority to authorise orders and budgetary
expenditure against those budgets where such approval has been granted by
the PCC and the Force.

Any orders and contracts to be placed with the outsourced provider are to be
authorised in accordance with paragraph 7 ‘Award of Contract’.

Where the PCC is acting as an agent for another body, these Standing Orders
shall apply unless the principal directs to the contrary.

Any person who is not an Officer of the PCC or the Force engaged to manage
a contract on behalf of the PCC shall fully comply with these Contract
Standing Orders.
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8. All Service Units, (this means all Basic Command Units, Service Units and the
Office of the PCC), will designate a manager accountable for implementation
and monitoring the effectiveness of procurement activity for that business
area. This manager will report on a regular basis to the Head of the Service
Unit and liaise with the Lead Procurement Business Partner.

9. These Standing Orders aim to achieve a full audit trail and full accountability
of those involved, requiring them to identify and record the contract decision-
making process for all commitments.

10.These Standing Orders provide the means of deciding which procedure is to
be used for a given requirement.

11.These Standing Orders cannot be changed nor departures from them made
without the agreement of PCC.

12.These revised Standing Orders apply from the appoint at which that are
formally approved by the PCC.
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4) Role and Duties of Procurement

Role of Procurement
The role of procurement can be expressed simply as:

"To obtain the best overall value for each pound spent when acquiring works, goods
and services, working with Service Units to ensure that value is maximised during
life and at disposal.”

Procurement Principle

The enhanced role of procurement is achieved when the following are recognised:
e Procurement influences more than 95% of external expenditure with
suppliers.
e Procurement continually develops as a centre of expertise for Service Units.
e Procurement works jointly with Service Units to add value through the
provision of services and support.

Procurement is to assist with and, where appropriate, carry out, the sourcing of
products and associated negotiations on behalf of Service Units.

Role of the Lead Procurement Business Partner or Head of Police
Shared Business Service

The Role of the Lead Procurement Business Partner or Head of Police Shared
Business Service within these Contract Standing Orders is to:

1. Manage the Contract Standing Orders and procurement procedures to ensure
that they are maintained in line with good procurement practice and deliver value
for money.

2. Advise and make proposals to the Chief Financial Officers (Of the PCC and Chief
Constable) and the PCC when it is necessary to update the Contract Standing
Orders and review the Procurement Strategy.

3. Ensure personal awareness and understanding of these Contract Standing Orders
and other financial regulations, procedures and guidelines that relate to best
practice in procurement and contracts. Develop and agree procurement
strategies with senior management in line with National Guidance or mandation.

4. Take responsibility for the procurement process, although much of the actual
purchasing activity will be devolved to the outsource contractor and the Service
Units, as appropriate.
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5. Ensure that knowledge is being disseminated throughout the organisation to
ensure procurement staff and Service Units are aware of the procedures they
should follow, and the suppliers they should use.

6. Set and monitor key performance indicators for procurement and contractors,
and ensure that they are met. Report to the Chief Financial Officer(CFO) of the
CC and through them update the CFO of the PCC and the PCC on a regular basis.

7. Generate and maintain effective business relationships that give the PCC
constant, easy access to capable, efficient and highly motivated suppliers.

8. Develop and manage the PCC's purchase arrangements for supplies jointly
sourced with other PCC’s and with other emergency services through national
and regional framework and consortia arrangements.

Role of Procurement Team including Lead Procurement Business
Partner and Procurement Transactional Team

The Role of Lead Procurement Business Partner supported by the Procurement
Transactional Team within these Contract Standing Orders is to:

1. Ensure personal awareness and understanding of these Contract Standing
Orders and other financial regulations, procedures and guidelines that relate
to procurement and contracts for all members of the team directly involved in
the contract / tender process.

2. Develop and agree a procurement strategy for major contracts with the PCC,
the Lead Procurement Business Partner or Head of Police Shared Business
Service and the Service Units, as appropriate.

3. Ensure that procurement is carried out in a professional and ethical manner
that is consistent with PCC's policies and that the PCC's and Force’s
aggregated requirements are bought in line with the EU Procurement
Directives.

4. Ensure contracts are formed detailing clear specification of requirements (that
includes maintenance and consumables as appropriate) and terms and
conditions appropriate to the requirement.

5. To assess whole life costs as appropriate to the requirement to determine
value for money.

6. Ensure that an appropriate audit trail is maintained.

7. Ensure contract data is recorded on a contract register following award.
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Role of Local Procurement
The role of a local procurement is to:

1.

Support Contract Standing Orders and procurement procedures and
communicate any conflict between the local approach and these Contract
Standing Orders to the Lead Procurement Business Partner or Head of Police
Shared Business Service.

Promote the use of Procurement Cards, where appropriate, for local
purchases

Swiftly process requests from within Service Unit areas.

Ensure that the competitive process is maintained in line with expenditure
thresholds.

Ensure that an appropriate audit trail is maintained.
Utilise and apply the Standard Terms of Contract for procurement.
Involve Procurement where a purchase is complex, requires special terms of

contract, or contract extension, except when the requirement is within the
buyer’s delegated procurement authority.
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5) Authorities & Controls

Procurement Principle
The review of monetary values for contract thresholds should be made in line with
the review of EU thresholds on a biennial basis.

Expenditure Authority

1. Expenditure authority rests with the budget holder and/or the person with
delegated budget authority.

2. All expenditure must have prior budgetary approval and the commitment will
not make the budget overspent.

Procurement Authority

1. This authority is delegated by the PCC to CFO of the CC who ensures that an
appropriate audit trail is maintained.

2. This authority is in turn delegated by the CFO of the CC to the Lead
Procurement Business Partner or Head of Police Shared Business Service to
make contractual commitments, as appropriate.

3. This authority may be further delegated to the outsourced Procurement
Team and/or Service Units.

4. Procurement commitments cannot be made without prior budget approval.

5. No person is permitted to make commitments to suppliers unless they have
direct or delegated procurement authority.

6. The Lead Procurement Business Partner or Head of Police Shared Business
Service will retain a register of people with delegated procurement authority,
a copy of which is retained with specimen signatures and reviewed and
agreed by the CFO of the CC.

Segregation of Duties

1. The authorities relating to the contracting and procurement process are
segregated between the following phases:

Requisition

Commitment (Contract Signatory)
Receipt

Payment

2. No one individual can have the authority to control more than two
consecutive stages in the segregation of duties.

PCC Draft - December 2012 Page 10






Disaggregation
Disaggregation, which is defined as the separation of a purchase into several
smaller requisitions or contracts to avoid thresholds and competitive procedures,
is not permitted.

6) Procurement Process

Procurement Involvement

1. Service Units will utilise the Procurement Team where a purchase is
complicated and /or involves high expenditure and/or commercial risk
(defined in Procurement Procedures).

2. A Force Procurement Strategy will be developed and adopted in line with
recognised best practice.

3. Procurement activities will reflect the fact that suppliers are dealt with in an
impartial, legal and ethical manner.

Procurement Principle

If the Procurement Team is to be effective, it must regularly communicate with
Service Units.

Acquiring items of a high value and/or a critical nature will always be a joint effort
between Procurement and Service Units, ensuring compliance with EU procurement
directives as appropriate.

Procurement staff will need to take part in all stages of the process to ensure that
the commercial risk is fully assessed. The procurement process starts when a
Service Unit identifies a need. Service Units are encouraged to hold discussions with
Procurement at this early stage, as the process of placing a contract can be time
consuming.

Service Units must utilise PCC Contracts where they already exist.
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Utilisation of Contractual Arrangements

1. Where NPIA (or successor body), OGC Buying Solutions and other national,
regional or local collaborative contracts exist, the PCC should support those
arrangements. In the exceptional circumstances where better value can be
obtained from sources alternative to these, prior approval to use those
alternatives must be obtained from the Lead Procurement Business Partner or
Head of Police Shared Business Service. These circumstances and details of
contracts must be reported annually to the PCC by the CFO of the CC.

2. Contracts should not be sought by Service Units that compete with an existing
contract for similar requirements without the express prior approval of the
Lead Procurement Business Partner or Head of Police Shared Business
Service.

Procurement Principle

When the organisation enters a contract with a supplier it is intended to commence
a business relationship that adds value to both organisations as price is not the only
consideration taken into account when a contract is awarded.

It is recognised that the contracted cost of goods and services will be challenged by
other suppliers in the market who will attempt to offer alternative arrangements,
spot prices or special priced offers to Service Units

If a Service Unit is made aware of or invited to buy these goods or services
“Outside” of the awarded contract they should advise the Lead Procurement
Business Partner or Head of Police Shared Business Service so that the alternative
can be assessed for value for money.

Using such suppliers could compromise an existing contract by breaching the
contractual commitment, thus damaging relations with the contractor, and/or reduce
the overall value obtained.
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Supplier Relationship Management

1.

Supplier selection is to be based on sound business principles that recognise
the quality of products and services, financial stability, equality and the ability
to fulfil contracts on time.

Suppliers and tenderers are normally selected from an advertisement
response and suppliers already known and who have a proven track record of
supply. Any company can make an application to tender. In these instances
the Lead Procurement Business Partner must correctly evaluate the
companies as to their suitability.

At the Lead Procurement Business Partner’s discretion other companies may
be invited as potential suppliers as they could be more competitive or provide
a more technically advanced solution than suppliers already known.

Contracts are awarded through the appropriate competitive process to
suppliers who offer the value for money combination of commercial and
technical terms that meet business needs.

Auditable records should be retained supporting all decisions made during the
supplier selection process.
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Procurement Principle

The natural dynamics of the supply market means that supply relationships will be
different depending upon supplier importance and need. Relationships will range
from arms-length to close collaboration depending upon the risk in the supply
market, number of sources available and business requirements.

When a supply relationship develops with key suppliers of high value critical
products, a strategic alliance may be created to help develop a mutually
advantageous commercial relationship within defined parameters.

The preference is for suppliers who demonstrate a commitment to the achievement
of world class standards and who are committed to providing continuous
improvement and exceptional service.

The importance of small to medium sized enterprises (SME’s) and social enterprises
within the supply market is recognised. In keeping with Government guidance equal
consideration will be given to such organisations in the achievement of value for
money objectives during the competitive process.

In seeking value for money, buyers need to be mindful of the extra benefits of long
term associations with ethical and reliable suppliers, and take care to ensure that
these arrangements remain mutually beneficial.

Staff within the Office of the PCC and those under the direction and control of the
Chief Constable will be in contact with supplier visitors and may on occasions visit
suppliers. This creates a potential risk that commercially sensitive information will
be released.

All staff should at all times demonstrate an ethical, professional approach to the
supply market, demonstrably operating according to the highest standards of
business practice.

The aim is that the PCC and Force are perceived by key suppliers as a preferred
customer, and is seen as an organisation that behaves faultlessly by those who
regulate or otherwise constrain commercial activity.
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7) Competitive Process

1.

5.

A complete audit trail is to be retained for each contract, providing a record
and full file detail of tender documents, detailed analyses, negotiation,
clarification and subsequent decisions.

Contract and tender documentation must be retained as per the retention
policy under the Freedom of Information Act.

The preferred method of tendering for all levels of requirement is the E-
tendering package contained in the Blue Light system.

In exceptional circumstances a paper process can be utilised following prior
approval by Lead Procurement Business Partner or Head of Police Shared
Business Service. Reasons for using this approach must be recorded in the
tender file. In such circumstances the procedure detailed in the Procurement
Procedures document must be followed.

All tenders and contracts must be recorded on a Contract Register

Specification Development

1.

The specification should be developed as a generic performance, output and
outcome based specification as the normal approach to business. This form
of specification increases the ability of suppliers to compete and aids the
delivery of value for money.

Specifications should be framed so that, as far as possible, the resulting
offers can be judged against objective criteria.

Proprietary product specifications should only be used in exceptional
circumstances (Section 9). When this event occurs the Lead Procurement
Business Partner must record the reasons in the contract file stating why a
restricted competitive approach has been selected.

Procurement Principle

Specifications should be output and outcome based rather than developed in such a
way as to focus on a proprietary product or single consultancy offering.

By developing generic specifications the competitive process is enhanced, enabling
more organisations to compete for the business on offer.
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Specification Changes

1.

If a specification is changed for any reason during the tender process, the
updated specification must be communicated promptly to all tenderers, giving
additional time to respond, as appropriate, to the change.

If a specification is changed for any reason after receipt of tenders, the
updated specification must be communicated to all tenderers. They must be
given adequate time to respond to the change in specification and to prepare
revised tenders. The process will follow the tender process.

Equal Treatment

1.

Equal treatment will be given to all potential suppliers, including access to
the same information and adequate time to respond to enquiries and
tenders.

Buyers should ensure that all potential suppliers are not disadvantaged and
are capable of meeting the requirement.

The tenders solicited remain confidential before and after the business is
placed, subject to the terms of the Freedom of Information Act.

It is made clear to tenderers that their tenders will only be considered if they
are submitted on time and in the proper format.

Procurement Process Thresholds, based on the full life of the

1.

2.

tender

Requirements below £10,000 value are Low Value Procurements.

Requirements above £10,000 and below £50,000 value are Medium Value
Procurements.

Requirements above £50,000 value are subject to the tender process and
potentially subject to EU Procurement Directives depending on the ultimate
contract value.

Low Value Procurement ( those below £10,000)

1.

Low value procurement will be managed through a competitive process
appropriate to the value goods or service required. Full details are
contained in the Procurement Procedures.

Where the requirement is of low value and not covered by an existing
contract, the order can be placed directly with a selected supplier. The
preferred method of obtaining such supplies is by Procurement Card or an e-
procurement process.
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The Government Procurement Card (GPC) or other smart payment processes
should be used with specific contracts or suppliers that will accept the
process of ordering and for ad hoc requirements.

The user controls are agreed between Procurement, Finance and local
management for each user, setting expenditure limits per month and per
transaction.

All procurement card users will receive specific training prior to being issued
with their personal procurement card.

Medium Value Procurement (those above £10,000 but below

1.

£50,000)

Medium value procurement will be managed through a competitive process
appropriate to the value goods or service required this process will require
the test of value for money to be applied to all requirements.

Considering the value and potential supply risk of the requirement offers will
be required from multiple suppliers to enable value for money to be
determined. Full details are contained in the Procurement Procedures.

Service Units should engage with the Lead Procurement Business Partner
appropriate to the requirement where supply risk or complexity is identified
for the requirement to ensure the appropriate safeguards and procurement
planning is in place for the procurement.

The medium value competitive process can be managed utilising the Blue
Light E-tendering software which apply the secure principles of the
tendering process.

Tendering Process

The tender process will be managed utilising the Blue Light E-tendering software
with the following principles applied. Paper based tender processes will be used as
an exception and only following prior approval by the Lead Procurement Business
Partner or Head of Police Shared Business Service.

1.

Contracts above £50,000 value and EU procurement threshold will be
subject to the tendering process.

The Force method of tendering requirements of all values is to utilise the
“Blue Light” e-tendering system. This enables the full process to be
completed electronically in compliance with EU Directives and competition
law requirements.

Pre-qualified/select lists may be utilised within the Procurement Process
following a business case outlining the business benefits. The pre-qualified
list will not be used to negate the requirement to tender, but to short-list
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suppliers to take forward to be assessed against technical and price criteria.
The business benefits The Procurement Lead Business Partner may approve
the business case so long as the use of pre-qualified/select list is in
compliance with Legislation and will not have a negative effect on the
market.

The Procurement and Fleet Lead Business may approve the business case so
long as the use of pre-qualified/select list is in compliance with Legislation,
meets the principles of transparency and will not have a negative effect on
the market. The key requirements of the business case should include
benefits to both supplier and buyer and demonstrate that the use of the pre-
qualified/select list will deliver value for money.

The Buyer must consult with the Lead Procurement Business Partner or
Head of Police Shared Business Service as to whether a bond or guarantee is
required.

The Lead Procurement Business Partner will utilise Standard Terms and
Conditions of Contract and determine if any additional special terms and
conditions are appropriate to the requirement.

EU Procurement Procedures

1.

Requirements above the EU Procurement threshold will be subject to the full
EU tendering process.

The Lead Procurement Business Partner will advise on the most appropriate
procedure. There are six procedures that can be used as appropriate to
award of contract under EU Regulations

e Open Procedure ~ any company who replies to an advertisement in
the European Journal can tender.

e Restricted Procedure ~ companies express an interest in tendering
in response to an advertisement, and after a preliminary vetting
procedure (limited to financial & technical capability), a shortlist of
companies are invited to tender.

e Negotiated Procedure ~ entering into negotiations with at least
three companies before awarding the contract. Reasons for using this
method must be documented in the procurement plan because the
scope for proceeding by negotiation is limited under EU Regulations.

e Dynamic Procurement Systems ~ utilising dynamic methods of
procurement to improve the competitive process and assist delivery of
value for money. E-Auctions will normally be used as part of the
collaborative process working with other Forces on a regional or
national basis.

o Framework Agreements ~ are a process of award of contract and
is made as an agreement between one or more contracting
authorities and one or more contractors.

PCC Draft - December 2012 Page 18





Office of the PCC for Cleveland Contract Standing Orders

Competitive Dialogue ~ are used when developing a requirement
that is long term, complex and cannot be procured through another
EU procedure as described above. This approach may be utilised to

develop and negotiate the agreement.
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Tender Receipt & Opening

1.

Tenders will be completed via the Blue Light E-tendering systems and
opened by at least two people with one of them being an impartial witness
to the process in accordance with the following tender levels.

Be opened in the presence of, where the estimated tender figure —
e Exceeds £150,000, the Chief Executive together with the Chief
Constable.
e Does not exceed £150,000, the Chief Executive or the Chief
Constable.

Paper sealed tenders are registered when received, and left unopened until
the due time and date. (This is automatic with the e-tendering system)

The paper tender documents are signed, dated and witnessed at time of
opening by all present. (This is automatic with the e-tendering system)

Particulars of tenders received and those accepted shall be recorded. (this is
automatic with the e-tendering system)

Late tenders

1.

Tenders received after other tenders have been opened will not be
accepted.

A tender received late but before the other tenders have been opened may
be considered if there is evidence that it was despatched by post or other
means early enough to be received in due time in normal circumstances.

A tender rejected due to late delivery or other valid reason will not be
opened and the bidding organisation will be informed after the analysis
process.
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Errors in Tender Submissions

1.

Advantage should not be taken of genuine inadvertent errors made by
tenderers.

When the Lead Procurement Business Partner finds an error in a tender, the
tenderer will be advised that an error may exist in their offer and be given
the opportunity to:
e Confirm that the tender stands in its current form.
e Withdraw the tender.
e Correct that part of the tender that is in error within a specified
time frame.

No request by a supplier to amend a tender after the time fixed for receipt
shall be accepted.

Negotiation & Clarification

1.

Negotiation can be used when deemed advantageous to the competitive
process by the Lead Procurement Business Partner. Negotiation will not be
utilised on all occasions.

When negotiation is employed it should be conducted with short-listed
tenderers and a record of each negotiation maintained in the tender file.

Negotiation focusing only on price will not be used during the tender
process. During the EU Procurement Process the Lead Procurement
Business Partner can enter into “Clarification” discussions to understand
technical and operational issues of the offer that may result in a change to
the cost of the contract.

During the negotiation and clarification process the Lead Procurement
Business Partner must ensure impartiality to all tenderers invited to
negotiate.

Negotiation will be utilised by trained buyers and will be used to enhance
better value of goods and services.

It is unethical in negotiation practice for tenderers commercial information to
be used as a lever to reduce other offers.

Procurement Principle

When employing negotiation, buyers need to be aware of the power they have in
the supply market and use ethical business approaches in the planning,
preparation and execution of the negotiation.
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Award of Contract

1. Tender analysis should be completed using criteria determined prior to issue of
tender documentation.

2. The Lead Procurement Business Partner must record the reasons and whole life
cost analysis that led to the acceptance of a value for money offer. Where the
accepted bid is not the lowest cost option the reasons for acceptance need to
be reported in line with para 4 below prior to contract award.

3. The Lead Procurement Business Partner is empowered to recommend the
acceptance of tenders.

4. Tenders received shall only be accepted in the case of —
i Those not exceeding £150,000 - by the Chief Constable or Chief
Executive
ii. Those exceeding £150,000 but not exceeding £250,000 - jointly
by the Chief Executive and the Chief Constable.
iii. Those exceeding £250,000 - by the PCC or Deputy PCC.

5. A minimum period of ten working days must be allowed as a standstill period
between the notification of an award decision and contract commencement for
all EU value contracts. This is good practice and should be applied to all
contracts.

6. All unsuccessful tenderers have the right to a formal debrief promptly or within
15 days of a written request to be debriefed following award of contract.

7. All details of the awarded contract must be entered in the contract register held
by the Procurement Department.

Procurement Principle
Subjective comparisons can play a part in tender analysis. The Lead Procurement
Business Partner should avoid focusing the decision making process on them.

Courtesy and good business practice compels the PCC to explain through a formal
debrief process to unsuccessful bidders why they were not selected for major / high
value projects. Through this process suppliers learn how they need to improve to
serve future requirements. The key is to explain objectively without divulging any
technical, commercially sensitive or competitive information.

8) Signing of Contracts

1. All contracts exceeding £10,000 in value shall be in writing and signed or
executed on behalf of the PCC. Where:
i. The value does not exceed £150,000 - by the Head of Legal
Services or the Chief Executive
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ii. The value exceeds £150,000 by the Chief Executive and the Head
of Legal Services.

9) Signing of Contract Changes

1.  All contract changes must be agreed by the person having Expenditure
Authority and the relevant contract owner.

2. All contract changes must be progressed in accordance with the terms of
the contract that it applies to and in accordance with any relevant
legislation, policies and guidelines.

3.  All contract changes relating to contracts that have a Total Contract Value
of over £10,000 shall be in writing and signed or executed on behalf of the
PCC. Where:

i. Specification and/or operational changes with no financial
value- by the Strategic Contracts Manager or the Lead
Procurement Business Partner (where a conflict of interest does
not exist i.e. contracts with the outsourced provider)

ii. Those changes with a Total Change Value of less than
£50,000 - by the Strategic Contracts Manager or the Lead
Procurement Business Partner (where a conflict of interest does
not exist i.e. contracts with the outsourced provider)

iii. The value does not exceed £150,000 - by the Head of Legal
Services

iv. The value exceeds £150,000 - by the Chief Executive and the
Head of Legal Services.

10) Exceptional Situations

1. For requirements of an exceptional nature, advice and guidance must be
obtained from the Lead Procurement Business Partner or the Head of Police
Shared Business Service.

2. Exceptional Situations are those created by external actions and events over
which the Force has no control but has an obligation to respond.

3. All instances deemed or proposed as exceptional should be fully documented
on a proforma to ensure that there is a full audit trail for all decisions.

4. Utilisation of Contract Standing Order 10 or an exemption to follow contract
standing orders shall be reported by the CFO of the CC to the Audit
Committee.

Procurement Principle
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For the majority of situations the tender process will be utilised and exceptional
situations will be taken into consideration as appropriate to the requirement.

Specifications should normally be generic and output/outcome based rather than
developed in such a way as to focus on a propriety product or single consultancy
offering.

Operational Emergency

1. In cases of operational emergency, requirements should be obtained from
existing contracts as a priority.

2. In the event of an existing contract being unavailable, the operational
commander can:

a. Contact the nominated procurement team member for action.
b. In the situation when a) is not available, contact an available supplier
directly to provide assistance, and obtain value for money support.

3. A full audit trail is required for goods and services obtained during an

operational emergency.
Proprietary Products

1. In the exceptional circumstances when a proprietary product is specified, the
Lead Procurement Business Partner must record the reasons in the contract
file, stating why a restricted competitive option has been selected.

2. One or more suppliers of the product should be identified.

3. The tender process and / or direct negotiation should be utilised to obtain
the value for money offer from each supplier prior to a decision to award.

4. Actions are recorded in a contract file stating reasons in an auditable form.

5. The requirement may be considered as a proprietary product when it is for
repairs or works to an existing proprietary product.

6. The selection of a proprietary product does not eliminate the need to fully

comply with EU procurement regulations nor compliance with any other legal
requirement.

11) Subjects of General Application

Terms and Conditions of Contract

1.

All contracts or purchase orders will use Standard Terms and Conditions of
Procurement as appropriate for the specific commodity group.
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2. Specially written contracts should only be required where the work is of a
non standard nature.

3. The contractor may be required to provide a bond or guarantee from a
parent company in a specific form.

4. All significant software development contracts must include an escrow
arrangement.

Procurement Principles

Purchase orders / contracts are placed on the Standard Terms and Conditions of
Purchase, which are maintained and cover the majority of supply situations.

Letters of intent should only be used in special circumstances and on the rare
occasions these are required they may only be issued to a supplier after agreement
and authorisation by the Lead Procurement Business Partner or Head of Police
Shared Business Service.

Requirements for specially written contracts and / or contracts for any one piece of
work should be referred to the Lead Procurement Business Partner who will engage
appropriate Legal support.

Terms of Payment
Suppliers will be paid on time and according to contract.

Procurement Principle

Sometimes suppliers ask for “stage payments”. This practice should be structured
within the relevant contract, rigorously managed and appropriate payment retention
applied for capital and construction projects. When they are made stage payments
should be limited to the amount to cover work already performed. This keeps the
risk as low as possible if a supplier’s business fails.

Legitimate payments should not be delayed, or terms of payment altered, without
referring back to the Lead Procurement Business Partner.

If suppliers ask to be paid in a foreign currency, consideration must be given to the
effects of fluctuating exchange rates. The exact cost should be fixed at the time of
order placement. All such requests must be referred to Finance for advice and
guidance.

Safeguarding Information

1. Information that is highly sensitive or has commercial value will be marked
and securely controlled in accordance with the Protective Marking Scheme.
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2. All documentation for a contract will be kept together securely in an easily
accessible format.

3. Information and records must be retained in a format that complies with the
Freedom of Information Act (2000) and Data Protection Act (1998), and the
requirements of these Standing Orders.

4. Disclosure of information under the Freedom of Information Act will only be
given providing it does not damage commercial interest, breach
confidentiality arrangements or threaten the public interest. Guidance for
information requests relating to contracts, tenders and supplier information
should be obtained from the Freedom of Information Officer.

Procurement Principle

Information that is shared with suppliers is carefully vetted. Where appropriate,
suppliers will be asked to sign a confidentiality agreement.

Endorsements

Procurement Principle

All requests to quote either the PCC or Cleveland Police’s name or to take
photographs for promotional purposes are to be referred to the Media and
Communications Manager.

Environmental & Ethical Trade Considerations

Procurement Principle

Procurement must maintain value for money. In doing so, consideration should be
given to the medium and long-term environmental consequences as well as short-
term commercial advantage.

In all decisions, consideration should be given to products whose manufacture, use
and disposal do not have a detrimental environmental effect or exploit and
contravene established ethical standards and work practices.

Reallocation or Disposal of Redundant Items or Equipment

1. The same competitive process will be employed at disposal if the goods
have a commercial value.

2. The highest / value for money offer would be deemed acceptable.
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Procurement Principle

When goods are originally received and paid for, they remain under the Service
Unit's control until they are no longer needed. The Service Unit then obtains the
authority to declare the goods redundant and ready for reallocation or disposal in
consultation with Procurement. If there is no use for redundant equipment, then it
is written off, disposed of and appropriate documentation amended accordingly by
the Service Unit in accordance with Standing Financial Instructions.

Ethical Procurement

The PCC's values dictate a consistent and fair approach by all towards our
community, which includes suppliers. In general terms, all purchasers of goods
and/or services should be independent and behave impartially and with integrity.

At all times, the PCC and Force must be, and must be seen to be, competent and
ethical regardless of the size of the supplier and their past or current relationship.

These guidelines are to protect the PCC and Force and the individual member of
staff. The distinction between the courtesies of a working relationship and the
acceptance of benefit for which reciprocal favours will be expected can be narrow.
If a member of staff is in doubt as to the propriety of accepting any gift, benefit or
advantage, they must immediately consult their line manager or head of Service
Unit.

1. Confidentiality: Confidential information should only be sought where necessary
and when obtained, should not be disclosed to third parties, particularly to
other suppliers. Confidentiality agreements must be used and signed where
appropriate.

2. Confiict of interest. If a supplier representative is known socially or is related,
or if a financial interest is held in the supplier, then this should be declared to
an individual’s line manager and that individual should not be involved
professionally with the supplier unless senior management’s approval in writing
has been obtained. Involvement that may influence sourcing decisions is not
permitted.

3. Egual Opportunities: In common with the PCC's/Force’s diversity policies,
procurement decisions shall not be influenced by the gender, ethnicity, religion,
sexual orientation, age or disability of suppliers, owners or representatives.

4. Fairness. Equal opportunity should be extended to all suppliers competing for
business (i.e. they should all be provided with the same information and given
equal time to respond to requests/tenders, and tenders should not be invited
only to make up the number, or as a strategy to bring down the price of the
chosen supplier).

5. Giftss No gifts (other than advertising/ promotional material of modest value
such as calculators or diaries) or other benefits should be accepted by a
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member of staff or close family from people or organisations with whom the
member of staff has business dealings or contracts on behalf of the PCC. Any
and all offers of either gifts or hospitality, whether accepted or not should be
recorded within the gifts and hospitality register in line with the policies of the
organisation.

6. Hospitality and entertainment. Offers to a member of staff or close family of
hospitality or entertainment of a frequency, type or scale that the PCC would
not wish to reciprocate should not be accepted. Rigid definitions are not
feasible however the policy on Gifts and Hospitality should be adhered to and, if
they are in any doubt, decline an offer or refer to management. Even where an
offer is declined it should be recorded in the gifts and hospitality register in line
with the polices of the organisation.

7.  Seminar/Product launches. These are permissible where strictly relevant to an
individual’s responsibilities and where the PCC pays all travel and
accommodation costs.

Probity Register

Any member of staff that is offered gifts, hospitality or entertainment must record
the details in line with the gifts and hospitality policy whether the offer is accepted
or not. Note that the PCC also records all authorised gifts and hospitality.
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12) Definitions

The following terms are used throughout the procurement documentation

1.

10.

11.

12.

Bid ~ an offer made by a prospective supplier in the form of a tender,
quotation or as part of the negotiation process.

Buyer / Procurement Transactional Team ~ the buyer is any individual
employed by Cleveland Police who, through the use of professional
procurement techniques, is authorised to make the commitment for the
supply of goods or services to fulfil the Service Unit's need.

Lead Procurement Business Partner ~ means a person appointed to fulfil the
duties for delivery of the Procurement Strategy and drive compliance with
these Contract Standing Orders.

Strategic Contracts Manager ~ means a person appointed to fulfil the duties
for review of the Procurement Strategy and ensure strategic contracts
support the direction of Cleveland Police.

Commitment ~ is the act of confirming a contract with third party suppliers
and should be made by a contract or purchase order.

Conditions of Purchase/Contract ~ the specific conditions under which the
PCC will enter into a contract or purchase order with a supplier.

Confirmation Order ~ an order which has been placed verbally, by facsimile
transmission, or electronically communicated and subsequently confirmed by
a formal purchase order marked “confirmation order”.

Contract ~ a legal agreement between the PCC and external suppliers for
the supply of goods and services. For the purpose of these Contract
Standing Orders this does not include contracts of employment for staff.

Contractor ~ an organisation that contracts with the PCC to supply works,
goods and/or services to demand.

E-Auction ~ a dynamic procurement tool utilised after the tender process to
enable contractors to compete on line. Normally this approach is used for
high value requirements through collaborative procurement.

E-Procurement ~ utilisation of an electronic “procure to pay” process
normally through a finance system to place orders directly with suppliers,
receive invoices and pay electronically. Alternatively this process can be
achieved through on line ordering systems.

E-Tendering ~ utilisation of an electronic tendering process that enables the
full process from advert to assessment to be completed via computers,
significantly reducing timescales for both the buyer and supplier.
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13.

14.

15.

16.
17.

18.

19.

20.

21.

22,

23.

24,

Ethical Guidelines ~ the code of behaviour and conduct that governs the
correct and professional manner in which to conduct business with third

party suppliers.

Framework Agreements ~ an agreement between one or more contracting
authorities (NPIA, OGC, Police Forces, Consortiums) with one or more
contractors to supply a range of works, goods or services.

Internal Supply Markets ~ these are “in house” markets operating within the
financial framework delegated to the Force, requiring budget transfers
rather than cash payments and operating to agreed service levels.

Legislation ~ includes subordinate legislation.

Letters of Intent & Heads of Agreement ~ a legally binding communication
instructing the supplier to proceed with the supply of goods or services
pending completion of contract documentation.

Outsourcing ~ an outsourcing project is one which delivers a function or
service through, or in conjunction with, a third party external to the Force.

Pre-Qualified List ~ A list/register of suppliers for specific categories of
works/services who have been pre-qualified to government standards,
following the current understanding of EU Public Procurement Legislation
and Local Government Act.

Procurement ~ the person or department who has the authority to contract
with third party organisations for the supply of goods and services.

Procurement Cards ~ a charge card used by authorised cardholders to make
direct purchases from suppliers. The cardholder can only make purchases
within their personal usage expenditure limit and within the terms of a
supply contract. This approach simplifies the procurement process.

Procurement Plan ~ the procurement plan is the record of the procurement
strategy development for a particular purchase and forms the basis of future
purchase planning for that requirement and an audit trail.

Procurement Teams ~ there are effectively two styles of procurement
teams:

e A Procurement Team that deals with strategy, high value / high risk
and EU procurement, and represent the Force at Regional and National
Procurement levels, and provides support, advice and guidance to
Service Units.

e Service Unit procurement (Local Procurement) which consists of locally
trained staff that deal with local requirements within the scheme of
delegated procurement authorities.

Proprietary Product ~ a product that has unique characteristics produced by
one manufacturer. A proprietary product specification could exclude
competitors from competing on equal terms. In consultancy the services of a
named person or firm would be considered as a proprietary product.
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25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

Purchase Order ~ a serial numbered document raised by the buyer on a
specific supplier for the supply of goods or services. This document is a
formal legal agreement with specific conditions for the supply of goods.

Purchase Order Amendment ~ a document communicating a change to the
specified requirement, price or terms and conditions of the original Purchase
Order. Like the original Purchase Order this document is a formal legal
agreement with specific conditions for the supply of goods.

Purchase Requisition ~ the formal request to obtain the supply of goods or
services made by the internal client, authorised by the budget holder and
passed to the relevant procurement team.

Quotation ~ a statement of price, delivery and specification against the
specific enquiry provided by a specific supplier.

Service Units ~ the person, department, basic command unit, or service unit
who holds the financial budget, and has the authority to raise requests for
goods and services. This also includes the PCC.

Services ~ including the provision of cleaning, consultancy, maintenance,
agency staff and similar non-tangible requirements.

Specification ~ a clear statement of requirement for goods and/or services,
normally detailed as a generic specification to enable competition and the
delivery of Value for money.

Supplier ~ an organisation that contracts with the PCC or its outsourced
contractor to supply goods and services to the PCC.

Tender ~ a formal offer from a supplier to supply specified goods or services
at a stated cost or rate.

Tenderer ~ a supplier offering to buy or sell a product. This term applies
prior to the formation of contract.

The PCC ~ refers to the Police and Crime Commissioner for Cleveland.

Total Contract Value ~ the total value of a requirement calculated as the
value of a “single” purchase and or the value of the total contract period or
four years whichever is the lesser value.

Total Change Value ~ the total value of a new or removed requirement to
an existing contract, calculated as the value of a “single” additional/removed
purchase and or the total value of the change for the period of the contract
for which the change refers to.

Value for money ~ a combination of criteria that includes competitive price,
quality, reliability, timeliness and whole life costs analysis. This is not always
portrayed by the lowest priced offer.
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1) Introduction

1.

From the 22" November 2012 Cleveland Police Authority ceases to exist and
an elected Police and Crime Commissioner will be given the responsibility as
per the Police and Social Responsibility Act 2011 for the totality of policing
within their force area. These Contract Standing Orders are to take effect
from the 22" November 2012 and should be read in conjunction with the
Scheme of Consent, Financial Regulations, Standing Financial Regulations
and Standing Orders.

In 2010 the Authority outsourced most of the back office and support
services, including commissioning and procurement, in a ten year contract.

Effective contract and procurement management is essential in order to
become best in class in a business process that involves all aspects of police
operation and support. It has a significant impact on the delivery of value
for money; therefore it is vital that all procurement activities are managed
effectively and that procurement personnel and local buyers are well trained
and highly professional.

This document has been developed to provide all staff of the Office of the
Police and Crime Commissioner for Cleveland (OPCC) and those under the
direction and control of the Chief Constable of Cleveland Police who become
involved in the contracting and procurement process with a clear regulation
framework in which to operate to enhance the delivery of value for money
for the PCC and the Force. In addition to the Contract Standing Orders this
document contains procurement principles that set out guidance to assist in
the delivery of a first class procurement operation.

These Contract Standing Orders are supported by a comprehensive set of
procurement procedures that will enable all those involved in day-to-day
procurement activity to act in full compliance with these Contract Standing
Orders. The procedures will be updated from time to time to stay at the
forefront of Best Practice and respond to business needs.

These Contract Standing Orders relate principally to the procurement
process considering the competitive process, selection & management of
suppliers and contract award.

2) Empowering Regulations

1. These Contract Standing Orders are the standing orders to be made under

Section 135 of the Local Government Act 1972 and all other powers enabling
the Police and Crime Commissioner for Cleveland.
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2.

These Contract Standing Orders cover and comply with the provisions of the
Audit Commission Competitive Procurement 2001, Race Relations Amendment
Act 2000, Section 16 Local Government Act 1999, Byatt Report 1999,
Competition Act 1998, GATT Agreement on Government Procurement 1996
and section 2 of the European Communities Act 1992, Freedom of
Information Act 2002, Data Protection Act 1998, Sir Peter Gershon’s
Independent Review of Public Sector Efficiency 2004, Sir Ronnie Flanagan'’s
Review of Policing 2008 and the relevant provision in the Police and Justice
Act 2006.

These Contract Standing Orders are designed to support the OPCC's and
Force's policies relating to diversity and counter fraud & corruption.

They are also designed to support the principles and concepts of good
governance.

3) Application of Contract Standing Orders

1.

These Contract Standing Orders cover all contracting and procurement
activities within the Office for the Police and Crime Commissioner for
Cleveland (OPCCC). This includes supply, hire, new contract, extension of
contract and renewal of contract and / or disposal, with the exception of
contracts for the purchase of land, and contracts of employment.

The Contract Standing Orders detailed apply to all staff of the OPCCC
including those under the direction and control of the Chief Constable of
Cleveland Police and must be adhered to at all times.

Where an outsourcing agent is responsible for the management and supply of
goods and services to or for the PCC, these Standing Orders shall apply,
unless the PCC agrees to the contrary.

Where the outsourcing agent has budgets to manage, the outsourcing agent
will submit annual expenditure plans to the Force and in turn the PCC. The
outsourcing agent will only have authority to authorise orders and budgetary
expenditure against those budgets where such approval has been granted by
the PCC and the Force.

Any orders and contracts to be placed with the outsourced provider are to be
authorised in accordance with paragraph 7 ‘Award of Contract’.

Where the PCC is acting as an agent for another body, these Standing Orders
shall apply unless the principal directs to the contrary.

Any person who is not an Officer of the PCC or the Force engaged to manage
a contract on behalf of the PCC shall fully comply with these Contract
Standing Orders.
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8. All Service Units, (this means all Basic Command Units, Service Units and the
Office of the PCC), will designate a manager accountable for implementation
and monitoring the effectiveness of procurement activity for that business
area. This manager will report on a regular basis to the Head of the Service
Unit and liaise with the Lead Procurement Business Partner.

9. These Standing Orders aim to achieve a full audit trail and full accountability
of those involved, requiring them to identify and record the contract decision-
making process for all commitments.

10.These Standing Orders provide the means of deciding which procedure is to
be used for a given requirement.

11.These Standing Orders cannot be changed nor departures from them made
without the agreement of PCC.

12.These revised Standing Orders apply from the appoint at which that are
formally approved by the PCC.
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4) Role and Duties of Procurement

Role of Procurement
The role of procurement can be expressed simply as:

"To obtain the best overall value for each pound spent when acquiring works, goods
and services, working with Service Units to ensure that value is maximised during
life and at disposal.”

Procurement Principle

The enhanced role of procurement is achieved when the following are recognised:
e Procurement influences more than 95% of external expenditure with
suppliers.
e Procurement continually develops as a centre of expertise for Service Units.
e Procurement works jointly with Service Units to add value through the
provision of services and support.

Procurement is to assist with and, where appropriate, carry out, the sourcing of
products and associated negotiations on behalf of Service Units.

Role of the Lead Procurement Business Partner or Head of Police
Shared Business Service

The Role of the Lead Procurement Business Partner or Head of Police Shared
Business Service within these Contract Standing Orders is to:

1. Manage the Contract Standing Orders and procurement procedures to ensure
that they are maintained in line with good procurement practice and deliver value
for money.

2. Advise and make proposals to the Chief Financial Officers (Of the PCC and Chief
Constable) and the PCC when it is necessary to update the Contract Standing
Orders and review the Procurement Strategy.

3. Ensure personal awareness and understanding of these Contract Standing Orders
and other financial regulations, procedures and guidelines that relate to best
practice in procurement and contracts. Develop and agree procurement
strategies with senior management in line with National Guidance or mandation.

4. Take responsibility for the procurement process, although much of the actual
purchasing activity will be devolved to the outsource contractor and the Service
Units, as appropriate.
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5. Ensure that knowledge is being disseminated throughout the organisation to
ensure procurement staff and Service Units are aware of the procedures they
should follow, and the suppliers they should use.

6. Set and monitor key performance indicators for procurement and contractors,
and ensure that they are met. Report to the Chief Financial Officer(CFO) of the
CC and through them update the CFO of the PCC and the PCC on a regular basis.

7. Generate and maintain effective business relationships that give the PCC
constant, easy access to capable, efficient and highly motivated suppliers.

8. Develop and manage the PCC's purchase arrangements for supplies jointly
sourced with other PCC’s and with other emergency services through national
and regional framework and consortia arrangements.

Role of Procurement Team including Lead Procurement Business
Partner and Procurement Transactional Team

The Role of Lead Procurement Business Partner supported by the Procurement
Transactional Team within these Contract Standing Orders is to:

1. Ensure personal awareness and understanding of these Contract Standing
Orders and other financial regulations, procedures and guidelines that relate
to procurement and contracts for all members of the team directly involved in
the contract / tender process.

2. Develop and agree a procurement strategy for major contracts with the PCC,
the Lead Procurement Business Partner or Head of Police Shared Business
Service and the Service Units, as appropriate.

3. Ensure that procurement is carried out in a professional and ethical manner
that is consistent with PCC's policies and that the PCC's and Force’s
aggregated requirements are bought in line with the EU Procurement
Directives.

4. Ensure contracts are formed detailing clear specification of requirements (that
includes maintenance and consumables as appropriate) and terms and
conditions appropriate to the requirement.

5. To assess whole life costs as appropriate to the requirement to determine
value for money.

6. Ensure that an appropriate audit trail is maintained.

7. Ensure contract data is recorded on a contract register following award.
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Role of Local Procurement
The role of a local procurement is to:

1.

Support Contract Standing Orders and procurement procedures and
communicate any conflict between the local approach and these Contract
Standing Orders to the Lead Procurement Business Partner or Head of Police
Shared Business Service.

Promote the use of Procurement Cards, where appropriate, for local
purchases

Swiftly process requests from within Service Unit areas.

Ensure that the competitive process is maintained in line with expenditure
thresholds.

Ensure that an appropriate audit trail is maintained.
Utilise and apply the Standard Terms of Contract for procurement.
Involve Procurement where a purchase is complex, requires special terms of

contract, or contract extension, except when the requirement is within the
buyer’s delegated procurement authority.
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5) Authorities & Controls

Procurement Principle
The review of monetary values for contract thresholds should be made in line with
the review of EU thresholds on a biennial basis.

Expenditure Authority

1. Expenditure authority rests with the budget holder and/or the person with
delegated budget authority.

2. All expenditure must have prior budgetary approval and the commitment will
not make the budget overspent.

Procurement Authority

1. This authority is delegated by the PCC to CFO of the CC who ensures that an
appropriate audit trail is maintained.

2. This authority is in turn delegated by the CFO of the CC to the Lead
Procurement Business Partner or Head of Police Shared Business Service to
make contractual commitments, as appropriate.

3. This authority may be further delegated to the outsourced Procurement
Team and/or Service Units.

4. Procurement commitments cannot be made without prior budget approval.

5. No person is permitted to make commitments to suppliers unless they have
direct or delegated procurement authority.

6. The Lead Procurement Business Partner or Head of Police Shared Business
Service will retain a register of people with delegated procurement authority,
a copy of which is retained with specimen signatures and reviewed and
agreed by the CFO of the CC.

Segregation of Duties

1. The authorities relating to the contracting and procurement process are
segregated between the following phases:

Requisition

Commitment (Contract Signatory)
Receipt

Payment

2. No one individual can have the authority to control more than two
consecutive stages in the segregation of duties.
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Disaggregation
Disaggregation, which is defined as the separation of a purchase into several
smaller requisitions or contracts to avoid thresholds and competitive procedures,
is not permitted.

6) Procurement Process

Procurement Involvement

1. Service Units will utilise the Procurement Team where a purchase is
complicated and /or involves high expenditure and/or commercial risk
(defined in Procurement Procedures).

2. A Force Procurement Strategy will be developed and adopted in line with
recognised best practice.

3. Procurement activities will reflect the fact that suppliers are dealt with in an
impartial, legal and ethical manner.

Procurement Principle

If the Procurement Team is to be effective, it must regularly communicate with
Service Units.

Acquiring items of a high value and/or a critical nature will always be a joint effort
between Procurement and Service Units, ensuring compliance with EU procurement
directives as appropriate.

Procurement staff will need to take part in all stages of the process to ensure that
the commercial risk is fully assessed. The procurement process starts when a
Service Unit identifies a need. Service Units are encouraged to hold discussions with
Procurement at this early stage, as the process of placing a contract can be time
consuming.

Service Units must utilise PCC Contracts where they already exist.
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Utilisation of Contractual Arrangements

1. Where NPIA (or successor body), OGC Buying Solutions and other national,
regional or local collaborative contracts exist, the PCC should support those
arrangements. In the exceptional circumstances where better value can be
obtained from sources alternative to these, prior approval to use those
alternatives must be obtained from the Lead Procurement Business Partner or
Head of Police Shared Business Service. These circumstances and details of
contracts must be reported annually to the PCC by the CFO of the CC.

2. Contracts should not be sought by Service Units that compete with an existing
contract for similar requirements without the express prior approval of the
Lead Procurement Business Partner or Head of Police Shared Business
Service.

Procurement Principle

When the organisation enters a contract with a supplier it is intended to commence
a business relationship that adds value to both organisations as price is not the only
consideration taken into account when a contract is awarded.

It is recognised that the contracted cost of goods and services will be challenged by
other suppliers in the market who will attempt to offer alternative arrangements,
spot prices or special priced offers to Service Units

If a Service Unit is made aware of or invited to buy these goods or services
“Outside” of the awarded contract they should advise the Lead Procurement
Business Partner or Head of Police Shared Business Service so that the alternative
can be assessed for value for money.

Using such suppliers could compromise an existing contract by breaching the
contractual commitment, thus damaging relations with the contractor, and/or reduce
the overall value obtained.
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Supplier Relationship Management

1.

Supplier selection is to be based on sound business principles that recognise
the quality of products and services, financial stability, equality and the ability
to fulfil contracts on time.

Suppliers and tenderers are normally selected from an advertisement
response and suppliers already known and who have a proven track record of
supply. Any company can make an application to tender. In these instances
the Lead Procurement Business Partner must correctly evaluate the
companies as to their suitability.

At the Lead Procurement Business Partner’s discretion other companies may
be invited as potential suppliers as they could be more competitive or provide
a more technically advanced solution than suppliers already known.

Contracts are awarded through the appropriate competitive process to
suppliers who offer the value for money combination of commercial and
technical terms that meet business needs.

Auditable records should be retained supporting all decisions made during the
supplier selection process.
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Procurement Principle

The natural dynamics of the supply market means that supply relationships will be
different depending upon supplier importance and need. Relationships will range
from arms-length to close collaboration depending upon the risk in the supply
market, number of sources available and business requirements.

When a supply relationship develops with key suppliers of high value critical
products, a strategic alliance may be created to help develop a mutually
advantageous commercial relationship within defined parameters.

The preference is for suppliers who demonstrate a commitment to the achievement
of world class standards and who are committed to providing continuous
improvement and exceptional service.

The importance of small to medium sized enterprises (SME’s) and social enterprises
within the supply market is recognised. In keeping with Government guidance equal
consideration will be given to such organisations in the achievement of value for
money objectives during the competitive process.

In seeking value for money, buyers need to be mindful of the extra benefits of long
term associations with ethical and reliable suppliers, and take care to ensure that
these arrangements remain mutually beneficial.

Staff within the Office of the PCC and those under the direction and control of the
Chief Constable will be in contact with supplier visitors and may on occasions visit
suppliers. This creates a potential risk that commercially sensitive information will
be released.

All staff should at all times demonstrate an ethical, professional approach to the
supply market, demonstrably operating according to the highest standards of
business practice.

The aim is that the PCC and Force are perceived by key suppliers as a preferred
customer, and is seen as an organisation that behaves faultlessly by those who
regulate or otherwise constrain commercial activity.
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7) Competitive Process

1.

5.

A complete audit trail is to be retained for each contract, providing a record
and full file detail of tender documents, detailed analyses, negotiation,
clarification and subsequent decisions.

Contract and tender documentation must be retained as per the retention
policy under the Freedom of Information Act.

The preferred method of tendering for all levels of requirement is the E-
tendering package contained in the Blue Light system.

In exceptional circumstances a paper process can be utilised following prior
approval by Lead Procurement Business Partner or Head of Police Shared
Business Service. Reasons for using this approach must be recorded in the
tender file. In such circumstances the procedure detailed in the Procurement
Procedures document must be followed.

All tenders and contracts must be recorded on a Contract Register

Specification Development

1.

The specification should be developed as a generic performance, output and
outcome based specification as the normal approach to business. This form
of specification increases the ability of suppliers to compete and aids the
delivery of value for money.

Specifications should be framed so that, as far as possible, the resulting
offers can be judged against objective criteria.

Proprietary product specifications should only be used in exceptional
circumstances (Section 9). When this event occurs the Lead Procurement
Business Partner must record the reasons in the contract file stating why a
restricted competitive approach has been selected.

Procurement Principle

Specifications should be output and outcome based rather than developed in such a
way as to focus on a proprietary product or single consultancy offering.

By developing generic specifications the competitive process is enhanced, enabling
more organisations to compete for the business on offer.
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Specification Changes

1.

If a specification is changed for any reason during the tender process, the
updated specification must be communicated promptly to all tenderers, giving
additional time to respond, as appropriate, to the change.

If a specification is changed for any reason after receipt of tenders, the
updated specification must be communicated to all tenderers. They must be
given adequate time to respond to the change in specification and to prepare
revised tenders. The process will follow the tender process.

Equal Treatment

1.

Equal treatment will be given to all potential suppliers, including access to
the same information and adequate time to respond to enquiries and
tenders.

Buyers should ensure that all potential suppliers are not disadvantaged and
are capable of meeting the requirement.

The tenders solicited remain confidential before and after the business is
placed, subject to the terms of the Freedom of Information Act.

It is made clear to tenderers that their tenders will only be considered if they
are submitted on time and in the proper format.

Procurement Process Thresholds, based on the full life of the

1.

2.

tender

Requirements below £10,000 value are Low Value Procurements.

Requirements above £10,000 and below £50,000 value are Medium Value
Procurements.

Requirements above £50,000 value are subject to the tender process and
potentially subject to EU Procurement Directives depending on the ultimate
contract value.

Low Value Procurement ( those below £10,000)

1.

Low value procurement will be managed through a competitive process
appropriate to the value goods or service required. Full details are
contained in the Procurement Procedures.

Where the requirement is of low value and not covered by an existing
contract, the order can be placed directly with a selected supplier. The
preferred method of obtaining such supplies is by Procurement Card or an e-
procurement process.
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The Government Procurement Card (GPC) or other smart payment processes
should be used with specific contracts or suppliers that will accept the
process of ordering and for ad hoc requirements.

The user controls are agreed between Procurement, Finance and local
management for each user, setting expenditure limits per month and per
transaction.

All procurement card users will receive specific training prior to being issued
with their personal procurement card.

Medium Value Procurement (those above £10,000 but below

1.

£50,000)

Medium value procurement will be managed through a competitive process
appropriate to the value goods or service required this process will require
the test of value for money to be applied to all requirements.

Considering the value and potential supply risk of the requirement offers will
be required from multiple suppliers to enable value for money to be
determined. Full details are contained in the Procurement Procedures.

Service Units should engage with the Lead Procurement Business Partner
appropriate to the requirement where supply risk or complexity is identified
for the requirement to ensure the appropriate safeguards and procurement
planning is in place for the procurement.

The medium value competitive process can be managed utilising the Blue
Light E-tendering software which apply the secure principles of the
tendering process.

Tendering Process

The tender process will be managed utilising the Blue Light E-tendering software
with the following principles applied. Paper based tender processes will be used as
an exception and only following prior approval by the Lead Procurement Business
Partner or Head of Police Shared Business Service.

1.

Contracts above £50,000 value and EU procurement threshold will be
subject to the tendering process.

The Force method of tendering requirements of all values is to utilise the
“Blue Light” e-tendering system. This enables the full process to be
completed electronically in compliance with EU Directives and competition
law requirements.

Pre-qualified/select lists may be utilised within the Procurement Process
following a business case outlining the business benefits. The pre-qualified
list will not be used to negate the requirement to tender, but to short-list
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suppliers to take forward to be assessed against technical and price criteria.
The business benefits The Procurement Lead Business Partner may approve
the business case so long as the use of pre-qualified/select list is in
compliance with Legislation and will not have a negative effect on the
market.

The Procurement and Fleet Lead Business may approve the business case so
long as the use of pre-qualified/select list is in compliance with Legislation,
meets the principles of transparency and will not have a negative effect on
the market. The key requirements of the business case should include
benefits to both supplier and buyer and demonstrate that the use of the pre-
qualified/select list will deliver value for money.

The Buyer must consult with the Lead Procurement Business Partner or
Head of Police Shared Business Service as to whether a bond or guarantee is
required.

The Lead Procurement Business Partner will utilise Standard Terms and
Conditions of Contract and determine if any additional special terms and
conditions are appropriate to the requirement.

EU Procurement Procedures

1.

Requirements above the EU Procurement threshold will be subject to the full
EU tendering process.

The Lead Procurement Business Partner will advise on the most appropriate
procedure. There are six procedures that can be used as appropriate to
award of contract under EU Regulations

e Open Procedure ~ any company who replies to an advertisement in
the European Journal can tender.

e Restricted Procedure ~ companies express an interest in tendering
in response to an advertisement, and after a preliminary vetting
procedure (limited to financial & technical capability), a shortlist of
companies are invited to tender.

e Negotiated Procedure ~ entering into negotiations with at least
three companies before awarding the contract. Reasons for using this
method must be documented in the procurement plan because the
scope for proceeding by negotiation is limited under EU Regulations.

e Dynamic Procurement Systems ~ utilising dynamic methods of
procurement to improve the competitive process and assist delivery of
value for money. E-Auctions will normally be used as part of the
collaborative process working with other Forces on a regional or
national basis.

o Framework Agreements ~ are a process of award of contract and
is made as an agreement between one or more contracting
authorities and one or more contractors.
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Office of the PCC for Cleveland Contract Standing Orders

Competitive Dialogue ~ are used when developing a requirement
that is long term, complex and cannot be procured through another
EU procedure as described above. This approach may be utilised to

develop and negotiate the agreement.
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Tender Receipt & Opening

1.

Tenders will be completed via the Blue Light E-tendering systems and
opened by at least two people with one of them being an impartial witness
to the process in accordance with the following tender levels.

Be opened in the presence of, where the estimated tender figure —
e Exceeds £150,000, the Chief Executive together with the Chief
Constable.
e Does not exceed £150,000, the Chief Executive or the Chief
Constable.

Paper sealed tenders are registered when received, and left unopened until
the due time and date. (This is automatic with the e-tendering system)

The paper tender documents are signed, dated and witnessed at time of
opening by all present. (This is automatic with the e-tendering system)

Particulars of tenders received and those accepted shall be recorded. (this is
automatic with the e-tendering system)

Late tenders

1.

Tenders received after other tenders have been opened will not be
accepted.

A tender received late but before the other tenders have been opened may
be considered if there is evidence that it was despatched by post or other
means early enough to be received in due time in normal circumstances.

A tender rejected due to late delivery or other valid reason will not be
opened and the bidding organisation will be informed after the analysis
process.
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Errors in Tender Submissions

1.

Advantage should not be taken of genuine inadvertent errors made by
tenderers.

When the Lead Procurement Business Partner finds an error in a tender, the
tenderer will be advised that an error may exist in their offer and be given
the opportunity to:
e Confirm that the tender stands in its current form.
e Withdraw the tender.
e Correct that part of the tender that is in error within a specified
time frame.

No request by a supplier to amend a tender after the time fixed for receipt
shall be accepted.

Negotiation & Clarification

1.

Negotiation can be used when deemed advantageous to the competitive
process by the Lead Procurement Business Partner. Negotiation will not be
utilised on all occasions.

When negotiation is employed it should be conducted with short-listed
tenderers and a record of each negotiation maintained in the tender file.

Negotiation focusing only on price will not be used during the tender
process. During the EU Procurement Process the Lead Procurement
Business Partner can enter into “Clarification” discussions to understand
technical and operational issues of the offer that may result in a change to
the cost of the contract.

During the negotiation and clarification process the Lead Procurement
Business Partner must ensure impartiality to all tenderers invited to
negotiate.

Negotiation will be utilised by trained buyers and will be used to enhance
better value of goods and services.

It is unethical in negotiation practice for tenderers commercial information to
be used as a lever to reduce other offers.

Procurement Principle

When employing negotiation, buyers need to be aware of the power they have in
the supply market and use ethical business approaches in the planning,
preparation and execution of the negotiation.
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Award of Contract

1. Tender analysis should be completed using criteria determined prior to issue of
tender documentation.

2. The Lead Procurement Business Partner must record the reasons and whole life
cost analysis that led to the acceptance of a value for money offer. Where the
accepted bid is not the lowest cost option the reasons for acceptance need to
be reported in line with para 4 below prior to contract award.

3. The Lead Procurement Business Partner is empowered to recommend the
acceptance of tenders.

4. Tenders received shall only be accepted in the case of —
i Those not exceeding £150,000 - by the Chief Constable or Chief
Executive
ii. Those exceeding £150,000 but not exceeding £250,000 - jointly
by the Chief Executive and the Chief Constable.
iii. Those exceeding £250,000 - by the PCC or Deputy PCC.

5. A minimum period of ten working days must be allowed as a standstill period
between the notification of an award decision and contract commencement for
all EU value contracts. This is good practice and should be applied to all
contracts.

6. All unsuccessful tenderers have the right to a formal debrief promptly or within
15 days of a written request to be debriefed following award of contract.

7. All details of the awarded contract must be entered in the contract register held
by the Procurement Department.

Procurement Principle
Subjective comparisons can play a part in tender analysis. The Lead Procurement
Business Partner should avoid focusing the decision making process on them.

Courtesy and good business practice compels the PCC to explain through a formal
debrief process to unsuccessful bidders why they were not selected for major / high
value projects. Through this process suppliers learn how they need to improve to
serve future requirements. The key is to explain objectively without divulging any
technical, commercially sensitive or competitive information.

8) Signing of Contracts

1. All contracts exceeding £10,000 in value shall be in writing and signed or
executed on behalf of the PCC. Where:
i. The value does not exceed £150,000 - by the Head of Legal
Services or the Chief Executive
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ii. The value exceeds £150,000 by the Chief Executive and the Head
of Legal Services.

9) Signing of Contract Changes

1.  All contract changes must be agreed by the person having Expenditure
Authority and the relevant contract owner.

2. All contract changes must be progressed in accordance with the terms of
the contract that it applies to and in accordance with any relevant
legislation, policies and guidelines.

3.  All contract changes relating to contracts that have a Total Contract Value
of over £10,000 shall be in writing and signed or executed on behalf of the
PCC. Where:

i. Specification and/or operational changes with no financial
value- by the Strategic Contracts Manager or the Lead
Procurement Business Partner (where a conflict of interest does
not exist i.e. contracts with the outsourced provider)

ii. Those changes with a Total Change Value of less than
£50,000 - by the Strategic Contracts Manager or the Lead
Procurement Business Partner (where a conflict of interest does
not exist i.e. contracts with the outsourced provider)

iii. The value does not exceed £150,000 - by the Head of Legal
Services

iv. The value exceeds £150,000 - by the Chief Executive and the
Head of Legal Services.

10) Exceptional Situations

1. For requirements of an exceptional nature, advice and guidance must be
obtained from the Lead Procurement Business Partner or the Head of Police
Shared Business Service.

2. Exceptional Situations are those created by external actions and events over
which the Force has no control but has an obligation to respond.

3. All instances deemed or proposed as exceptional should be fully documented
on a proforma to ensure that there is a full audit trail for all decisions.

4. Utilisation of Contract Standing Order 10 or an exemption to follow contract
standing orders shall be reported by the CFO of the CC to the Audit
Committee.

Procurement Principle
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For the majority of situations the tender process will be utilised and exceptional
situations will be taken into consideration as appropriate to the requirement.

Specifications should normally be generic and output/outcome based rather than
developed in such a way as to focus on a propriety product or single consultancy
offering.

Operational Emergency

1. In cases of operational emergency, requirements should be obtained from
existing contracts as a priority.

2. In the event of an existing contract being unavailable, the operational
commander can:

a. Contact the nominated procurement team member for action.
b. In the situation when a) is not available, contact an available supplier
directly to provide assistance, and obtain value for money support.

3. A full audit trail is required for goods and services obtained during an

operational emergency.
Proprietary Products

1. In the exceptional circumstances when a proprietary product is specified, the
Lead Procurement Business Partner must record the reasons in the contract
file, stating why a restricted competitive option has been selected.

2. One or more suppliers of the product should be identified.

3. The tender process and / or direct negotiation should be utilised to obtain
the value for money offer from each supplier prior to a decision to award.

4. Actions are recorded in a contract file stating reasons in an auditable form.

5. The requirement may be considered as a proprietary product when it is for
repairs or works to an existing proprietary product.

6. The selection of a proprietary product does not eliminate the need to fully

comply with EU procurement regulations nor compliance with any other legal
requirement.

11) Subjects of General Application

Terms and Conditions of Contract

1.

All contracts or purchase orders will use Standard Terms and Conditions of
Procurement as appropriate for the specific commodity group.
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2. Specially written contracts should only be required where the work is of a
non standard nature.

3. The contractor may be required to provide a bond or guarantee from a
parent company in a specific form.

4. All significant software development contracts must include an escrow
arrangement.

Procurement Principles

Purchase orders / contracts are placed on the Standard Terms and Conditions of
Purchase, which are maintained and cover the majority of supply situations.

Letters of intent should only be used in special circumstances and on the rare
occasions these are required they may only be issued to a supplier after agreement
and authorisation by the Lead Procurement Business Partner or Head of Police
Shared Business Service.

Requirements for specially written contracts and / or contracts for any one piece of
work should be referred to the Lead Procurement Business Partner who will engage
appropriate Legal support.

Terms of Payment
Suppliers will be paid on time and according to contract.

Procurement Principle

Sometimes suppliers ask for “stage payments”. This practice should be structured
within the relevant contract, rigorously managed and appropriate payment retention
applied for capital and construction projects. When they are made stage payments
should be limited to the amount to cover work already performed. This keeps the
risk as low as possible if a supplier’s business fails.

Legitimate payments should not be delayed, or terms of payment altered, without
referring back to the Lead Procurement Business Partner.

If suppliers ask to be paid in a foreign currency, consideration must be given to the
effects of fluctuating exchange rates. The exact cost should be fixed at the time of
order placement. All such requests must be referred to Finance for advice and
guidance.

Safeguarding Information

1. Information that is highly sensitive or has commercial value will be marked
and securely controlled in accordance with the Protective Marking Scheme.
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2. All documentation for a contract will be kept together securely in an easily
accessible format.

3. Information and records must be retained in a format that complies with the
Freedom of Information Act (2000) and Data Protection Act (1998), and the
requirements of these Standing Orders.

4. Disclosure of information under the Freedom of Information Act will only be
given providing it does not damage commercial interest, breach
confidentiality arrangements or threaten the public interest. Guidance for
information requests relating to contracts, tenders and supplier information
should be obtained from the Freedom of Information Officer.

Procurement Principle

Information that is shared with suppliers is carefully vetted. Where appropriate,
suppliers will be asked to sign a confidentiality agreement.

Endorsements

Procurement Principle

All requests to quote either the PCC or Cleveland Police’s name or to take
photographs for promotional purposes are to be referred to the Media and
Communications Manager.

Environmental & Ethical Trade Considerations

Procurement Principle

Procurement must maintain value for money. In doing so, consideration should be
given to the medium and long-term environmental consequences as well as short-
term commercial advantage.

In all decisions, consideration should be given to products whose manufacture, use
and disposal do not have a detrimental environmental effect or exploit and
contravene established ethical standards and work practices.

Reallocation or Disposal of Redundant Items or Equipment

1. The same competitive process will be employed at disposal if the goods
have a commercial value.

2. The highest / value for money offer would be deemed acceptable.

PCC Draft - December 2012 Page 26






Procurement Principle

When goods are originally received and paid for, they remain under the Service
Unit's control until they are no longer needed. The Service Unit then obtains the
authority to declare the goods redundant and ready for reallocation or disposal in
consultation with Procurement. If there is no use for redundant equipment, then it
is written off, disposed of and appropriate documentation amended accordingly by
the Service Unit in accordance with Standing Financial Instructions.

Ethical Procurement

The PCC's values dictate a consistent and fair approach by all towards our
community, which includes suppliers. In general terms, all purchasers of goods
and/or services should be independent and behave impartially and with integrity.

At all times, the PCC and Force must be, and must be seen to be, competent and
ethical regardless of the size of the supplier and their past or current relationship.

These guidelines are to protect the PCC and Force and the individual member of
staff. The distinction between the courtesies of a working relationship and the
acceptance of benefit for which reciprocal favours will be expected can be narrow.
If a member of staff is in doubt as to the propriety of accepting any gift, benefit or
advantage, they must immediately consult their line manager or head of Service
Unit.

1. Confidentiality: Confidential information should only be sought where necessary
and when obtained, should not be disclosed to third parties, particularly to
other suppliers. Confidentiality agreements must be used and signed where
appropriate.

2. Confiict of interest. If a supplier representative is known socially or is related,
or if a financial interest is held in the supplier, then this should be declared to
an individual’s line manager and that individual should not be involved
professionally with the supplier unless senior management’s approval in writing
has been obtained. Involvement that may influence sourcing decisions is not
permitted.

3. Egual Opportunities: In common with the PCC's/Force’s diversity policies,
procurement decisions shall not be influenced by the gender, ethnicity, religion,
sexual orientation, age or disability of suppliers, owners or representatives.

4. Fairness. Equal opportunity should be extended to all suppliers competing for
business (i.e. they should all be provided with the same information and given
equal time to respond to requests/tenders, and tenders should not be invited
only to make up the number, or as a strategy to bring down the price of the
chosen supplier).

5. Giftss No gifts (other than advertising/ promotional material of modest value
such as calculators or diaries) or other benefits should be accepted by a
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member of staff or close family from people or organisations with whom the
member of staff has business dealings or contracts on behalf of the PCC. Any
and all offers of either gifts or hospitality, whether accepted or not should be
recorded within the gifts and hospitality register in line with the policies of the
organisation.

6. Hospitality and entertainment. Offers to a member of staff or close family of
hospitality or entertainment of a frequency, type or scale that the PCC would
not wish to reciprocate should not be accepted. Rigid definitions are not
feasible however the policy on Gifts and Hospitality should be adhered to and, if
they are in any doubt, decline an offer or refer to management. Even where an
offer is declined it should be recorded in the gifts and hospitality register in line
with the polices of the organisation.

7.  Seminar/Product launches. These are permissible where strictly relevant to an
individual’s responsibilities and where the PCC pays all travel and
accommodation costs.

Probity Register

Any member of staff that is offered gifts, hospitality or entertainment must record
the details in line with the gifts and hospitality policy whether the offer is accepted
or not. Note that the PCC also records all authorised gifts and hospitality.
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12) Definitions

The following terms are used throughout the procurement documentation

1.

10.

11.

12.

Bid ~ an offer made by a prospective supplier in the form of a tender,
quotation or as part of the negotiation process.

Buyer / Procurement Transactional Team ~ the buyer is any individual
employed by Cleveland Police who, through the use of professional
procurement techniques, is authorised to make the commitment for the
supply of goods or services to fulfil the Service Unit's need.

Lead Procurement Business Partner ~ means a person appointed to fulfil the
duties for delivery of the Procurement Strategy and drive compliance with
these Contract Standing Orders.

Strategic Contracts Manager ~ means a person appointed to fulfil the duties
for review of the Procurement Strategy and ensure strategic contracts
support the direction of Cleveland Police.

Commitment ~ is the act of confirming a contract with third party suppliers
and should be made by a contract or purchase order.

Conditions of Purchase/Contract ~ the specific conditions under which the
PCC will enter into a contract or purchase order with a supplier.

Confirmation Order ~ an order which has been placed verbally, by facsimile
transmission, or electronically communicated and subsequently confirmed by
a formal purchase order marked “confirmation order”.

Contract ~ a legal agreement between the PCC and external suppliers for
the supply of goods and services. For the purpose of these Contract
Standing Orders this does not include contracts of employment for staff.

Contractor ~ an organisation that contracts with the PCC to supply works,
goods and/or services to demand.

E-Auction ~ a dynamic procurement tool utilised after the tender process to
enable contractors to compete on line. Normally this approach is used for
high value requirements through collaborative procurement.

E-Procurement ~ utilisation of an electronic “procure to pay” process
normally through a finance system to place orders directly with suppliers,
receive invoices and pay electronically. Alternatively this process can be
achieved through on line ordering systems.

E-Tendering ~ utilisation of an electronic tendering process that enables the
full process from advert to assessment to be completed via computers,
significantly reducing timescales for both the buyer and supplier.
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13.

14.

15.

16.
17.

18.

19.

20.

21.

22,

23.

24,

Ethical Guidelines ~ the code of behaviour and conduct that governs the
correct and professional manner in which to conduct business with third

party suppliers.

Framework Agreements ~ an agreement between one or more contracting
authorities (NPIA, OGC, Police Forces, Consortiums) with one or more
contractors to supply a range of works, goods or services.

Internal Supply Markets ~ these are “in house” markets operating within the
financial framework delegated to the Force, requiring budget transfers
rather than cash payments and operating to agreed service levels.

Legislation ~ includes subordinate legislation.

Letters of Intent & Heads of Agreement ~ a legally binding communication
instructing the supplier to proceed with the supply of goods or services
pending completion of contract documentation.

Outsourcing ~ an outsourcing project is one which delivers a function or
service through, or in conjunction with, a third party external to the Force.

Pre-Qualified List ~ A list/register of suppliers for specific categories of
works/services who have been pre-qualified to government standards,
following the current understanding of EU Public Procurement Legislation
and Local Government Act.

Procurement ~ the person or department who has the authority to contract
with third party organisations for the supply of goods and services.

Procurement Cards ~ a charge card used by authorised cardholders to make
direct purchases from suppliers. The cardholder can only make purchases
within their personal usage expenditure limit and within the terms of a
supply contract. This approach simplifies the procurement process.

Procurement Plan ~ the procurement plan is the record of the procurement
strategy development for a particular purchase and forms the basis of future
purchase planning for that requirement and an audit trail.

Procurement Teams ~ there are effectively two styles of procurement
teams:

e A Procurement Team that deals with strategy, high value / high risk
and EU procurement, and represent the Force at Regional and National
Procurement levels, and provides support, advice and guidance to
Service Units.

e Service Unit procurement (Local Procurement) which consists of locally
trained staff that deal with local requirements within the scheme of
delegated procurement authorities.

Proprietary Product ~ a product that has unique characteristics produced by
one manufacturer. A proprietary product specification could exclude
competitors from competing on equal terms. In consultancy the services of a
named person or firm would be considered as a proprietary product.
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25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

Purchase Order ~ a serial numbered document raised by the buyer on a
specific supplier for the supply of goods or services. This document is a
formal legal agreement with specific conditions for the supply of goods.

Purchase Order Amendment ~ a document communicating a change to the
specified requirement, price or terms and conditions of the original Purchase
Order. Like the original Purchase Order this document is a formal legal
agreement with specific conditions for the supply of goods.

Purchase Requisition ~ the formal request to obtain the supply of goods or
services made by the internal client, authorised by the budget holder and
passed to the relevant procurement team.

Quotation ~ a statement of price, delivery and specification against the
specific enquiry provided by a specific supplier.

Service Units ~ the person, department, basic command unit, or service unit
who holds the financial budget, and has the authority to raise requests for
goods and services. This also includes the PCC.

Services ~ including the provision of cleaning, consultancy, maintenance,
agency staff and similar non-tangible requirements.

Specification ~ a clear statement of requirement for goods and/or services,
normally detailed as a generic specification to enable competition and the
delivery of Value for money.

Supplier ~ an organisation that contracts with the PCC or its outsourced
contractor to supply goods and services to the PCC.

Tender ~ a formal offer from a supplier to supply specified goods or services
at a stated cost or rate.

Tenderer ~ a supplier offering to buy or sell a product. This term applies
prior to the formation of contract.

The PCC ~ refers to the Police and Crime Commissioner for Cleveland.

Total Contract Value ~ the total value of a requirement calculated as the
value of a “single” purchase and or the value of the total contract period or
four years whichever is the lesser value.

Total Change Value ~ the total value of a new or removed requirement to
an existing contract, calculated as the value of a “single” additional/removed
purchase and or the total value of the change for the period of the contract
for which the change refers to.

Value for money ~ a combination of criteria that includes competitive price,
quality, reliability, timeliness and whole life costs analysis. This is not always
portrayed by the lowest priced offer.
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The Office of the Police and Crime Commissioner 1 Business/Service Continuity Planning (06.12/13)

1 EXECUTIVE SUMMARY

1.1 INTRODUCTION

An audit of Business/Service Continuity Planning was undertaken as part of the approved internal
audit periodic plan for 2012/13.

Cleveland Police Force has a documented Service Continuity Policy, which aims to ensure the Force
meets their statutory responsibilities under the Civil Contingencies Act 2004 and is able to continue
to perform their functions in the face of unpredictable, disruptive events.

The Chief Constable of Cleveland Police is a Category 1 Responder as defined by the Civil
Contingencies Act 2004 and has a duty to maintain plans to ensure that they can continue to perform
their functions in the event of an emergency, so far as is reasonably practicable.

In late 2007 the British Standards Institute produced 'BS25999 Part 1 - Code of Practice' which is
now accepted as the good practice guidance to be followed regarding implementation of business
continuity management arrangements in organisations. The Force has adopted the principles
described within the standard although it does not currently hold the accreditation.

The Service Continuity Manager is responsible for the completion of the Force Wide plans, of which
there are seven in total. The District Commanders and Service Unit Heads are responsible for the
completion of the Service Continuity Plans, of which there are twenty six in total. The Service
Continuity Plans feed into the Force Wide Plans.

The audit was designed to assess the controls in place to manage the following objectives and risks:

To ensure that the Force and Authority have established sound
Business Continuity Plans / arrangements and continue to keep these
plans up to date and relevant to ensure continuity of business is
assured.

Objective

Third line resilience for Control Room.
Lack of a viable fall back for the Control Room.
Loss of local Call Taker and Dispatch trained staff.

Industrial action as a result of the Comprehensive Spending Review.

Complete loss / failure of key systems.

1.2 CONCLUSION

Taking account of the issues identified, the Police and Crime
Commissioner for Cleveland and Cleveland Police cannot take
assurance that the controls upon which the organisation relies to
manage this risk are suitably designed, consistently applied or
effective.

Action needs to be taken to ensure this risk is managed.

The above conclusions feeding into the overall assurance level are based on the evidence obtained
during the review.

At the time of the audit, the following controls were in place:

RSM Tenon

- Connected for Success
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Design of control framework

= The Service Continuity Manager is responsible for Business Continuity arrangements at
Cleveland Police. Their job description clearly specifies their responsibilities in relation to this.

" Partnership Risk Governance meetings take place on a quarterly basis and are minuted. From
the November 2012 meeting onwards, Steria Heads’ of Services will attend these meetings
with the Force.

" There is a Service Continuity Policy in place which sets out the arrangements for the
management and monitoring of business continuity planning for the Force. The Policy was
submitted to the Strategic Development Group (SDG) for review and approval.

" Service Continuity Plans are reviewed and updated on an annual basis as per the schedule.

" 15 Risk and Service Continuity Champions have been chosen who are responsible for the
preparation of the Service Continuity Plan. The Champions cover the four districts and a
number of Force and Steria areas. Training is provided to the Risk and Service Continuity
Champions via the Service Continuity Manager.

= Insurance provisions are monitored and checked for changes in activity and organisational
structure.

= A Strategic Risk Management & Service Continuity Planning report is provided to the Authority
on a quarterly basis. This covers risk management and service continuity planning.

We have made recommendations with regard to the design of the control framework for the
following findings:

= Risk Review meetings had taken place on a quarterly basis and included the Service
Continuity Manager, Risk and Insurance Manager and representatives from the four districts
however, the meetings had not been minuted.

" Currently, only two of the seven Force wide plans have been developed; these are Loss of
Premises and Loss of Custody.

" The two Force wide plans have not been reviewed since they were developed in 2010 for Loss
of Premises and 2011 for Loss of Custody.

" Five of the twenty six Service Continuity Plans have not been completed.
= The Force Wide and Service Continuity Plans have not been formally tested.

" There is no formal reporting to the Force regarding progress towards the completion of the
Service Continuity Plans.

Application of and compliance with control framework

" We were provided with the Service Continuity Manager’s job description and confirmed that it
sufficiently detailed their roles and responsibilities.

= We were provided with Partnership Risk Governance meeting minutes from June 2012 and
March 2012 and confirmed that business/service continuity was discussed.

= We obtained a copy of the Service Continuity Policy and confirmed that the Strategic
Development Group had reviewed and approved the Policy on 28 February 2012.

" We sampled five Service Continuity Plans and confirmed that all had an annual review date.
Of the five sampled, we noted that four had review dates in the future however the Stockton
Service Continuity Plan was due for review on 1 September 2012 although due to staff being
on annual leave, the Service Continuity Manager had a meeting scheduled for 25 October to
discuss this and review the plan.

" The Risk and Insurance Manager undertook a review when the insurance was renewed to
ascertain the provision was still relevant.

" We confirmed that the Authority had received regular updates in 2012/13 regarding the
completion of the Service Continuity Plans.

RSM Tenon

— Connected for Success





The Office of the Police and Crime Commissioner 3 Business/Service Continuity Planning (06.12/13)

1.3

We have made recommendations with regard to the application of the control framework for the
following findings:

Changes had been made to the Service Continuity Plans throughout the year however the last
review date was not amended to confirm that an amendment processed.

The list of Risk and Service Continuity Champions had not been regularly reviewed to ensure
the champions were still in appropriate roles to exercise their duties. In addition, deputy
champions had not been identified.

A number of Risk and Service Continuity Champions had not received formal business
continuity training.

SCOPE OF THE REVIEW

To evaluate the adequacy of risk management and control within the system and the extent to which
controls have been applied, with a view to providing an opinion. When planning the audit, the
following controls for review and limitations were agreed:

Areas for consideration:

Managerial arrangements and completion for the overarching Business Continuity Planning
(including appropriate working group arrangements).

Business Impact Assessments (including how key systems are identified and the sustainability
of such systems).

Development and maintenance of the Service Continuity Plans and how they feed into the
overarching plan.

Arrangements to identify and deal with changes in activities / structure etc., which impact on
the Business Continuity Plan.

Mechanisms are in place to ensure the allocation of roles and responsibilities to staff in the
event of a disaster or absence is subject to regular monitoring /review/ update.

Insurance provisions are monitored / checked for any changes in activity & organisational
structures.

Arrangements to monitor / test Business Continuity Plans.
Compliance with the Civil Contingencies Act.

Reporting to both the Force and Authority on Business Continuity Plan activities.

Limitations to the scope of the audit:

The audit was limited to those areas outlined within the audit scope in the context of the
objectives set out in this review. It should not therefore be considered as a comprehensive
review of all aspects of non-compliance that may exist now or in the future.

The review only assessed the adequacy of processes involved in developing, maintaining and
updating of the Business Continuity Plans and not the appropriateness of the plans.

Our work did not test the robustness of the business continuity plans.

In addition, our work does not provide any guarantee against material errors, loss or fraud or
provide an absolute assurance that material error, loss or fraud does not exist.

The approach taken for this audit was a Risk-Based Audit.

) RSM Tenon
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1.4 RECOMMENDATIONS SUMMARY

The following tables highlight the number and categories of recommendations made. The Action
Plan at Section 2 details the specific recommendations made as well as agreed management
actions to implement them.

Recommendations made during this audit:

Our recommendations address the design and application of the control framework as follows:

Priority

N

Design of control framework

Application of control framework 0 2 1

Total 2 4 2

The recommendations address the risks within the scope of the audit as set out below:

Third line resilience for Control Room. 0 0 0

Lack of a viable fall back for the Control

Room. 0 0 0
Loss of local Call Taker and Dispatch

: 0 0 0
trained staff.
Industrial action as a result of the 0 0 0
Comprehensive Spending Review.
Complete loss / failure of key systems. 2 4 2
Total 2 4 2

Recommendations implemented since the previous audit in this area:

Date of previous audit: March 2010

Assurance:
0
0
0

Merits Attention

Number of recommendations made during
previous audit

N

'_‘ o '_\I

Number of recommendations implemented

Recommendations not yet fully
implemented:

RSM Tenon
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ACTION PLAN

The priority of the recommendations made is as follows:

Medium Recommendations are prioritised to reflect our assessment of risk associated with the control weaknesses.

Priority

High

Low

Business/Service Continuity Planning (06.12/13)

Suggestion These are not formal recommendations that impact our overall opinion, but used to highlight a suggestion or idea that management may want

to consider.

Recommendation

Cleveland Police should consider
producing minutes for the quarterly Risk
Review meetings with the districts.

Force wide plans should be fully
completed as soon as practical to ensure
all relevant information is available and
aligned to the needs of the Force should a
business critical event occur. The Force
Wide plans should be reviewed on an
annual basis, in line with the Service
Continuity Plans.

Categorisation Management Comment Implementation

Will capture ‘actions arising’ and
track progress in completion,
minutes too bureaucratic

Manager

Responsible

T/Ch/Supt
Gudgeon

T/Ch/Supt
Gudgeon

RSM Tenon
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Recommendation Categorisation | Accepted | Management Comment Implementation Manager

(YIN) Date Responsible
5.3 The remaining Service Continuity Plans | High Y Agreed May 2013 T/Ch/Supt
should be fully completed as soon as Gudgeon

practical to ensure all relevant information
is available and aligned to the needs of
the Force should a business critical event

occur.
5.4 The Service Continuity Plan template | Medium Y Agreed May 2013 T/Ch/Supt
should be revised to include a section Gudgeon

showing whether the plan was revised
prior to the review date i.e. a mid-year
review date.

In addition, Plan Owners should be made
aware of any amendments to the plan
made by the Service Continuity Manager.

55 The list of Risk and Service Continuity = Low Y Agreed May 2013 T/Ch/Supt
Champions should be revised to include Gudgeon
deputy champions. In addition,

consideration should be given to whether
this list could be presented at the
quarterly Governance meetings to ensure
the members of staff are still in relevant
roles to be able to carry out their role.

5.6 The Force should ensure all Risk and | Medium Y Agreed May 2013 T/Ch/Supt
Service Continuity Champions receive Gudgeon
formal business continuity training prior to
becoming a champion and assisting in the
completion of service continuity plans.

RSM Tenon
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5.7

5.8

Cleveland Police should develop a rolling
program to test Force Wide and Service
Continuity Plans.

Progress towards the production of Force
Wide and Service Continuity Plans should
be reported to the Force on a regular
basis in a format agreed by the Force.

Medium

Medium

Agreed

Agreed

Business/Service Continuity Planning (06.12/13)

Recommendation Categorisation | Accepted | Management Comment Implementation Manager
(YIN) Date Responsible

May 2013

May 2013

T/Ch/Supt
Gudgeon

T/Ch/Supt
Gudgeon

RSM Tenon
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1

5.2

FINDINGS AND RECOMMENDATIONS

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in

control identified from our testing and not the outcome of all audit testing undertaken.

Controls (actual and/or

missing)

Risk 5: Complete loss / failure of key systems.

Risk and Review meetings take
place on a quarterly basis with

representatives  from
Continuity and the districts.

Service

There are seven Force wide plans
which the Service Continuity Plans
feed into. The Force Wide plans

are developed by the

Service

Continuity Manager. Currently two
of the seven plans are complete.

Adequate
Design
(yes/no)

No

No

Test Result / Implications

Risk Review meetings took place on a quarterly
basis and included the Service Continuity Manager,
Risk and Insurance Manager and representatives
from the four districts. The meetings had not been
minuted.

There is a risk that key members of staff involved in
service continuity are not held to account as the lack
of minutes could lead to a lack of ownership and
responsibility for the actions discussed.

We were provided with the Force Wide Fall Back
Premises Plan and the Loss of Custody Plan. Both
plans included the process to follow in the event of
an emergency through the use of a flowchart. In
addition, there were key contact details included
within the plans.

Through a review of the Loss of Custody and Loss of
Premises plans, we noted that neither of the plans
had been reviewed since they were written in 2010
and 2011 respectively.

Business/Service Continuity Planning (06.12/13)

Recommendation

Cleveland Police should
consider producing
minutes for the quarterly
Risk Review meetings
with the districts.

Force wide plans should
be fuly completed as

soon as practical to
ensure all relevant
information is available

and aligned to the needs
of the Force should a
business critical event
occur. The Force Wide
plans should be reviewed
on an annual basis, in line
with the Service
Continuity Plans.

Categorisation

Low

High

RSM Tenon
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Controls (actual and/or

missing)

Service Continuity Plans are
produced for all districts and
service units.

A standard template is in place
which aids the completion of the
plan. The Service Continuity
Manager meets the Plan Owners
and Plan Managers and is
responsible for reviewing the final
submission to ensure they meet
the required format and all key
elements were covered.

Changes to plans are made
throughout the year and amended
and updated by the Service
Continuity Manager as and when
required.

Adequate
Design
(yes/no)

No

Yes

Test Result / Implications

There is a risk that Cleveland Police do not have
sufficient arrangements in  place were an
event/disaster to occur.

Five Service Continuity Plans had not been
completed at the time of the audit:

= Criminal Justice Unit;
= CRB Checking;
=  Communications/Control Room;

= Resilience and

Service; and

Operational  Planning

= Firearms Operations.

There is a risk that there are insufficient
arrangements in place to follow/implement, were an
event/disaster to occur.

Through discussions with the Service Continuity
Manager, we noted that changes are often made
throughout the year to the plans. The Service
Continuity Plans include a last review date on the
front cover however we noted that the date was not
amended when changes were made prior to the
formal annual review.

There is a risk that users of plans may have an out
of date version therefore the service continuity
arrangements of the Force may be uncoordinated
were the plans put into action.

Business/Service Continuity Planning (06.12/13)

Recommendation

The remaining service
continuity plans should be
fully completed as soon
as practical to ensure all
relevant information s
available and aligned to
the needs of the Force
should a business critical
event occur.

The Service Continuity
Plan template should be
revised to include a
section showing whether
the plan was revised prior
to the review date i.e. a
mid year review date.

In addition, the Plan
Owners should be made
aware of any
amendments to the plan
made by the Service
Continuity Manager.

Categorisation

High

Medium

RSM Tenon
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missing)
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Adequate
Design
(yes/no)

10

Test Result / Implications

Business/Service Continuity Planning (06.12/13)

Recommendation

Categorisation

SR There are Risk and  Service

Continuity Champions in place

who are responsible for the
preparation of the  Service
Continuity  Plan. Training is

provided to the Risk and Service
Continuity Champions via the
Service Continuity Manager.

Yes

We were provided with a list of the current Risk and
Service Continuity Champions. Through discussions
with the Service Continuity Manager, we were
advised that this list is revised and updated on an ad
hoc basis. In addition, the list does not include
deputy champions.

Without regular review, there is a risk that the named
individuals are no longer in relevant positions or are
unaware of their responsibilities, which may lead to
insufficient service continuity arrangements in the
event of a crisis.

We sampled five Risk and Service Continuity
Champions to ascertain whether they had received
business continuity training. We were provided with
attendee lists from specific Service Continuity
Training and the Leadership Development Program
(where service continuity training is now delivered)
and noted that two of the five had received training.

We therefore extended our sample to a further five
champions and again noted that two of the five had
received training.

Therefore of the ten sampled, four had received
formal training.

There is a risk that if Risk and Service Continuity
Champions do not receive relevant training they will
not be able to discharge their duties effectively in the
service continuity process.

The list of Risk and
Service Continuity
Champions should be
revised to include deputy
champions. In addition,
this  list should be

presented at the quarterly
Governance meetings
and checked to ensure
the members of staff are
still in relevant positions to
be able to carry out their
role.

The Force should ensure
all Risk and Service
Continuity Champions
receive formal business
continuity training prior to
becoming a champion
and assisting in the
completion of service
continuity plans.

Low

Medium

RSM Tenon
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Controls (actual and/or

missing)

Adequate
Design
(yes/no)

11

Test Result / Implications

Business/Service Continuity Planning (06.12/13)

Recommendation Categorisation

The Force Wide plans and
Service Continuity Plans are
tested on a regular basis to
ensure they are relevant.

Progress towards completion of
the service continuity plans is
reported to the Force on a regular
basis.

No

No

Whilst we noted through discussions with the Head
of ICT, that aspects of the Control Room have and
will be tested in the coming months, there has been
no formal testing of any of the completed Force
Wide and Service Continuity Plans A desktop
exercise had been completed regarding a scenario
on loss of custody. Although this exercise was
conducted prior to the Loss of Custody Plan being
completed.

There is a risk that individuals will be unaware of
their roles or what they should do, in the event of a
disaster/emergency.

Through discussions with the Service Continuity
Manager and Head of POS, we were advised that
there is no specific reporting of progress towards the
completion of service continuity plans.

There is a risk that the Force does not have
sufficient oversight and input into the development of
the plans which could lead to inadequate service
continuity arrangements being in place.

Cleveland Police should ' Medium
develop a rolling program
to test Force Wide and
Service Continuity Plans.

Progress towards the | Medium
production of Force Wide
and Service Continuity
Plans should be reported
to the Force on a regular
basis in a format agreed

by the Force.

RSM Tenon
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APPENDIX 1: FORCE WIDE AND SERVICE CONTINUITY PLANS

RAG status of the Force Wide and Service Continuity Plans as per Service Continuity Manager’s progress spread sheet

FORCE WIDE PLANS

SERVICE CONTINUITY PLANS

AMBER - Plan in progress

RED - Plan not started

GREEN - Plan completed and on SharePoint

RSM Tenon
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1 EXECUTIVE SUMMARY
1.1 Introduction

As part of the approved internal audit periodic plan for 2012/13 we have undertaken a review to
follow up progress made by Cleveland Police to implement previous internal audit
recommendations.

The audits considered as part of the follow up review were:
" Cash Collection; and
. Follow Up.

The six recommendations considered in this review comprised of three ‘medium’ and three ‘low’
recommendations.

Concentrating on the recommendations classified as ‘medium’ and ‘low’, the focus of this review
was, to provide assurance that all recommendations previously made have been adequately
implemented.

Staff members responsible for the implementation of recommendations were interviewed to
determine the status of agreed actions. Where appropriate, audit testing has been completed to
assess the level of compliance with this status and the controls in place.

1.2 Conclusion

Taking account of the issues identified in the remainder of the report and in line with our
definitions set out in Appendix A, in our opinion Cleveland Police has demonstrated good
progress in implementing actions agreed to address internal audit recommendations.
There are no recommendations that we consider to be receiving inadequate management
attention.

We have reiterated recommendations where these have not yet been implemented.

13 Limitations to the Scope of the Audit
Only recommendations raised by Internal Audit, and agreed by management were reviewed.
Testing was completed, where appropriate, on a sample basis.

Our work did not provide any guarantee or absolute assurance against material errors, loss or
fraud.

1.4 Recommendation Tracking

Recommendation tracking enhances an organisation’s risk management and governance
processes. It provides management with a method to record the implementation status of
recommendations made by assurance providers, whilst allowing the Audit Committee to monitor
actions taken by management.

Recommendation tracking is undertaken by Cleveland Police’s management on a regular basis,
with an update provided to the Audit and Inspection Monitoring Board at each meeting. The purpose
of the Board is to receive regular updates and review progress in implementing and discharging
recommendations arising from audit and inspection activities undertaken by Internal Audit and other
assurance providers. Meetings are held bi-monthly and are chaired by ACC White with
representatives from the Force, Office of the PCC and Steria in attendance. An action plan is
maintained which shows all outstanding recommendations and the progress made.

Our conclusions detailed below agreed with those reported to the Audit and Inspection Monitoring
Board.

RSM Tenon
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ACTION PLAN

The priority of the recommendations made is as follows:

Priority Description

High

Medium Recommendations are prioritised to reflect our assessment of risk associated with the control weaknesses.

Low

Follow Up
08.12/13

Suggestion These are not formal recommendations that impact our overall opinion, but used to highlight a suggestion or idea that

management may want to consider.

Recommendation Categorisation

Accepted | Management Comment

(YIN)

Implementation

Date

Manager
Responsible

3.2

Follow Up (04.12/13)

3.2.1

All Service Continuity Plans should be| Medium
completed and highlight the posts that can
be described as key staff in terms of
service continuity planning.

Y Agreed

May 2013

T/Ch/Supt
Gudgeon

| RSM Tenon
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3 FINDINGS AND RECOMMENDATIONS

Each recommendation followed up has been categorised in line with the following:

Status Detail

1 ‘ The entire recommendation has been fully implemented.
2 The recommendation has been partly though not yet fully implemented.
‘ The recommendation has not been implemented.

The recommendation has been superseded and is no longer applicable.

The agreed date for implementing the recommendation has not yet been reached.

CAsH COLLECTION [03.11/12] FINDINGS

_ . Original Original Manager L .
Original Recommendation Category Impl’n Date Responsible Comments / Implications / Recommendations
3.1.1| cash collection procedures should Low 31/03/12 | Head of Finance & The Income, Petty Cash and Advances Process notes
be produced which detail the were reviewed and it was confirmed that they detail the:
following:

= process to be followed;

" process to be followed; = individuals responsible;

= individuals responsible; « areas cash is received:

= areas cash is received; _
= bank reconciliations; and

" bank reconciliations; and = security arrangements including the contract with

= security arrangements including G4S.
the contract with G4S.

Management Response:

Agreed, further detail to procedures will
be added.

RSM Tenon

N Connected for Success





PCC

Cleveland Police

CASH COLLECTION [03.11/12]

Original Recommendation

Original
Category

Original
Impl’n Date

Manager
Responsible

Follow Up
08.12/13

FINDINGS

Status Comments / Implications / Recommendations

3.1.2

Formal petty cash procedures should
be revised which detail the following:

appropriate expenditure for petty
cash/cash advances;

process to be followed at HQ;

appropriate authorisation from
budget holder;

limits for petty cash and cash
advances;

the requirement for the same
individual to collect the petty
cash/cash advance who has
requested the cash; and

the requirement to sign to confirm
the petty cash was collected.

Management Response:

Agreed. Procedural notes will be
revised.

Medium

31/03/12

Head of Finance

The Income, Petty Cash and Advances Process notes
were reviewed and it was confirmed that they detail the:

appropriate expenditure for petty cash/cash
advances;

process to be followed at HQ;

delegated authority from the budget holder as it is
not always possible for the budget holder to
authorise the form;

limits for petty cash and cash advances;

the requirement for the same individual to collect
the petty cash/cash advance who has requested
the cash; and

the requirement to sign to confirm the petty cash
was collected.

RSM Tenon
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CASH COLLECTION [03.11/12] FINDINGS

Ref Original Recommendation o Origi’nal Manager_ Status Comments / Implications / Recommendations
Category Impl’n Date Responsible
3.1.3 |payments made to solicitors upon Low Implemented | Head of Finance 1 Discussions with the Head of Finance established that a
request by Teesside Magistrate meeting had taken place with the Head of Legal to
Courts should be processed through ensure that payments made to solicitors upon request
Oracle. by Teesside Magistrate Courts are processed through
Oracle.

Management Response:
The Head of Finance confirmed that there have not

ﬁ;nsci tZEeiue\I/&hthtieHiidac(j)foI?mLZnCz:\al been any payments made to solicitors upon request by
an dapree d this wav forward 9 Teesside Magistrate Courts since they met with the
9 y ' Head of Legal and therefore testing regarding the

implementation of this recommendation could not be
performed. The petty cash spreadsheet was obtained
and we confirmed there were no payments made to
solicitors from petty cash since November 2012.

3.141 The Petty Cash and Cash Advance Medium 31/12/12 | Head of Finance 1 The Petty Cash and Cash Advance forms were
forms should be revised to ensure: reviewed and both forms showed:
= the authoriser is required to print = the authoriser is required to print their name as
their name as well as sign to well as sign to confirm their approval; and
confirm their approval; and = the name of the individual collecting the
= the name of the individual cash/cheque is printed as well as their signature.

collecting the cash/cheque is
printed as well as their signature.

Management Response:

Head of Finance is liaising with the
printing team and drafts have been
received which need a small further
amendment.

RSM Tenon
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CASH COLLECTION [03.11/12] FINDINGS
Ref Original Recommendation griginal Origi’nal Manager_ Comments / Implications / Recommendations
ategory ImpI’n Date Responsible
3.1.5 |A consistent process for the Source Low 01/12/12 Head of Finance 1 A sample of two Source Unit Fund payments was
Unit Fund petty cash forms should be selected and we confirmed that the forms had been
followed in all instances ensuring the approved by a different member of staff, therefore the
same individual does not complete and recommendation had been implemented.
approve the petty cash form.
Management Response:
To be implemented

| RSM Tenon
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3.21

FoLLow Up [04.12/13]

Original Recommendation

Partial reiteration of recommendation.

We recommend that succession
planning, particularly the loss of key
staff, is documented within the Service
Continuity Plans.

Management Response:

The Baseline Assessments completed for
all Service Units and Districts have
highlighted those posts / personnel who
can be described as Key Staff. Required
elements of succession planning in
relation to those staff have been
documented within the Plan Templates.
Succession Planning as a generic
response will be included within the Loss
of Staff Plan currently under development
and due for completion in 2013.

Original
Category

Medium

Original
Impl’'n
Date

3" quarter
2013

Manager
Responsible

Service
Continuity
Manager

Follow Up
08.12/13

FINDINGS

Comments / Implications / Recommendations

Discussions with the Service Continuity Manager
established that there are 21 out of 26 Service
Continuity Plan templates complete. Of the 21
completed templates, a sample of five was selected and
in all five cases the templates detailed key staff posts.

However, as there were five incomplete service
continuity plans, we consider this recommendation to
be in the process of being implemented.

The HR aspect of this recommendation was considered
to be implemented. The Service Continuity Plan aspect
of the recommendation is being reviewed/followed up
by the Audit Inspection and Monitoring Board as part of
the Service Continuity recommendations.

Recommendation reiterated.
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APPENDIX A:

DEFINITIONS FOR PROGRESS MADE

The following opinions are given on the progress made in implementing recommendations.

Follow Up
08.12/13

This opinion relates solely to the implementation of those recommendations followed up and not does not reflect an opinion on the entire control environment.

Progress in

implementing
recommendations

Overall number of
recommendations
fully implemented

Consideration of high
recommendations

Consideration of medium
recommendations

Consideration of low
recommendations

All low recommendations
Good 75% + None outstanding None outstanding outstanding are in the process of
being implemented
75% of medium recommendations 75% of low recommendations made
Adequate 51 -75% None outstanding made are in the process of being are in the process of being
implemented implemented
All high recommendations 50% of medium recommendations 50% of low recommendations made
Little 30 — 50% outstanding are in the process of made are in the process of being are in the process of being
being implemented implemented implemented
Unsatisfactory progress has been Unsatisfactory progress has been Unsatisfactory progress has been
Poor <30% made to implement high made to implement medium made to implement low
recommendations recommendations recommendations.
RSM Tenon

N Connected for Success





PCC Follow Up
Cleveland Police 08.12/13

APPENDIX B: DATA TO SUPPORT OUR OPINION

IMPLEMENTATION STATUS BY REVIEW

Status of Recommendation Audit work No of recs
confirmed as carried
due f I , completed or no forward for
Recs. not due for Implemented el e e ek Superseded longer follow up at
implementation Ongoing Implemented necessary next review
(1)+(4) (2)+(3)+(5)
Cash Collection 5 0 5 0 0 0 5 0
Follow Up 1 0 0 1 0 0 0 1
6 0 5 1 0 0 5 1
Total
100% 0% 83% 17% 0% 0% 83% 17%

| RSM Tenon

N Connected for Success
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IMPLEMENTATION STATUS OF RECOMMENDATIONS BY CATEGORY

Audit Status

Follow Up
08.12/13

. No of recs
Total AL T carried
Recommendation number Recs. not due i Not ngmas&gs forward to
Category of recs _ for Implemented Implemented Implemented Superseded next review
agreed. implementation 1 (1)+(4)
@) (2+(3)+(5)
Medium 3 0 2 1 0 0 2 1
Low 3 0 3 0 0 0 3 0
6 0 5 1 0 0 5 1
Totals
100% 0% 83% 17% 0% 0% 83% 17%
RSM Tenon

N Connected for Success
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No Ref Action Owner Recommendation Implementation Date Status Report Status
Original Revised
5 | 3FA/Fin | Lead Business Partner | A comprehensive set of policies March 2010 June 2012 The Asset register moved to Oracle in August, monthly fixed asset process is new
— Steria and procedures should be and in development. Procedures will be written once this is embedded. The system
written for asset management. has an online user guide UPK - which provides guidance to the user. Access to the
Richard Marron This should include an Asset FAR is tightly controlled within the Management accounts team.
Management Strategy, relevant
accourjtlng policies _adopted and The action is on target to be implemented by the end of March 2012.
operational level guidance on
the maintenance of the asset
register. April 2012 Update
As stated above UPK guides exist for fixed assets which fulfils the procedure
element. The Asset Management Strategy has been produced by and sits with the
Police Authority; an Asset Plan has been produced by Estates which is currently with
Steria for review and feedback.
May 2012 - The Asset Management Strategy has been submitted to ACO Finance
for review and feedback.
July 2012 — (Steria— Richard Marron)
Steria have not received feedback following submission of the Asset Management
Strategy as referred to above
AIMB Meeting 26/7/2012
Action discussed, updates to be requested from ACO Hall for future meetings.
January 2013
The asset management strategy required refresh following the update of the Estates
Strategy to include the Carbon Management Plan. This is due at the end of January,
with the draft to ACO Hall (per K Ravenscroft) targeted for 18 January 2013.
14 | 1bNS/ Head of ICT Due to the high level of September 2010 March 2013 Under the Steria partnership this process will be administered through Active
ICT duplicated actions it was agreed Directory. Due for implementation in mid 2012.
Denise Mason at the Jan 2013 AIMB to
3NS/ amalgamate a number of Work remains ongoing.
Master actions. This action now reflects

2 previous actions as detailed
below:

The IT department should
introduce a pro-active review
procedure for user accounts to
ensure that any inactive
accounts which may no longer
be required are identified,
investigated and where
necessary disabled at the
earliest opportunity. [Significant]

Management should undertake
a review of network user
account last login dates and
disable or remove any that are
identified as obsolete or

Update April 2012
Work is progressing to develop an automated process of disabling accounts based
on a predefined period of account inactivity.

May 2012 — Steria have procedures for undertaking an audit of accounts and
disabling where appropriate. A further update to confirm the implementation of such
activities will be provided in June 2012 at which point the action can be discharged.

July 2012 (Steria - Denise Mason)

The process is underway and a review of process effectiveness and performance
planned for end of August 2012. It is recommended that the action remain open until
the results of the review have been presented and confirmed as acceptable.

AIMB 26/7/12
Once the above has been completed consider discharge by the Authority, in the
meantime the action can be reduced to Green.
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No Ref Action Owner Recommendation Implementation Date Status Report Status
Original Revised
redundant. A procedure should November 2012 (Denise Mason)
ensure this review is repeated at In addition to the normal leaver process, there is now a monthly review of logins not
regular intervals in accordance used for a period of time. Actions are taken dependent on the outcome of the
with 1ISO 27002 best practice. review.
IT should consider whether it is AIMB 21/1/13
possible for Active Directory This action was discussed and it is clear that there needs to be some clarity around
accounts to be only specific circumstances when individual’'s accounts are disabled. This will be led by
automatically generated for the Steria Business Lead and a formal request submitted to the Force. It was also
users that require a network agreed that action 40 should be merged into number 14 due to the similarities
logon.
15 | 2NS/ICT | Head of ICT The IT Manager should review September 2010 March 2013 This has been scoped and additional storage will be required to facilitate this.
the event log settings for key
Denise Mason servers and ensure that events An exploration of the facilities offered by the Confidential Environment was also
are not overwritten before they reviewed.
can be archived to maintain a
history with which to detect and A capital scheme is in progress to provide the additional storage and backup
investigate potential security infrastructure required to facilitate this.
breaches and anomalous
events or system messages. An To date a “syslog” server has been built & work continues to review the logs to be
archive strategy and pro-active archived.
management review of the logs
should be introduced to Update April 2012
compliment the above. Work is continuing with a number of logs now being archived. There is no specific
[Significant] Force policy or strategy which defines retention periods for this type of data. There
will need to be a balance between the amount of storage space required to hold the
data, the effect on backup strategy & the ease of access to the data. Further
discussion is required to define the parameters.
May 2012 —Event logs are reviewed as part of ICT Service Delivery and are used to
identify potential ICT issues. Steria will provide an update during June 2012, at which
point the action can be discharged.
July 2012 (Steria - Denise Mason)
The review of the events log remains in progress as a Service BAU Activity. It is
recommended that the action remain open until the results of a Steria review have
been presented and confirmed as acceptable (planned for end of August)
November 2012 Denise Mason
Lack of policy around retention still remains an issue; we are implementing an
updated Intruder detection system which will assist with firewall logging.
AIMB 21/1/13
This issue was discussed further and it was confirmed that work is on-going by the
network team and that the algorithm program will provide greater resilience and
reporting.
20 | 2CF/ Estates Business Due to the high level of October 2010 December 2012 Staff awareness has been reviewed by Dr. Neville Cameron from the Police
PSBS Partner duplicated actions it was agreed Authority.
/ ACO Finance at the July AIMB to amalgamate
7CF/ a number of actions. This action Green Champions - will form part of the Staff Awareness
PSBS now reflects 4 previous actions The key role of an energy reduction campaign is to motivate staff and ensure that
as detailed below: people know the reasons for changing the way they work. During 2012-13, the
3CF/ Force will appoint representatives in each department who are responsible for
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PSBS The Energy Strategy is spurring on environmental activity in their office area.
prepared with full cognisance to
6CF / the Environmental Policy that is “Green Champions” or “Eco-Reps” can be seen to spur on environmental activity
PSBS currently being prepared by the and reduce energy wastage at a local level. Ideas on resource efficiency savings
Head of Corporate Planning. are often made through employee feedback. Regular feedback to staff on progress
This should include short, will also aid motivation. Incentive schemes can be extremely effective to improve
medium and long term and drive motivation of all staff. The type of incentive is dependent on company
objectives which are identified size and culture and could comprise a small prize or perhaps, organisational
and agreed with due regard to departmental or personal recognition.
the financial implications.
May 2012 — The carbon savings forecast from a force wide staff awareness
To raise the profile of energy programme account for 5% of the total electricity consumption in Force buildings
management across the (not accounting for masts) for which Cleveland Police are accountable for the
Authority and the Force energy usage.
consideration is given to
identifying a member of staff to CPA would like Project costs to be absorbed from existing estate Revenue budgets
take the lead. This responsibility however this would need to be discussed and agreed with Steria. Ownership for
should be included within their the delivery of a campaign would need to be defined as would budget, funding and
roles and responsibilities and scope for the campaign.
adequate training provided.
May 2012 Summary
Once agreed, the short, medium An Environmental Strategy has been produced but has been placed on hold until it is
and long term objectives decided how it should be progressed.
detailed in the Energy Strategy
should be monitored and The proposal for Energy Champions across the CPA service and its partners has
reported to an appropriate been considered as part of the Carbon Management Plan, resulting in the
committee/panel. Significant / introduction of Green Champions.
continued slippage against the
objectives should result in a re- Actions from the CPA produced Carbon Management Plan include a staff awareness
assessment of whether the campaign, which will raise the profile of energy management.
objectives are achievable and a
re-examination of the delivery Ownership for the delivery of a campaign would need to be defined as would
plans. budget, funding and scope for the campaign.
Consideration is given to July 2012 (Steria— Richard Marron)
launching a staff awareness There is no change to action following the update provided in May 2012
campaign. This could include:
= Provide awareness raising AIMB Meeting 26/7/2012
training to staff — this could Action discussed, to be referred to ACO Hall to identify a resolution and progress.
be delivered via the e-
learning package that the January 2013
. E?(;\C/iedgszwareness training The Carbon Management plan/Environment Strategy has been agreed to be merged
to new staff as part of the into the Estates Strategy. This has been agreed by PCC office, ACO Hall and Karen
) . Ravenscroft. Richard Marron is producing this, expected draft to ACO Hall 18
inductions process. 3
S anuary 2012.
= Nominating energy
champions oLl e aweovuss -
encourage good It_was agreed _the S|_tuat|on will be reviewed at the next meeting with a view to
. : discharging this action.
housekeeping techniques.
21 | 1LI&ES/ Information Security Due to the high level of December 2010 March 2013 ‘Sophos’ monitoring software has now been acquired by Steria. There is still a
ICT Officer & Head of duplicated actions it was agreed requirement on behalf of the partner to develop and agree a systems maintenance
Project | (Steve at the July AIMB to amalgamate protocol.
41&ES / Sugden) a number of actions. This action
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ICT now reflects 4 previous actions The Steria Web and Email filtering Project is now underway and will cover the ability
as detailed below: to monitor and filter all web and email functionality within the Force. The I1SO is
3I&ES / consulted at all relevant stages of this Project. Implementation date is targeted at
ICT Management should ensure that March 2012.
the Corporate Information
21&ES / Access Policy and the Use of Force policy will be developed around the system once all outstanding matters are
ICT Electronic Mail Policy are agreed. Acceptable use forms will be incorporated into the updated policy.

reviewed and subject to regular
version control.

Once reviewed and approved
the updated policies should be
communicated to all users via
SharePoint.

[Significant]

Management should update the
Corporate Information Access
Policy — Internet Security
Guidelines to include a brief
statement of the reporting of
suspected misuse of the
Internet facility in line with that
for e-mail contained in the Use
of Electronic Mail Policy.

Management should ensure that
Internet Security Guidelines and
the Use of Electronic Mail Policy
are communicated to all users
and potential users of these
resources to the extent that
evidence of such is available.
An acceptable use form
covering these resources should
include a general acceptance to
be signed by the user
acknowledging management’s
intent to monitor activity and the
users understanding of their
privacy expectations when using
these resources. [Significant]

Management should consider
the introduction of pro-active
monitoring of internet activity
making the most effective use of
the reports available.

Members should note that the ISO is currently on long term sickness absence.

As stated above the Project is progressing with an anticipated implementation in April
2012. This will facilitate policy enforcement for web and email usage within the Force.
PSD are consulted at all relevant stages of this Project. Implementation date is
targeted at April 2012.

ICT Update April 2012

The new Web & Email Monitoring system went live on 19" March 2012. This is now
providing real-time monitoring & enforcement of the Force policies on the use of
Internet access & email.

PSD Update May 2012

The SOPHOS monitoring software was installed and went live from April 2012, the
corresponding policies are still be updated; however a secondee has been identified
to cover the ISO role and he will take up the 1ISO position shortly. His first
responsibilities will be to review and update the outstanding policies. It is anticipated
that progress will be made in this area over the coming months. Details of the
outstanding policies and supporting documentation have been provided to PSD and
further support is available from PR&I.

Update May 2012 (Steria — Liz Clarkson-Short)

The status of the systems maintenance protocol is under review. Development of
Policy remains a CPA responsibility. Once developed, Steria will review and
implement the policy as required. The Web and Email filtering Project is now fully
implemented and operational across CPA.

July 2012
The newly appointed ISO is now undertaking a review of the Information Security

Policy. Use of Electronic Mail Policy is now under the umbrella of the force Integrity
Board led by T/CC Cheer and a new policy ‘Internet, Social Media and E-mail’ has
been developed and is in the consultation stage. The only significant difference is the
requirement for staff to sign an acceptable use form; this is not included in the new
policy. The policy when agreed will be briefed to staff.

The Web and Email filtering Project is now fully implemented and operational across
CPA. This will be supported by the ‘Internet, Social Media and E-mail’ when it goes
live.

December 2012

The Information Security Policy has gone live and has been publicised across the
Force. Work continues on the Internet / Social Media policy; which will go live at the
earliest opportunity.

AIMB 21/1/13
Progress on the Internet, Social Networking and Email policy has been chased and
will continue to be monitored with a view to make the policy live at the earliest
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opportunity.
22 | 1SC/ Ops | Service Continuity Service unit plans are fully March March The original deadline was an indicative estimate for a complex programme of work.
Support Manager completed as soon as practical 2011 2013 This programme was made more complicated by the outsourcing of significant

Operational Support
Services

to ensure all relevant
information is available and
aligned to the needs of the
Force should a business critical
situation occur. [Significant]

areas of business to Steria UK.

Significant progress has been made in delivering this programme and is reported
regularly to the Audit & Internal Control Panel.

The project plan for the establishment of Service Continuity Plans across the force
will be rebased following the delivery of the Steria ICT Disaster Recovery Gap
Analysis and Strategy which is a key component of the overall service continuity
arrangements. The document is expected before the end of February.

The revised implementation date refers to the completed programme, however,
individual service continuity plans and testing regimes are already in place in some
areas e.g. custody, or will be developed during the programme e.g. Airwaves
September 2012.

May 2012 — Custody and Premises Plans are complete and all Continuity Champions
have copies. The plan is also stored on V & Y drives and on the new Force
Continuity Website on SharePoint. Planning for the Loss of the Control Room is
progressing with final draught of the document outlining functionality at M8 under
discussion. Awaiting receipt of costs associated with the upgrading of certain ICT
systems to provide final options for agreement.

Work in relation to Template completion has been temporarily suspended in favour of
Generic plan completions on the instruction of the previous Head of Corporate
Planning and Governance.

July 2012 - Service Continuity Plan Templates have been completed for 19 of the
25 functions within the remaining 10 Service Units under our control. Now that the
focus has been restored to the completion of these Templates rather than generic
plans these will be completed by October 2012.

The outsourced service is subject to audit and review on a quarterly basis via a
panel. The purpose is to ensure, on Cleveland Police’s behalf, that partners have
established and subsequently tested business continuity arrangements as they
apply to the outsourced service provision.

The ICT Gap Analysis document has now been received via Steria and is currently
under discussion in relation to the selection of options for the systems that do not
form part of SIP 3.9. Work is ongoing to establish the requirements for functionality
at the Fall Back location at M8. The associated spread sheet should (depending on
timely responses received from others) be ready for submission to the Operational
Support Management Team for discussion by the end of September. The delays in
the completion of this piece of work have been primarily due to the delays
experienced in the publication of the Gap Analysis, then the retirement and sick
leave of the Service Continuity Manager. Work is nhow progressing well.

The “Loss of Control Room” Plan will be the focus of work following the completion
of the M8 functionality exercise but in the meantime reliance can be placed on the
already established Evacuation Plan. This will be updated and amended in
accordance with the recommendations made following some discussion with ACPO
and the Project | Team in relation to the Service Improvement Plans for the onward
ICT structure and the requirements (once finalised) of Cleveland Police.
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December 2012 Update

Service Continuity Plan Templates are now complete for 20 of the 25 Units within
the POS element. Current work to complete the report on available functionality at
the M8 Fall Back Control Room is complete pending an update from IT services in
relation to future improvements. The report will be presented to the Executive in
January 2013. Work on the Loss of Control Room Plan is progressing well and
recent findings from the planned evacuation of Control Room test on the 9" of
December will be incorporated into it. Baseline assessments, with relevant
elements of Control Room staff, (Steria and Cleveland Police) and subsequent
analysis of the loss of Airwaves and Class 1 Critical Services within the Control
Room will be completed by March 2013 and will inform the subsequent plans for
loss of those elements of functionality to support the generic Loss of Airwave and
ICT Plans.

AIMB 21/1/13
This action was discussed and it was agreed that there was a need to see all plans
including those for the PSBS; these are to be chased for the next meeting.

31

1FP / Fin

Head of Corporate
Finance

The Finance function should
ensure all Appendix As are
signed and returned prior to the
start of the financial period to
ensure all budget holders
understand and accept their
budgetary responsibilities and
limits.

March 2012

March 2013

Relatively new action with no changes to report at this stage but the action is on
target to be implemented by the end of March 2012.

April 2012 Update

A process is in place. There are currently 6 Appendix As outstanding; but they were
only sent out before the end of March, the letter of delegation was also sent out and
all 6 are being actively chased.

May 2012 — All but 3 Appendix A’s have been signed off, one of these is being
progressed with some small issues to be clarified around the edges of the budget,
the other 2 (ICT and Commissioning) are being chased with Steria.

July 2012
No change, still 3 Appendix A’s outstanding - one due to budget split (CP&G to PR&I

and Graeme’s team) , the other 2 are ICT and Commissioning, the owners of which
do attend budget clinics and report against the budget, so it is simply the signed
document that is outstanding and being chased by the Head of Finance.

December 2012

Appendix As remain outstanding for ICT and Commissioning, due to the lateness in
the financial year these are not likely to be received now. It will be made clear
through the Project | team that for the next financial year these will be required in
February/March to comply with the process.

AIMB 21/1/13

This item was discussed in relation to the lack of understanding for the requirement
of Appendix A’s. It was suggested that for 2013/14 the process for signing by
outsourced services should be reviewed and revised as appropriate; introducing
some additional information / training or even a ‘surgery’ to explain it all..

35

1.2SP/
Master

Head of HR

All vacant roles should include a
sufficiently detailed person
specification which clearly
details the training courses that
need to be completed prior to
commencement of the role.

March 2012

April 2013

All vacant posts that are to be recruited into do have an up to date job description
and person specification provided prior to advertisement. Within the person
specification it is clearly stated what skills and specific qualifications are required both
as essential and desirable by the post holder. Any additional training requirements
will then be identified and incorporated into the induction plan of the successful
candidate.
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The Force should produce
generic job descriptions and December 2012 — As part of the Job Evaluation Project all police staff roles will have
person specifications for all PC an up to date job description and person specification by the end of February 2013.
roles and should ensure Further work is required to develop generic Police Officer job descriptions and this
bespoke job descriptions and will be undertaken as part of the Orbis programme.
person specifications are
prepared for each specialist AIMB 21/1/13
role. In addition to the above update it was confirmed that the SWMG monitors monthly
vacancies and makes succession planning decisions. And the Central External
Training group then supports the succession planning.
39 | 4.2P&E/ | Head of HR We recommend the Force June 2012 March 2013 Police Officer expenses are covered by Police Regulations and Police Staff
Fin produces an expenses policy expenses are detailed in the PSC Staff Handbook. A simple to use expense policy
which is provided to all and procedure will be developed and published following consultation. Payroll
members of staff and states deadline information is currently readily available to staff and published on the force
what can and cannot be Intranet. There is also a guidance note available on the intranet informing
claimed, the deadlines for employees of their limits for claiming subsistence.
claiming and the expenses
process. May 2012 — Steria understands that an HR policy is under discussion. This is being
led by Claire Hinnigan (CPA Finance). In addition the Lead Business Partner for
Business Services within Steria is developing an accommodation policy which will
integrate with the expense policy. In addition a guide to expenses detailing the limits
and type of expense claims which can be processed has been produced and
submitted to CPA as input into policy
July 2012 — The policy is currently being reviewed / revised by Paul Young (P&D),
with some input from Finance. A further update will be provided in September.
December 2012 — A draft policy has been developed and is still subject to
consultation within the PSBS team of Steria; before it goes for wider consultation.
42 | 1.6 StC/ | Service Delivery Steria's Business Continuity July 2012 May 2013 The requirement for Steria to submit an overall business continuity plan will be
Master Manager / ROPS Plan should be obtained and reinforced. Service continuity plans for two of the three elements of Steria’s
any later revisions to this Plan organisation (ICT, PSBS) have been submitted so far.
should be provided by Steria.
The Force should use this January 2013 Update April 2012
document to determine the A Force wide Business Continuity Review is being undertaken by the Force Business
linkages between the two plans Continuity Manager. The outcomes of the review will determine the format and
and implement their remaining contents of the ICT documentation with completion expected in December 2012.
business continuity plans.
Steria's Service Continuity Plans December 2012
should be obtained and that any Elements of the business continuity plan will begin to be delivered (in stages)
revisions to these plans should shortly, as planned.
be provided by Steria.
The Force should continue to
produce the remaining Service
Continuity Plans and ensure
these are uploaded onto
SharePoint.
47 | 1.2 StC/ | Service Delivery The Force should undertake a September 2012 March 2013 This will be undertaken as recommended.
Master Manager review of Schedule 12 -

Partnership Governance in
September 2012 to confirm
which governance

December 2012
It was anticipated that by Sept 2012, the transformation programme would be
complete and the governance arrangements could be rationalised. A number of
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arrangements are no longer delays in the programme mean that ‘twin-track’ governance continues (programme
necessary and revise the and business as usual). It is expected that the review can take place soon and
contract accordingly. ACO Hall will meet key (CP) stakeholders in early January '13 to discuss.
48 | 1NS/ Head of ICT A review of missing or End Sept 2012 March 2013 Actions are being put in place to rectify this.
Master unapproved critical and
important Windows security July 2012 (Denise Mason)
updates and service packs No further update to report
should be completed, ensuring
that all required updates are November 2012 (Denise Mason)
applied in line with the Patch Management for servers is progressing, we now regularly review all the
Authority's security policy and latest patches. As we bring each server up to date, we will then include an ongoing
baseline. Regular checks should review of all critical / security patches on a regular basis. Desktop patches are
be undertaken against the applied where possible, but some PCs are so old, we cannot apply the latest
server and PC estate to ensure updates. This will be resolved with Desktop refresh.
that critical updates have been
applied in a timely manner AIMB 21/1/13
The process is about 60% complete and should be fully complete by March 2013.
49 | 4NS/ Head of ICT Due to the high level of End Sept 2012 March 2013 Actions are being put in place to rectify this.
Master duplicated actions it was agreed
at the July AIMB to amalgamate July 2012 (Denise Mason)
5NS/ a number of actions. This action No further update to report
Master now reflects 2 previous actions
as detailed below: November 2012 (Denise Mason)
Account lockout has been re enabled
Management should ensure the
domain admins and other high AIMB 21/1/13
privilege groups within Active This action was discussed and it was agreed that Denise would confirm the number
Directory are subjectto a of privilege accounts which will be referred to the auditors to see if this will satisfy
regular review. the action.
Management should ensure
Account Lockout is re-enabled
on the Active Directory Global
Password Policy applied to all
user accounts.
50 | 3.1.6P&P | Head of HR delegated | HR should implement checklists December 2012 June 2013 Steria are currently reviewing all processes to create efficiencies and this action will
/ P&D to Steria for each HR policy to ensure be incorporated into this review
key documentation is received
and retained on file. These Update April 2012
checklists will identify missing Steria are currently implementing an improvement programme called
documentation which will ‘Industrialisation’. This programme involves a review of all processes to identify
prompt HR to chase for the further efficient ways of working improvements in process.
required documents.
In addition, compliance with the May 2012 — All checklists have been reviewed and updated as part of the business
HR Policies should be reviewed reprocessing following the introduction of Oracle. Tasks are monitored through the
regularly through a review of the control document spreadsheet and audited by the team leader.
checklists and evidence held on
file. December 2012 — A number of processes have been reviewed, developed and
implemented however there are still a number to undergo the review process.
51 | 2NS/ Head of ICT Management should request End December 2012 March 2013 Funding is available for this tool, investigations and options will be undertaken. A
Master Steria to implement a suitable proposal to be on the table for the end of August, with a view to implementing by
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strategy for monitoring their the end of the Calendar year
IDS/IPS solution and reporting a
summary of activity as part of July 2012 (Denise Mason)
the routine performance No further update to report
reporting.
November 2012 (Denise Mason)
The appropriate tool has been selected and procurement activities are underway.
Will be implemented during the first quarter of 2013
52 [3.11 ACC White Following the review of best December 2012 March 2013 Fully accepted. Revised data quality strategy is in “production” with accompanying
DQ/DA practice and the benchmarking action plan to support implementation.
Exec exercise, the revised Data
Quality Strategy should be April 2012 Update
documented and approved. ACC White has reviewed the internal advice provided to him that ‘data quality’ is
Linked to Once approved, a clear action adequately covered within the overarching force Data Protection and Information
action 25 plan should also be developed Security policies. A draft Data Quality Strategy from West Yorkshire police has also
to ensure the aim of the been reviewed which is regarded as ‘good practice’. The existing Force draft Data
Strategy is achieved and Quality Strategy is being benchmarked against the West Yorkshire document and a
reported to a relevant committee revised Data Quality Strategy (with action plan to support implementation) is to be
for monitoring purposes. agreed at the next available Strategic Development Group (policy consultation
forum) of the Force.
July 2012
DC Cox has been appointed as an interim ISO until the end of 2012; he has been
tasked with producing a Draft Data Quality Strategy based upon products from
other forces by Friday 3" August 2012, this will be reviewed by ACC White and
then forwarded to the CBM.
January 2013
There has been a delay in the final production, distribution and consultation over
the data quality strategy owing to serious illness on the part of a key member of
staff. ACC White met with DC Cox on 18/1/13 and asked for the product to be
expedited to completion by the end of February 2013.
54 | 2.4 POS Service Delivery A consistent process for the 1/12/2012 March 2013 December 2012
CC&PC Director (Steria) to Source Unit Fund petty cash The process is owned by Steria; however they have provided a draft procedure
Master implement. forms should be followed in all document that requires review and approval once the Head of Finance is satisfied
Head of Finance to instances ensuring the same that they meet the Forces requirements.
review and confirm individual does not complete
satisfied. and approve the petty cash
form.
55 | 1.10P&P / | Head of HR delegated | Due to the high level of March 2013 June 2013 The policy development plan identifies which policy areas will require training or
P&D to both the People duplicated actions it was agreed briefing to managers. This will need to be incorporated into the annual training
Services Team and the | at the July AIMB to amalgamate plan.
3.1.7P&P | Learning & a number of actions. This action
| P&D Development Team now reflects 2 previous actions This work is currently in progress and a number of areas including absence mgt
within Steria. as detailed below: and grievance mgt are incorporated into the Leadership Development
Programme.
The Force should provide
training to line managers in key This will be refreshed in the policy development schedule document which is
areas of employment policies updated by Steria.
such as dismissal, disciplinary
and grievance where a need
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has been identified or where Update April 2012
there is significant change in a During March and April briefings have been undertaken on the Attendance
policy or in working practices. Management and UPP across Service Units by the HR Business Partners. In
Once training has been addition briefings are also included within the Leadership Development
delivered line managers should Programme covering Attendance Management, UPP and Flexible Working.
be encouraged to manage their
staff as required by their job A plan to roll out further briefings on a range of key HR policies and procedures is
descriptions. still to be developed. In addition a process is required to be developed to ensure
that attendance on these briefings is recorded and logged onto individual training
Training provided to line records via the ORACLE system.
managers regarding key HR
policies should be formally July 2012
documented to ensure a clear Line management training continues via the Leadership Development Programme
audit trail is in place. in the same key HR areas as above. During April, May and June 300 line managers
have received training on how to initiate and record objectives and evidence in line
with the roll out of the new PDR policy. Furthermore briefings have commenced via
the DTOs in regard to understanding how to link performance and develop
objectives to the Force's annual priorities and the new national PPF behaviours.
Further work will be progressed with our partners in Steria to identify further HR
training requirements and incorporate these into a formal project plan as part of the
new Leadership Programme which is currently under development using the
Managing Successful Programmes methodology which was rolled out in May to the
Executive and SUMs.
December 2012 — HR Business Partners have been rolling out training/briefings on
attendance management using scenario based role plays to first and second line
managers. This will continue into the next quarter. Further HR specific training will
be identified through the Transformational Leadership Programme and rolled out
over an 18 month timeframe.
56 | 2DPA/ Head of PSD Management should periodically March 2013 This will be conducted subject to capacity resourcing.
PSD Information review the notification and
Compliance Manager undertake a data audit exercise Update December 2012
where considered necessary to It is highly unlikely that work will be undertaken in this area before end of financial
identify any non-standard year. The Information Compliance Manager is currently on long term sickness
processing that may not be absence and there is no clear expected return to work date. This action was
covered by the standard Police always capacity dependent.
Authority notification template.
AIMB 21/1/13
Discussed and agreed as per action 64 to ask for clarification from RSM Tenon.
57 | 1.1 POS Service Delivery Cash collection procedures 31/3/2013 December 2012
CC&PC Director (Steria). should be produced which detalil The process is owned by Steria; however they have provided a draft procedure
Master Head of Finance to the following: document that requires review; this will be approved once the Head of Finance is

sign off as satisfied.

¢ process to be followed;

e individuals responsible;

e areas cash is received

¢ bank reconciliations; and

e security arrangements
including the contract with
G4S.

satisfied that the process meets the Force’s requirements.
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58

2.1
CC&PC
Master

POS Service Delivery
Director (Steria).

Head of Finance to
review and agree as
satisfied that they meet
the recommendation.

Formal petty cash procedures
should be revised which detalil
the following:

e appropriate expenditure for
petty cash/cash advances;

e process to be followed at HQ);

e appropriate authorisation from
budget holder;

o limit for petty cash and cash
advances;

e the requirement for the same
individual to collect the petty
cash/cash advance who has
requested the cash; and

e the requirement to sign to
confirm the petty cash was
collected.

31/3/2013

December 2012

The process is owned by Steria; however they have provided a draft procedure
document that requires review; this will be approved once the Head of Finance is
satisfied that the process meets the Force’s requirements.

63

3DPA/
PSD

Head of Training Management should set a target
date by which all staff should
undertake and complete the
mandatory data protection /
“Lawful Handling of Information”
training. Statistics should be
retained as evidence that
training has been completed
and end of test scores reviewed
to highlight any trends in scores
which may indicate ambiguities
in the understanding of the any
aspects or areas where further
focussed training may be
required.

To be determined

March 2013

The decision to mandate e- learning is one that is taken through the Force
Resource Management Group (RMG) which is chaired by an executive team

member.

The recommendation will be put to the RMG by the Training lead on 24th February

2012.

July 2012

The Ncalt package has been profiled within a wider set of e-learning packages
which the Force is progressing. E-learning packages relating to the 2012 Olympics
were prioritised to support officers being deployed out of Force. The ‘Lawful
Handling of Information’ package will be activated across the Force from
September 2012 and completed by the end of December 2012.

AIMB Meeting 26/7/2012

A discussion took place in relation to the ‘Restrictive’ nature of the training and
Steria staff having access, this was to be taken to the training meeting.

December 2012 — over 1400 staff have now completed the NCALT e-learning
package. SUMs have received staff lists of all staff who have completed this.

AIMB 21/1/13

Although the majority of staff have completed the package; Denise Curtis-Haigh will
speak with the Head of Training to complete one last drive in the Force with a view
to discharging the action at the last meeting.

Reference key to Audit Reports:

AS Assurance Stocktake DQ/DA Data Quality / Data Accuracy P&P HR Policies and Procedures
CA Compliance Arrangements for the Data Protection Act 1998 | DR Disaster Recovery SC Service Continuity Planning
CCC Corporate Credit Cards FA Fixed Assets SP Succession Planning

CF Counter Fraud FP Financial Planning StC Steria Contract

CF Carbon Footprint FU Follow Up

CP Corporate Planning I&ES Use of Internet and Email Services

PA Data Protection Act NS Network Security

DQ Data Quality P&E Payroll and Expenses
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1.2

1.3

1.4

2.1

2.2

Scope of Responsibility

Cleveland Police is responsible for ensuring its business is conducted in
accordance with the financial governance arrangements outlined in The Financial
Management Code of Practice for the Police Service of England and Wales (2012).
The police service also has a statutory duty to secure value for money in the use of
public funds.

In discharging this overall responsibility, Cleveland Police is responsible for putting
in place proper arrangements for the governance of its affairs, facilitating the
effective exercise of its functions, and which includes arrangements for the
management of risk.

Cleveland Police established a Corporate Governance Framework through which
the Chief Constable can be assured that the Force’s systems, policies and people
are operating in a way that is driving the delivery of agreed corporate objectives, are
focused on the key risks to.the delivery of those objectives and are economic,
efficient.and effective.

This statement meets the requirements of Accounts and Audit (England)
Regulations 2011, regulation 4(3), which requires all relevant bodies to prepare an
annual governance statement.

The Purpose of the Governance Framework

The governance framework comprises the systems and processes, culture and
values by which the Force is directed and controlled and its activities through which
it accounts to, engages with and leads its community. It enables the Force to
monitor the achievement of its strategic objectives and to consider whether those
objectives have led to the delivery of appropriate services and value for money.

The system of internal control is a significant part of that framework and is designed
to manage risk to a reasonable level. It cannot eliminate all risk of failure to achieve
policies, aims and objectives and can therefore only provide reasonable and not
absolute assurance of effectiveness. The system of internal control is based on an
ongoing process designed to identify and prioritise the risks to the achievement of
the Cleveland Police’s policies, aims and objectives, to evaluate the likelihood and
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potential impact of those risks being realised, and to manage them efficiently,
effectively, and economically.

The governance framework has been in place at Cleveland Police for the year
ended 31% March 2013 and up to the date of approval of the statement of accounts.

The Governance Framework

The Chief Constable is responsible for operational policing matters, the direction
and control of police personnel, and for putting in place proper arrangements for the
governance of the Force. Cleveland Police Authority was required to hold the Chief
Constable to account for the exercise of those functions and those of the persons
under their direction and control. Following the introduction of the Police Reform &
Social Responsibility Act 2011, Cleveland Police Authority was replaced by the
Police and Crime Commissioner for Cleveland on 22" November 2012, therefore
this statement makes reference to governance under the Cleveland Police Authority
and the Police and Crime Commissioner(PCC) for Cleveland.

This Annual Governance Statement provides a summary of the extent to which the
Force meets the six principles of good governance as identified in revised
Delivering Good Governancein Local Government: Guidance Note for Police
(2012).

The six principles of good governance are:

1. Focusing on the purpose of the PCC and the Force, and on outcomes for the
community, and creating and implementing a vision for the local area.

2. Leaders, officers and partners working together to achieve a common
purpese with clearly defined functions and roles

3. Promoting values for the PCC and demonstrating the values of good
governance through upholding high standards of conduct and behaviour

4. Taking informed and transparent decisions which are the subject to effective

scrutiny and managing risk

5. Developing the capacity and capability of the PCC and the Force to be
effective

6. Engaging with local people and other stakeholders to ensure robust public
accountability.

Principle 1 - Focusing on the purpose of the PCC and the Force, and on
outcomes for the community, and creating and implementing a vision for the
local area

The Cleveland Police’s vision and purpose are set out in the Policing Plan which is
updated annually. This plan is jointly produced by the Authority and Force and sets
out the policing priorities to be delivered and how they will be measured and
evaluated. The plan includes local priorities taking cognisance of the aspirations of
our partner agencies. The Plan is updated at the end of each year to include the
performance outturn figures.

A robust performance framework ensures that the Chief Constable is kept informed
of achievement against targets for crime, the management of resources and
financial performance. Members of the Force Executive have specific areas of

2
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responsibility, including key elements of the internal control environment. Executive
Officers attended Police Authority Panels whose remits covered their areas of
responsibility to present reports and answer questions on behalf of the Chief
Constable. The work of the Force Executive is supported by Service Units.

The Budget & Long Term Financial Plan was agreed by the Police Authority, with
regular updates provided to the Members during the year. Budget Monitoring,
Capital Monitoring and Treasury Management were reported to each Policy &
Resources Panel, which met 3 times during the year. This Panel also received the
outturn position reports on Budget Monitoring, Capital Monitoring and Treasury
Management. Updates on the Long Term Financial Plan were presented to the
Police Authority Executive. The Statement of Accountswas reviewed by the Audit &
Internal Control Panel, and approved by the Police Authority Executive.

The Force has a robust complaints process in place and complaints against the
police were reported quarterly to the Professional Standards Committee under the
Police Authority, which met 3 times during the year. Since the abolition of the Police
Authority, complaints are now reported.to the Joint Independent Audit Committee on
a six monthly basis. Any lessons to be learnt from complaints are circulated across
the Force via service unit managers and published on the Professional Standards
Department (PSD) website.

Principle 2 - Leaders, officers and partners working together to achieve a
common purpose with clearly defined functions and roles

The Police Authority’s Standing Orders, Financial Instructions and Scheme of
Delegation set out the governance framework for Members and Officers to work
together.

In preparation for the abolition of the Police Authority the Contract Standing Orders
were reviewed and updated and new Financial Regulations were agreed. The
Police & Crime Commissioner and the Chief Constable have also agreed a new
Scheme of Delegation which is drawn from acknowledged good practice.

In line with the Contract Standing Orders, the Force reported to the Police
Authority’s Audit & Internal Control Panel all instances of exemptions to these
standing orders. The Force now reports these to the newly established Joint
Independent Audit Committee.

The Force have a Counter Fraud and Corruption Policy which is supported by a
Whistle Blowing Policy.

The Force regularly held briefing sessions to update Members on key issues, and to
discuss key areas of development.

The Force Performance Management Framework is well established with monthly
performance reviews with service unit managers by the Executive Officers covering
both crime performance and budget updates.
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There is regular communication between the Office of the Police and Crime
Commissioner and Cleveland Police, with the Chief Constable meeting the Police &
Crime Commissioner on a twice weekly basis.

The Force has agreed a timetable of reporting to the Office of the Police and Crime
Commissioner for crime performance figures, financial and HR monitoring
information.

In October 2010 the Force outsourced a number of back-office functions to Steria
UK, including HR, finance and estates. The Steria Partnership Director for the
Cleveland Police contract attends the Executive Business'Meetings as a member of
the Senior Command Team, and is held to account for the overall delivery of the
outsourced service.

Steria representatives attend the monthly performance review (MPR) meetings with
service units, chaired by members of the Executive, where they are challenged and
held to account for the performance and delivery of the outsourced service.

Principle 3 - Promoting values for the PCC and demonstrating the values of
good governance through upholding high standards of conduct and
behaviour

Police Officers are subject to a Code of Conduct whilst police staff are subject to
policies and procedures covering discipline, grievance and conduct matters.

The Force has established an Integrity Board which is chaired by the Chief
Constable. The Board was established in response to the HMIC report ‘Without
Fear or Favour and includes representatives from across the organisation. The
purpose of the Board is to ensure that the Force’s culture and leadership reflects
the highest professional standards expected by the public.

The Force has redefined its vision and values through a force wide consultation
process including a series of interactive workshops led by the Chief Constable. The
result incorporates the core vales of the Force as identified by our officers and staff
and is used to underpin our working practices and decision making.

In 2012 HMIC carried out a further inspection of integrity matters to assess the
progress made by forces following the recommendations made in their, ‘Without
Fear or Favour’  report. On this occasion HMIC reported favourably on the progress
the Force has made, through the Integrity Board, in closing the gaps identified in the
earlier inspection. Further work is now on-going to build on this and to further
embed new policies and procedures.

The Force has a Counter Fraud and Corruption Policy and a Whistle Blowing Policy.
The Force has an established complaints process.

The Force regularly reported to the Police Authority’s Professional Standards Panel
whose aim was to secure an efficient and effective police service in respect of
complaints against police.
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Principle 4 - Taking informed and transparent decisions which are the subject
to effective scrutiny and managing risk

The Force structure is designed to manage service delivery whilst ensuring that
effective governance is applied throughout the Force. The Business Transformation
Unit has direct responsibility for business planning and transformational change.
The Performance Review & Inspectorate service unit has responsibility for
corporate performance management, policy co-ordination, operational audits,
inspection and review. The Operational Support service unit has responsibility for
risk management and service continuity. The Corporate Business Meeting oversees
development of operational and business policies, and is chaired by the Chief
Constable. The Force holds Planning & Development Days with all Service Unit
Managers to decide the policing priorities for the coming year.

All decision making is carried out in accordance with the Force’'s Corporate
Governance Framework including Contract Standing Orders, Financial Instructions
and Schemes of Delegation. The Force’s Executive and Corporate Business
Meetings are the main forums where organisational decisions are made.

The Governance arrangements ensure that key decisions made by the Force
ensure that the appropriate legal, financial, human resources and other professional
advice is considered as part of the decision making process.

The Authority maintained appropriate oversight and scrutiny of the Force decision
making through the regular receipt of reports to the Authority Panels and by
Members attending various Force meetings and Boards.

The Force is.subject to an extensive inspection regime and the results of these are
published to ensure appropriate scrutiny of decision making.

The Force and Authority agree a programme of internal audit work at the start of
each financial year. Internal Audit regularly meet with Executive Officers.

The Force has established the Audit Inspection & Monitoring Board to monitor and
oversee the implementation of agreed recommendations arsing from internal audit
reports. This board is chaired by ACC White.

A Joint Independent Audit Committee has been established following a recruitment
and selection process. There are agreed Terms of Reference and an induction
training session was held for Members.

The Force considers risk management as part of the Corporate Business Meeting to
engender and support a culture of risk management across the Force and promote
it being embedded within both business and financial planning processes.

The Force maintains Strategic, Corporate and Operational Risk Registers. The risk
management process is managed by the Head of Operational Support and was
reported to the Police Authority’s Audit and Internal Control Panel. The risk
management process is now reported to the Joint Independent Audit Committee.
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The Force has regular Joint Risk Management Meetings with our Strategic Partner,
Steria UK, to ensure that risks continue to be reviewed and mitigated, in areas
where the delivery of services has been outsourced.

The Force Business Interests & Additional Occupations Policy was revised and
updated in 2012 in line with Winsor Part 1.

The Force is rolling out the use of the ACPO National Decision Model. The Model is
used to support the use of greater discretion and encourages decision makers to
follow an easy to use, consistent and robust process which has the vision and
values of the Force at its heart. The Model can be used to support both operational
and non-operational decisions, no matter how complex and it can be used by both
police officers and staff alike in their professional roles.

The Force is finalising arrangements for all transactions valued over £500 to be
published on the Force’s website in line with‘the requirements of The Elected Local
Policing Bodies (Specified Information) Order 2011.

Principle 5 - Developing the capacity and capability of Members and officers
to be effective

The Force has a Performance Development Review (PDR) Process Policy for
officers and staff, which is undergoing a review. The Executive Officers also hold
Monthly Performance Review (MPR) meetings with management teams of the
service units in their portfolio.

The Force has a centralised process for approving requests for external training,
with a monthly External Training Meeting, chaired by ACC White. All officers and
staff who have attended an external training course are required to complete an
evaluation.

The Force undertakes a Training Needs Analysis with all service units and has an
agreed Training and Development Programme which is reviewed and agreed on an
annual basis which links to supporting the delivery of the objectives in the Policing
Plan.

The Force Strategic Workforce Monitoring Group takes into account officers’
previous training when considering officer postings. Succession planning of key
roles within departments is also considered as part of this group.

In preparation for the abolition of the Police Authority and the introduction of the
Police and Crime Commissioner, the Force and Authority established a Transition
Programme Board to oversee and support the governance transition process for
local policing in the Cleveland Police area. The work of the Transition Programme
Board was supported by nine themed workstreams, each with a designated force
lead.

To underpin the development of our values, integrity and transparency the Force is
developing a leadership development programme. The aim of the programme will
be to equip our leaders, at all levels, with skills and behaviours they need to drive
high performing and professional teams within a policing environment that is
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increasingly complex and with reducing resources. The programme will also
consider means of effectively identifying future leaders, succession planning and
recognising good performance.

The Force is undergoing a process of job evaluation for all police staff which has
required all staff job descriptions to be reviewed and updated as well as preparing
for ‘pay modelling’ which will fairly and more accurately remunerate staff.

Principle 6 - Engaging with local people and other stakeholders to ensure
robust public accountability

The Force and Office of the Police and Crime Commissioner for Cleveland have an
agreed Joint Consultation & Engagement Strategy which was reviewed in 2012. It
provides a broad framework to underpin the  wide range of public consultation
carried out by both Cleveland Police and the Office of the Police and Crime
Commissioner.

The Local Public Confidence Survey is conducted -monthly via telephone of public
confidence levels in the local community, providing statistically significant results for
each policing district giving a local context. The survey also includes a range of
diagnostic questions highlighting any concerns respondents have about policing in
their neighbourhood. The results ~are reported quarterly to the Strategic
Performance Group and the Police Authority’s Operational Policing Panel.

The Victim Satisfaction Survey is a national telephone survey across a random
sample of victims from the Force area on a rolling monthly basis. Results are
reported on a quarterly basis to the Strategic Performance Group and the Police
Authority’s “Operational Policing Panel. The survey provides the Force with
information about the experiences of victims, which allows us to continually improve
the service we deliver.

Following the outsourcing to Steria the Control Room re-contact members of the
community members of the community who have recently received a service from
Cleveland Police. Members of the public are contacted by telephone and surveyed
concerning their views on the overall quality of service that they have received
either from Control Room call takers, enquiry desk, or responding officers.

Neighbourhood Policing Teams hold regular public meetings allowing the local
communities to influence the policing priorities that their teams will focus on. The
feedback from these meetings is included as part of the priority setting process of
the Force.

Review of Effectiveness

Cleveland Police has responsibility for conducting, at least annually, a review of the
effectiveness of the governance framework, including the system of internal control.
The review of effectiveness is informed by the work of the executive managers with
the Force who have responsibility for the development and maintenance of the
governance environment, the head of internal audit's annual report, and also by
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comments made by the external auditors and other review agencies and
inspectorates.

In line with the Financial Management Code of Practice for the Police Service of
England and Wales, the Force and the Office of the Police & Crime Commissioner
for Cleveland have agreed to a shared internal audit service. This service is
provided by RSM Tenon.

Internal Audit operates to CIPFA’'s Code of Internal Audit Practice 2006 and the
Accounting Practices Board Guidance for Internal Auditors. The Code requires the
Head of Internal Audit to include in the annual internal audit report an opinion on the
internal control environment; providing any details of weaknesses that qualify this
opinion and bringing to the attention of the Authorityany issues particularly relevant
to the preparation of this Annual Governance Statement. The Audit Committee will
formally receive the Internal Audit Annual Report for 2012/13.

Internal Audit report to the Assistant Chief Officer (Finance & Commissioning) for
the Force and the Audit Committee. The Internal Auditors regularly meet with the
Force.

Internal audit work is planned using a risk-based approach that aims to ensure that
the Chief Finance Officer’s responsibilities under Sec 151 and 144 are fulfilled and
that an effective internal audit service is provided to the Force.

The provision of External Audit Services to Cleveland Police and the Office of the
Police & Crime Commissioner for Cleveland has passed from the Audit Commission
to Mazars. In their annual audit letter they report on the Forces’ accounts; and
whether the Force has made proper arrangements for securing economy, efficiency
and effectiveness in its use of resources.

External audit express an opinion on-the adequacy of internal audit work.

The Audit and Internal Control Panel acted as the Audit Committee for the Authority
until the Police Authority was abolished in November 2012. A new Joint
Independent Audit Committee has been appointed to serve the needs of both the
Force and the Office of the Police & Crime Commissioner. During 2012/13 the
Committee has met formally on 5 occasions to conduct its business. There are
agreed Terms of Reference for the Audit Committee.

The Force conducts monthly audits on compliance with National Standard for
Incident Recording (NSIR) and National Crime Recording Standards (NCRS) which
are reported to the Force’s Strategic Performance Group.

10.10 The Members of the Police Authority’s Professional Standards Panel routinely dip-

sampled a selection of completed complaint investigations to ensure that complaints
were dealt with in accordance with Force policy.

10.11 The Force has a dedicated team responsible for overseeing the management of the

Steria outsourcing contract and adherence to the Governance Schedule, with a
monthly Business Support Board that monitors contract performance. The Project |
Programme Board chaired at Executive level has the prime purpose of driving the
programme forward and delivering the outcomes and benefits.
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Assurance is drawn from a number of other sources, for example, HMIC, Health &
Safety Inspectorate, external insurers, partners, and organisations such as the
courts.

| have been advised on the implications of the result of the review of the
effectiveness of the governance framework by the Audit Committee, and that the
arrangements continue to be regarded as fit for purpose in accordance with the
governance framework. The areas already addressed and those to be specifically
addressed with new actions planned are outlined below.

Significant Governance Issues

The following matters are to be classified as significant:

In addition to the significant governance issues there are also some issues which
require further/continued focus:

= The Police & Crime Commissioner has set a budget for 2013/14, however given
the continued cuts in government funding the Force will need to ensure that
robust plans for balancing the budget for 2013/14 and beyond are developed in
line with the priorities of the organisation and the PCC.

» The Force's-Corporate Governance Framework is due for review in light of the
abolition of the Police Authority and the implementation of the new force
structure. This work links into a wider review on the numbers of policies in place
across the force and the aim to streamline the numbers.

= _Over the past twelve months a considerable amount of work has been done to
address issues raised by HMIC review of Integrity (Without Fear or Favour). The
Force will now be building on this, and linking into activity within the police
service nationally, by undertaking work related to professional ethics and
transparency. This work will be led by the Integrity Board which will be renamed
the Integrity and Transparency Board.

= The Force will continue to develop its Leadership Development Programme,
ensuring our leaders have the requisite skills and behaviours to drive high
performing and professional teams.

= The Force will work with the new Audit Committee Members to develop a
programme of training and familiarisation of the Force and the complex policing
environment in which it operates.

| propose over the coming year to take steps to address the above matters to
further enhance our governance arrangements. | am satisfied that these steps will
address the need for improvements that were identified in our review of
effectiveness and will monitor their implementation and operation as part of the next
annual review.





Jacqui Cheer
Chief Constable
Cleveland Police
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Police and Crime Commissioner for Cleveland

1

EXECUTIVE SUMMARY

This report covers the Risk Maturity review that has recently been
carried out. This was approved as part of the Internal Audit plan for
2012/13. It was performed as an advisory review and as a result
will not produce a formal opinion.

This work was completed prior to the election of the PCC and
as such reports on the systems and processes in place within
the former Authority.

The Force use the 4Risk software to document a framework of risk
registers: These include: Strategic Risk Register, Corporate Risk
Register, District and Service Unit risk registers and a Steria Risk
Register. Risks included on the Strategic Risk Register are
categorised as “primary” and ‘would fundamentally affect the way in
which the Force exists and provides services over a five year
period’. Primary risks are considered by a Moderation Panel and
the Executive Lead prior to being added to the register.

Risks were reviewed on a regular basis by the Force and had been
presented to the Authority on a quarterly basis through the Audit
and Internal Control Panel. The Authority’s Risk Register had been
reviewed on a bi-monthly basis by the Leadership Panel to monitor
the implementation of actions included in the supporting action
plan.

In 2009/10 a review of risk maturity was undertaken and concluded
that the Authority was “risk defined”. In 2010/11 an Assurance
Stocktake review building on the previous Risk Maturity audit was
carried out. This reviewed the effectiveness of the arrangements for
mapping and managing assurances and provided the Authority with
reasonable comfort that mitigation strategies were effectively
identified and implemented to facilitates the completion of the
Authority’s Annual Governance Statement which is required by
CIPFA ‘Delivering Good Governance in Local Government’.

As part of the Assurance Stocktake review we made two
recommendations relating to the development of an assurance

1.1

Risk Maturity (05.12/13)

framework to allow gaps in the control framework to be identified
and to attach sources of assurance in 4Risk. At the time of this
audit both recommendations were due for implementation by 31%
August 2012.

INTRODUCTION
Risk Maturity is defined as:

“the extent to which a robust risk management approach has been
adopted and applied as planned by management across the
organisation, to identify, assess, decide on responses to, and report
on opportunities and threats that affect the achievement of the
organisation’s objectives.”l

This review focused on the following key components:

" Assurance; and
= Monitoring and Reporting.

! Institute of Internal Auditors
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1.2 CONCLUSION

The establishment of effective risk management and assurance framework is a critical success factor for the Authority/Force to enable the organisation
to achieve its objectives. Effective risk management both aids continuous improvement and, as far as possible, safeguards against loss or failure. The
management of risk is central to good corporate governance to ensure that direction and control is established and maintained. This review has
focussed on two distinct elements of risk management, assurance and monitoring and reporting, and the conclusion below is based on evidence
obtained during the review and through interview with senior individuals at the Authority and the Force.

Assurance

The Authority has a mandatory requirement to produce an Annual Governance Statement using the framework provided by CIPFA and SOLACE
(Society of Local Authority Chief Executives). The statement is reviewed and approved by the Audit and Internal Control Panel. The Panel receive the
Force’s Strategic Risk Register on a quarterly basis to allow it to make an adequate assessment on the control framework in place to manage the risks
facing the organisation that ultimately feed into the Annual Governance Statement. The register is presented by the Risk Champion for the Force (ACC
White) and Members can challenge whether the control framework is working adequately and effectively to manage risks. The register provides
information on the control, risk rating (both inherent and residual) and actions plans in place to manage or reduce the risk rating further. The register
does not provide sufficient information to allow members to determine whether the controls are operating effectively or where the assurance is being
obtained from (internal or external sources). We have made five recommendations in relation to the following issues:

= An assurance framework had not been developed to allow the Audit and Internal Control Panel to effectively assess the control framework in place at
the Force;

= 4Risk had not been fully utilised to gather sources of assurance;

= Risk Owners had not accessed 4Risk on a regular basis;

= Controls had not been effective in reducing the inherent scoring to an acceptable level; and

=  Work undertaken by external parties that provided assurance had not been adequately linked to the control framework

Monitoring and Reporting

There is a Corporate Risk Management Policy in place which details the reporting lines for monitoring and reporting of risk at the Force and the
Authority. The following reporting structure is in place:

» Audit and Internal Control Panel (quarterly);

= Leadership Panel (bi-monthly);

= Corporate Business meetings (monthly);

= District and Service Unit Management Team (monthly);

= Risk and Insurance Manager meetings held with Districts and Service Units (quarterly); and
= Partnership Risk Governance Forum (quarterly).

RSM Tenon
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The Audit and Internal Control Panel receive the Force’s Strategic Risk Register when the risks and controls are challenged by Members. The Panel

only receive ‘primary’ risks and a moderation process is undertaken to ensure only appropriate risks are presented. We have made one
recommendation in relation to the following issues:

= Alack of a direct link to the Policing Plan and the priorities of the Force.

RSM Tenon
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Increasing Risk Maturity

Defined

Risk management approach adopted
to meet basic expectations of
stakeholders

Risk management approach built Risk management supports the

Informal approach to
into normal business process delivery of strategic objectives

risk management

i g A defined risk management approach
Risk management only considered at i) s captured at all levels of the
business

povernance certain levels of the business

Risk
| Identification Ad hoc risk identification Annual risk assessment
(7]
"E -
o = ceserk e g mosss SRS L8 o T
= Assessment and likelihood ne T
o impact and likelihood
Q.
§
&) Mitigations are specifically separated
Risk Mitigation Mitigations identified that manage risk between existing controls and
> identified actions
ha
3 s Assurances mechanisms are defined
m G plm and o
Eeitoring and Informal communication of risk Cyclical risk management reportin,
Reporting 9
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1.3

APPROACH TO REVIEW
The following areas were considered as part of this review:

= The implementation of a framework for assurance.
" The approach to monitoring and reporting of risk.

Where appropriate, we have interviewed senior management and
members in order to wunderstand the organisations risk
management process. Constructive feedback will be provided to
the organisation through a formal reporting on the organisation’s
risk maturity and its attitude to risk and risk management

We have interviewed the:

= Risk and Insurance Manager.

] Assistant Chief Constable.

" Treasurer/Deputy Chief Executive.

] The Chair of the Audit and Internal Control Panel.

Risk Maturity (05.12/13))

Limitations to the scope of the audit:

" This review does not comment on whether individual risks are
appropriately managed, or whether the organisation has
identified all of the risks and opportunities facing it.

" Our work does not provide any absolute assurance that
material error, loss or fraud does not exist.

= We do not endorse a particular means of risk management. It
remains the responsibility of management to agree and
manage information needs and to determine what works
most effectively for the organisation.

= Evaluation of the maturity of the organisation will be assessed
through discussion with management and through review of
documentation provided during the course of the audit.
= Our review only focused on assessing the following key
components of risk management:
= Assurance.
= Monitoring and Reporting.

RSM Tenon
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14

RECOMMENDATIONS SUMMARY

The following table highlights the number and categories of recommendations made. The Action Plan at Section 2 details the specific recommendations
made as well as agreed management actions to implement them.

Recommendations made during this audit:

I I N
COCRN

RSM Tenon
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2 ACTION PLAN

The priority of the recommendations made is as follows:

Priority Description

High

Medium Recommendations are prioritised to reflect our assessment of risk associated with the control weaknesses.
ow

Suggestion These are not formal recommendations that impact our overall opinion, but used to highlight a suggestion or idea that management may want to
consider.

Ref Recommendation Categorisation | Accepted Management Comment Implementation Manager
(Y/N) Date Responsible

Assurance - Directing assurance to provide comfort on how well risks are being managed.

311 The Force should focus on risk | High Y Agreed May 2013 T/Ch/Supt
categorised as ‘primary’ and Gudgeon
develop an assurance framework
to cover the following headings:

= Assurance on controls —
which identifies where the
organisation can gain
evidence that
controls/systems on which
they are placing reliance
on are effective;

= Positive  Assurance -
which evidences that the
organisation is responsibly
managing the risk and
objectives are  being
delivered:;

RSM Tenon
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Ref Recommendation Categorisation | Accepted Management Comment Implementation Manager
(YIN) Date Responsible

3.1.2

Gaps in Assurance —
which details when the
organisation is failing to
gain evidence that
controls/systems which
are in place are effective;
and

= Gaps in Controls — when
gaps in assurance are
identified, appropriate
controls and systems are
put into place.

The framework will enable the
appropriate committee appointed
by the Police Commissioner to
adequately review the control
framework in place to manage
the risks facing the Force and
feed into the approval of the
Annual Governance Statement.

The Force should fully utilise the
4Risk software to gather and
document sources of assurances
that the controls in place to
manage the risk are operating
effectively.

In addition, Risk Owners should
be reminded of the need to
update the effectiveness of the
controls as part of the assurance
framework described in the
Corporate  Risk Management
Policy.

Medium

Medium

Agreed

Agreed

May 2013

May 2013

T/Ch/Supt
Gudgeon

T/Ch/Supt
Gudgeon

RSM Tenon
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Recommendation Categorisation | Accepted Management Comment Implementation Manager
(YIN) Date Responsible

3.14

Monitoring and Reporting- Reporting of risk management to support decision making.

321

The Force should review risks
whose inherent rating has not
been reduced following the
application  of controls to
determine if the controls are
appropriate to the risk or the
controls are operating effectively.

Assurance provided by external
and internal parities should feed
into the assurance framework
and the residual rating risks
rating adjusted to reflect both
positive and negative gaps in
controls

The priorities in the Policing Plan
should be linked to the Force’s
risk registers to assess the
events that could result in the
priorities not being achieved.

Medium

Medium

Medium

N

Accounted for as part of the
ongoing review of risk and
individual items

Agreed

Content to have the annual
policing plan on the risk
register but mapping priorities
could be a confusing and
valueless exercise

May 2013

May 2013

Risk Maturity (05.12/13))

T/Ch/Supt
Gudgeon

T/Ch/Supt
Gudgeon

RSM Tenon
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3.

FINDINGS AND RECOMMENDATIONS

3.2 ASSURANCE- Directing assurance to provide comfort on how well risks are being managed.

OVERVIEW AND ASSESSMENT OF ACTUAL CONTROLS IN PLACE RECOMMENDATION

3.1.1 The Force and Authority had risk registers in place which identified the cause and
effect of risks, existing controls and the action required to reduce the residual risk to an
acceptable level.

Source of assurance were attached to each control identified in 4Risk to provide evidence
that the control framework is operating effectively to mitigate the risk.

We obtained and reviewed a sample of risks for the Force and identified the following:

= In seven out of ten cases reviewed on the Force’s risk registers the source of
assurance had not been recorded on 4Risk

This recommendation was raised as part of the Assurance Stocktake review in 2010/11
and there is little evidence to demonstrate that a robust assurance framework has been
established or will be established by the implementation date of 31%' August 2012.

Without a robust assurance framework the Senior Management and the Audit and
Internal Control Penal are unable to evidence that the controls documented in the risk
registers exist and are working effectively. This could lead to risks not being managed
effectively and lead to risks materialising.

3.1.2 The Corporate Risk Management Policy describes how assurance will be obtained
for each category of risk as follows:

Primary
= Assurance work required although focus should be on implementing actions.

= Assessed externally by HMIC and audited/verified via external auditors appointed by
the Police Authority.

= Reported to Force Executive/Police Authority members.

Contingency

Risk Maturity (05.12/13))

The Force should focus on risk categorised as ‘primary’ and
develop an assurance framework to cover the following headings:

Assurance on controls — which identifies where the
organisation can gain evidence that controls/systems on
which they are placing reliance on are effective;

that the
risk and

evidences
the

Positive  Assurance — which
organisation is responsibly managing
objectives are being delivered;

Gaps in Assurance — which details when the organisation
is failing to gain evidence that controls/systems which are
in place are effective; and

Gaps in Controls — when gaps in assurance are identified,
appropriate controls and systems are put into place.

The framework will enable the appropriate committee appointed
by the Police Commissioner to adequately review the control
framework in place to manage the risks facing the Force and feed
into the approval of the Annual Governance Statement.

The Force should fully utilise the 4Risk software to gather and
document sources of assurances that the controls in place to
manage the risk are operating effectively.

In addition, Risk Owners should be reminded of the need to
update the effectiveness of the controls as part of the assurance
framework described in the Corporate Risk Management Policy.

RSM Tenon
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OVERVIEW AND ASSESSMENT OF ACTUAL CONTROLS IN PLACE RECOMMENDATION

= Quarterly sign-off of existing control effectiveness by Management (utilising the 4Risk
software).

= Independent assurance obtained within the next 6 months.
= Followed by at least an annual review.

= Assessed externally by HMIC and audited/verified via external auditors appointed by
the Police Authority.

Housing Keeping

= Quarterly sign-off of existing control effectiveness by Management (utilising the 4Risk
software).

= Independent assurance obtained bi-annually.

= Assessed externally by HMIC and audited/verified via external auditors appointed by
the Police Authority.

Low

= Quarterly sign-off of existing control effectiveness by Management (utilising the 4Risk
software).

= |ndependent assurance obtained bi-annually.

We selected a sample of 20 risks and identified in 13 cases a source of assurance had
not been attached to the control that manages/mitigates the risk.

In addition, we identified in four cases (three contingency and one housing keeping risk)
the Risk Owner had not accessed 4Risk to confirm the sign off of the effectiveness of the
existing control.

Failure to provide regular updates on the status of risks could result in the Force not
being aware of all risks considered as primary.

3.1.3 The Force and Authority risk registers record the inherent risk and the residual risk ~ The Force should review risks whose inherent rating has not

once the control framework has been applied. The control framework allows the Force  been reduced following the application of controls to determine if

and the Authority to reduce the risk to an acceptable risk profile. the controls are appropriate to the risk or the controls are
operating effectively.

RSM Tenon

Conmected for Success





Police and Crime Commissioner for Cleveland 12 Risk Maturity (05.12/13))
OVERVIEW AND ASSESSMENT OF ACTUAL CONTROLS IN PLACE RECOMMENDATION

We reviewed the Force’s Strategic and Corporate risk registers and identified in some
cases when the existing controls did not reduce the residual risk. For example, the risk
PS1 — Information Security and the Data Protection Officer are single points of failure -
the inherent risk scoring is 12 and the residual risk scoring is 12.

Failure to have effective or appropriate controls in place to reduce the inherent risk could
result in the risk not being managed within acceptable tolerance levels.

3.1.4 The Force and the Authority receive assurances from internal and external Assurance provided by external and internal parities should feed
stakeholders. External assurances are provided from internal audit, external audit, HMIC into the assurance framework and the residual rating adjusted to
and the National Improve Agency (NIA). The assurances provided are linked to the reflect both positive and negative gaps in controls.

control framework within 4Risk and appropriate action plans are developed when gaps in

the control framework are identified.

We reviewed assurances provided by Internal Audit (IA) to determine whether identified
gaps in assurance had affected the risk profile and the controls used to manage the risk.
For example, IA performed a review of Corporate Credit Cards in 2011/12 in which the
Authority could not take assurance that the controls upon which the organisation relies to
manage this area are suitably designed, consistently applied or effective. However, this
had not been included or reflected in the risk register.

Failure to incorporate assurances from external stakeholders could result in gaps in the
control framework not being identified and reflected in the risk management framework.

RSM Tenon
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3.2 MONITORING AND REPORTING - Reporting of risk management to support decision making.

OVERVIEW AND ASSESSMENT OF ACTUAL CONTROLS IN PLACE RECOMMENDATION
3.2.1 The Policing Plan is developed by the Force and the Authority on annual basis  The priorities in the Policing Plan should be linked to the Force’s
and sets out the following 2012/13 priorities: risk registers to assess the events that could result in the

= Protecting vulnerable people: priorities not being achieved.

= Protection of life;

= Serious and organised crime;

= Burglary of people’s homes; and
= Antisocial behaviour.

Supporting the above operational activities the organisation has also developed the
following organisational priorities:

= Long term financial planning;

= Developing a sustainable operating model;

= Delivering the Project | business support transformation programme;
= Developing our leadership programme; and

= Developing our performance management framework.

With the exception of long term financial planning our review of the organisation’s risk
management framework identified there was no clear reference to the achievement of
the objectives in the Policing Plan.

Failure to link the strategic objectives to the risk management framework could result in
the organisation not identifying risks that could impact on the achievement of its
priorities.

RSM Tenon
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been taken to ensure that the information provided in this report is as accurate as possible, based on the information provided and
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This report is prepared solely for the use of Board and senior management of Cleveland Police Authority. Details may be made
available to specified external agencies, including external auditors, but otherwise the report should not be quoted or referred to in
whole or in part without prior consent. No responsibility to any third party is accepted as the report has not been prepared, and is
not intended for any other purpose.
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1.2

07.2012/13

EXECUTIVE SUMMARY

Introduction

An audit of Key Financial Controls and Budgetary Control was undertaken as part of the approved
internal audit periodic plan for 2012/13. This was the second audit of this area in 2012/13; see report
number 01.2012/13.

The Police Crime Commissioner for Cleveland (PCC) was elected on 15 November 2012 and
took up office on 22 November 2013. The Financial Management Code of Practice for the Police
Service of England and Wales details the financial governance arrangements which are required
to be in place at Cleveland Police.

A number of key finance functions of the Force were outsourced to Steria in 2010.The Treasury
Department, which was retained in house, completes monthly bank reconciliations, monitors income
received and processes journals. Steria control access to the Oracle system, process journals,
accruals and prepayments, undertake sales and purchase ledger reconciliations, prepare
management accounts, raise invoices and chase any outstanding debts.

Budget monitoring is undertaken by Steria who upload the budget reports onto a shared drive for
budget holders to access their individual reports each month. Reports are uploaded by the second
working day and explanations for variances are required from the budget holders by the fifth working
day.

Capital and revenue budget clinics take place on a monthly basis and budget holders are held to
account and required to explain any variances.

A formal reporting structure to the PCC has yet to be established. A reporting pack is produced on a
monthly basis which includes key budgetary information for all areas of the Force. This pack is
provided to the Assistant Chief Officer (Finance and Commissioning) on a monthly basis and the
Temporary Chief Constable on a quarterly basis.

Conclusion

Taking account of the issues identified, the Police and Crime
Commissioner for Cleveland and Cleveland Police can take
substantial assurance that the controls upon which the
organisation relies to manage this area are suitably designed,
consistently applied and effective

The above conclusions feeding into the overall assurance level are based on the evidence obtained
during the review. The key findings from this review are as follows:

Design of control framework
At the time of the audit, the following controls were in place:
Key Financial Controls

" Detailed procedure notes are in place for key financial tasks associated with the month end
processes.

" Oracle change requests are emailed to the System Administrator email address; changes are
made by the System Administrator.

" Sequentially numbered journals are signed as prepared by a member of the Treasury
Department (treasury journals) or a Management Accountant or Accounts Assistant (Steria
journals). Journals are authorised by either the Finance Manager (treasury journals) or Lead
Business Partner Finance (Steria journals).

RSM Tenon
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" The same authorisation process is in place for accruals and prepayments as journals. All
accruals and prepayments are processed by Steria.

" Monthly bank reconciliations are undertaken for the five bank accounts. They are prepared by
the Treasury Manager and authorised by the Finance Manager.

" There are four suspense accounts within the Chart of Accounts relating to payroll, journals,
accounts receivable and accounts payable. These are reviewed and any balances cleared
monthly.

. There are five main funding streams: Police Capital Review, Precept, Police Revenue Grant,
Revenue Support Grant and National Non-Domestic Rates. All income is received in the
General or Income bank accounts and monitored by Treasury.

" An invoice is raised upon completion of a Debtor Invoice Requisition Form which is signed by
the preparer and authoriser.

" Debts are promptly followed up by telephone, a three stage letter process and legal action.

" Debts written off are recorded on a Debtors Credit Note Requisition and authorised by the
Head of Finance. Appropriate evidence is attached to the Debtors Credit Note Requisition to
support the decision.

Budgetary Control
" Budget holder reports are produced on a monthly basis.

= Budgetary information is extracted from Oracle on the second working day of the month.
Reports are uploaded onto a shared drive for budget holders to access.

= Virements are processed by a Management Accountant upon approval by the Head of
Finance or Lead Business Partner Finance.

= Budget clinics are held on a monthly basis between the Finance Manager, Lead Business
Partner Finance and the Business Partners to discuss the financial position and investigate
any variances.

" A reporting pack is prepared for the Assistant Chief Officer (Finance and Commissioning)
each month and for the Temporary Chief Constable each quarter which details non-pay and
pay expenditure compared to budget.

Application of and compliance with control framework
Key Financial Controls

= We confirmed procedure notes were in place for the month end processes and the procedures
were available on a shared drive for all Finance staff to access.

= We sampled three change requests and confirmed in all cases the request was appropriate
and the changes were made on the system after the request was made.

= We sampled five treasury journals and confirmed that all had been prepared by a member of
the Treasury Department and authorised by the Finance Manager.

We sampled fifteen Steria journals and noted that all had been prepared by a Management
Accountant or Accounts Assistant. Oracle did not require an authoriser in order to process a
journal therefore there was no formal sign off.

The Lead Business Partner Finance had undertaken a periodic review of the journals which
was documented on the journal control sheet.

" For a sample of three accruals and three prepayments, we confirmed that all had been
prepared by a Management Accountant. One accrual and one prepayment had been
authorised by the Lead Business Partner Finance.

" We confirmed all bank reconciliations had been completed for July, August and October 2012
and the reconciliations had been prepared by the Treasury Manager and authorised by the
Finance Manager.

g RSM Tenon
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" The four suspense accounts were viewed on Oracle and we confirmed at the time of the audit,
the accounts had zero balances.

" We confirmed all funding stream income to the General and Income bank accounts for the
period July 2012 to January 2013.

" A Debtor Requisition Form was available for review for a sample of ten invoices. The form had
been signed by both the preparer and the authoriser and agreed to the invoice.

" We sampled ten aged debtors and noted that three had not received all three letters due to
disputes regarding the amount owed being unresolved. We were advised by the Senior
Accounts Assistant that a new process to ensure debts are recovered quicker was
implemented in December 2012. Letters are now sent in weekly batches rather than in monthly
batches and the Head of Finance will review the list each month to confirm which debts should
be written off or chased.

" One write off was processed between July 2012 and January 2013. We confirmed that a
Debtors Credit Note Requisition was available for review, the requisition had been signed and
dated for authorisation by the Head of Finance and the written off debt was posted to the
general ledger in a timely manner.

Budgetary Control

" We reviewed the monthly reports on screen and confirmed these had been produced for July,
September and November 2012.

" We confirmed budget reports for October to December 2012 were uploaded onto the shared
drive.

" For a sample of three virements, we confirmed that all virements had been approved by the
Head of Finance or Lead Business Partner Finance.

" Executive summaries are prepared the end of each budget clinic which summarise what was
discussed and is used to feed into the monthly reporting pack to the Assistant Chief Officer
(Finance and Commissioning). For a sample of three areas, we confirmed that these had been
prepared for October to December 2012.

" We confirmed that the reporting pack provided to the Assistant Chief Officer (Finance and
Commissioning) and the Temporary Chief Constable included detailed budgetary information.

13 Scope of the review

To evaluate the adequacy of risk management and control within the system and the extent to which
controls have been applied, with a view to providing an opinion. When planning the audit, the
following controls for review and limitations were agreed:

Areas for consideration
Key Financial Controls

. Access controls.
" Journals and input to the nominal ledger.

= Accruals and prepayments.

= Bank reconciliation.
] Management of suspense accounts.
" Recording of income.

= Arrears management / debt enforcement.
" Month end closedown and reconciliation process.

= Production of trial balance and management information.
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Budgetary Control

14

= Reporting to budget holders.

" Virements.

= Variance analysis.

" Reporting to the Executive Team.

Limitations to the scope of the audit:

" The audit covered the period July 2012 to January 2013 inclusive.

" Testing was completed on a sample basis therefore we have not provided assurance that alll
transactions are legitimate or valid or that policies and procedures have been complied with in
all instances.

" This audit did not include payroll and expenses or purchasing and payments.

The approach taken for this audit was a System-Based Audit.

Recommendations Summary

The following tables highlight the number and categories of recommendations made. The Action
Plan at Section 2 details the specific recommendations made as well as agreed management
actions to implement them.

Recommendations made during this audit:

Our recommendations address the design and application of the control framework as follows:

Priority

Medium
Design of control framework 0 0 0
Application of control framework 0 0 0
Total 0 0 0

RSM Tenon
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The recommendations address the risks within the scope of the audit as set out below:

Priority

Medium
Access controls 0 0 0
Journals and input to the nominal ledger 0 0 0
Accruals and prepayments 0 0 0
Bank reconciliation 0 0 0
Management of suspense accounts 0 0 0
Recording of income 0 0 0

Priority

Medium
Arrears management/debt enforcement 0 0 0
Month end closedown and reconciliation 0 0 0
process
Eroductipn of trial balance and management 0 0 0
information
Reporting to budget holders 0 0 0
Virements 0 0 0
Variance analysis 0 0 0
Reporting to the Executive Team 0 0 0
Total 0 0 0

RSM Tenon
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and Cleveland Police

1.5 Additional Feedback

We have included some comparative data to benchmark the number of recommendations made, as
shown in the table below. In the past year, we have undertaken four audits of a similar nature in the

sector.
Level of Assurance Percentage of Reviews Results of this Audit
Green 100% v
Amber/Green 0%
Amber/Red 0%
Red 0%

Recommendations RUREEE n;:}:ﬁg sl Number in this audit

Recommendations made 3.5 0
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2 ACTION PLAN

The priority of the recommendations made is as follows:

Priority Description

High

Medium Recommendations are prioritised to reflect our assessment of risk associated with the control weaknesses.

Low

Suggestion These are not formal recommendations that impact our overall opinion, but used to highlight a suggestion or idea that management may want
to consider.

Ref Recommendation Categorisation Accepted Management Comment Implementation Manager

(Y/N) Date Responsible

No recommendations were made as part of this review.as part of this review.
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3 FINDINGS AND RECOMMENDATIONS

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all audit testing undertaken.

Controls (actual and/or Adequate Test Result / Implications Recommendation Categorisation

missing) Design
(yes/no)

No recommendations were made as part of this review.as part of this review.
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Putting People First

Report of the Chief Constable to the Chair and Members of the Audit Committee
21°%" March 2013

Executive & Presenting Officer: Mr Sean White, Assistant Chief Constable
(Operational Support)

Status: For information

Internal Audit Recommendations Implementation Update

1. Purpose

1.1 To provide Members with an update on progress in implementing outstanding
internal audit recommendations.

2. Recommendations

2.1  That Members note the contents of the report.

3. Reasons

3.1 In response to some concerns of previous Police Authority Members’ over the
apparent lack of progress in implementing agreed internal audit recommendations,
the Force reviewed its arrangements in this area. The Force established the Audit
and Inspection Monitoring Board (AIMB) to effectively manage, monitor and
discharge recommendations arising from internal audit and other ‘inspectorate and
audit’ functions.

3.2  Since the establishment of the AIMB our internal auditors have undertaken a
‘Follow Up Review’ where they assess the Force’s progress in implementing agreed
internal audit recommendations. Members will recall receiving this report at their
last meeting of the Audit Committee on 1% February. The conclusion of the report
was that we had “... demonstrated good progress in implementing actions agreed
to address internal audit recommendations.”

3.3 The last meeting of the AIMB was held on 21% January and this meeting actively
reviewed progress, holding individual implementation managers to account. 28
recommendations were reviewed and 6 were discharged as being fully
implemented. There are 22 actions outstanding, and it is anticipated that a further
5 will be discharged at the next meeting on 29™ April.





3.4

3.5

4.1

4.2

4.3

4.4

4.5

5.1

The schedule of outstanding recommendations has been updated and is attached at
Appendix 1, including latest status reports from action owners.

It can be seen that significant and positive progress has been made since the
establishment of the AIMB which will continue to meet on a quarterly basis between
scheduled meetings of the Audit Committee.

Implications

Finance
There are no known financial implications at the present time. However, as the
process progresses the financial implications will be continually reviewed.

Diversity & Equal Opportunities
There are no diversity or equal opportunities implications arising from the content
of this report.

Human Rights Act
There are no Human Rights Act implications arising from the content of this report.

Sustainability
It is important that the Force responds positively and effectively to the

recommendations of internal and external audit and inspection bodies. Visibility in
the good governance of this proves equally important.

Risk

Risk management and service continuity planning are key building blocks in
ensuring the sustainable delivery of services and delivery of Policing Priorities
through the effective identification and management of the principal risks to the
delivery of corporate objectives.

Conclusion

A robust and effective process for taking the recommendations forward is
established and working effectively. Members will continue to receive updates on
progress in implementing outstanding internal audit recommendations at alternate
meetings of the Audit Committee.

Jacqui Cheer
Chief Constable
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Presented and written by: Michael Porter

Status: For Decision

Annual Governance Statement

1

1.1

1.2

1.3

Purpose

Authorities, including Police and Crime Commissioners, are required to prepare
an Annual Governance Statement (AGS). Though the statement is published
within the Annual Statement of Accounts, it should be considered and agreed
as a separate document as it is about all corporate controls and not confined
to financial issues. Guidance from CIPFA envisages that the statement is
reviewed by a Member group during the year (rather than just at year end) as
an integral and indeed critical component of the review process.

The Joint Audit Committee has been tasked with ‘Considering the Annual
Governance Statement for publication with the annual accounts, together with
associated action plans for addressing areas of improvement and advising the
PCC as appropriate’.

The purpose of this report is to bring forward a draft of the 2012/2013 Annual
Governance Statement for the PCC and secondly seek Member input into the
document and any Governance Issues that they believe need development
during 2013-14.
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2.1

2.2

2.3

3.1

3.2

3.3

3.4

3.5

4.1

4.2

4.3

Recommendations
Members are asked to:

Agree the draft of the 2012/2013 PCC Annual Governance Statement for
further progression as per Appendix A.

Consider any further contents or amendments to the Statement.

Consider any area of Governance Issues that they believe need further
development during 2013-14 and therefore inclusion in the final Statement.

Reasons

The Joint Audit Committee has been tasked with ‘Considering the Annual
Governance Statement for publication with the annual accounts, together with
associated action plans for addressing areas of improvement and advising the
PCC as appropriate’

The document is how progressing towards completion and will be available for
final review at the Committee’s next meeting in June, before final acceptance
at a meeting of the Chair and Vice Chair of this Committee with the PCC prior
to the end of June 2013.

The statement will be completed having reviewed the Annual Report from
Internal Audit, taking into account the results of the final Internal Audit
Reports for the 2012/13 financial year and also any comments from Members
of this Committee.

With that in mind Members are asked for any comments and feedback on the
current contents of the Annual Governance Statement that is attached at
appendix A so that these can be incorporated into the final document.

Members’ attention is also brought to the facts that at this stage the
‘Significant Governance Issues’ section has not yet been completed. Members
are therefore asked to identify any areas where they believe there are either
Significant Governance Issues or those that they believe needed to be further
developed during 2012-13.

Risks

Publication and approval of the Annual Governance Statement is a mandatory
requirement. Failure to achieve this would undermine the PCC’s progress in
promoting corporate governance and driving up performance.

The PCC could also expose itself to risk to its reputation if the External Auditor
concluded that proper practices were not being followed in preparing the AGS,
and commented on this in a public report.

The arrangements set out in this report mitigate these risks.
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5.1

Conclusions

The purpose of the Annual Governance Statement process is to provide a
continuous review of the effectiveness of an organisation’s governance
arrangements including internal control and risk management systems. This is
intended to give assurance on their effectiveness or otherwise leading to an
action plan to address identified weaknesses.

Ed Chicken
PCCs Chief of Staff
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Annual Governance Statement

During 2012/13 Cleveland Police Authority (CPA) was abolished and replaced
by the Office of the Police and Crime Commissioner for Cleveland (OPCCC).
This annual governance statement reflects both the governance framework in
place up until November 21 2012 when the CPA was abolished and the new
governance framework put in place for the PCC for the year ended 31 March
2013 including plans for the financial year 2013-14.

Scope of Responsibility
The OPCCC is responsible for ensuring its business is conducted in accordance

with the law and proper standards, and that public money is safeguarded,
properly accounted for, and used economically, efficiently and effectively. The
OPCCC also has a duty under the Local Government Act 1999 to make
arrangements to secure continuous improvement in the way its functions are
exercised, having regard to a combination of economy, efficiency and
effectiveness.

In discharging this overall responsibility, the OPCCC is also responsible for
putting in place proper arrangements for the governance of its affairs and
facilitating the exercise of its functions, which includes ensuring a sound
system of internal control is maintained through the year and that
arrangements are in place for the management of risk. In exercising this
responsibility, the OPCCC places reliance on the Chief Constable of Cleveland
Police to support the governance and risk management processes.

On election to office the PCC for Cleveland approved the constituent parts of
the governance arrangements that were to be adhered to, these included:
e Scheme of delegation
Financial Regulations
Contract Standing Orders
Anti Fraud and Corruption Strategy
Whistle-blowing Policy
Decision Making Protocol

The OPCCC is currently reviewing the need for incorporating all of these
documents into an overarching code of corporate governance to ensure it
reflects the new governance arrangements and so that all documents are





captured in one place. The code, as with the current arrangements, will be
consistent with the principles of the CIPFA/SOLACE Framework: Delivering
Good Governance in Local Government.

Copies of the above documents are available on our website at
www.cleveland.pcc.police.uk or can be obtained from the Office of the PCC,
Police HQ, Ladgate Lane, Middlesbrough, TS8 9EH.

This statement explains how the OPCCC has complied with the code and also
meets the requirements of regulation 4(2) of the Accounts and Audit 2011
(England) Regulations in relation to the publication of a statement on internal
control.

In drafting the OPCCC Annual Governance Statement reliance has been
placed on the governance processes within Cleveland Police (CP), as reflected
in the CP Annual Governance Statement which is published alongside the
accounts of the PCC.

The Purpose of the Governance Framework
The governance framework comprises the systems and processes, and culture

and values by which the OPCCC is directed and controlled and its activities
through which it accounts to and engages with the community. It enables the
OPCCC to monitor the achievement of its strategic objectives and to consider
whether these objectives have led to the delivery of appropriate, cost
effective services, including achieving value for money.

The system of internal control is a significant part of that framework and is
designed to manage risk to a reasonable and foreseeable level. It cannot
eliminate all risk of failure to achieve policies, aims and objectives; it can
therefore only provide reasonable and not absolute assurance of
effectiveness. The system of internal control is based on an ongoing process
designed to identify and prioritise the risks to the achievement of the OPCCC’s
policies, aims and objectives, to evaluate the likelihood of those risks being
realised and the impact should they be realised, and to manage them
effectively, efficiently and economically.

The Governance Framework

The Good Governance standard for public services set out the 6 good
governance core principles. The key elements of the systems and processes
that comprise the governance arrangements that have been put in place for
the OPCCC and how they adhere to these 6 principles are set out below:

1. Focusing upon the purpose of the PCC, and on outcomes for
local people, and creating a vision for the local area.

Under the previous statutory arrangements, Cleveland Police Authority
(CPA) members were responsible for the vision, strategic direction and
priorities for the Authority and were advised by the senior management





team who also advised and supported members in influencing and
shaping the strategic direction and priorities for the policing of Cleveland.
In addition relevant panels met regularly to consider the strategic
direction, plans and progress, and review specific policy areas of the
CPA.

The PCC has made his commitments and objectives for policing clear in
his manifesto and in his Police and Crime Plan which has been widely
consulted upon. The Police and Crime Plan will be finalised by the end of
March 2013 indicating how the PCC will take these forward. The plan
also pays due regard to the Strategic Policing requirement.

The PCC has also developed action plans to support the delivery of the
objectives set out within the Police and Crime Plan which have an
allocated owner within both the Office of the PCC and within the Police
Force. In addition to this the PCC is developing a business plan for the
Office  which will describe the mechanism for monitoring the
implementation of the PCC's strategic objectives together with defining
activities that are routine business, i.e. fulfilling the legal obligations of
the PCC, and will be delivered in parallel to the developmental work.

The PCC has clear contact details on the website for members of the
public to raise issues or concerns with him. A process is in place to
respond to them therefore aiding the focus on outcomes for local people.
The PCC has begun a process of visiting every neighbourhood ward
within Cleveland in order to understand their specific needs which will
aid in creating a vision for the local area.

Working together to achieve a common purpose with clearly
defined functions and roles

The roles and responsibilities of each of CPA’s Panels were clearly
defined in their individual terms of reference, and included arrangements
for challenging and reviewing the Force's activity. The CPA’s Standing
Orders, provided for the delegation of CPA functions and decision
making to panels and senior officers and included a scheme of
delegation that set out those decisions that the CPA had delegated to its
officers and the Chief Constable.

The CPA also had in place a statement of members’ role, responsibilities
and expectations which increased members’ awareness of their roles and
responsibilities, thereby improving their effectiveness.

The governance arrangements for the OPCCC have been developed in
line with the 2011 Police Reform and Social Responsibility Act (PRSRA),
statutory Policing Protocol, Home Office Financial Management Code of
Practice (FMCP) and existing guidance on financial and governance
matters which continue to apply. A scheme of delegation, financial





regulations and contract regulations has been developed in accordance
with the FMCP to enable effective accountability and to govern the
relationship between the OPCCC and Cleveland Police. There is a
decision making framework which ensures that all OPCCC decisions are
published and available for public scrutiny.

There are agreed terms of reference for the Joint Audit Committee and
also agreed role profiles for the Chair, Vice Chair and Members of the
Committee.

Promoting the values for the PCC and Force and demonstrating
the values of good governance through upholding high
standards of conduct and behaviour

CPA members were bound by the statutory Code of Conduct that formed
part of Standing Orders, and the Standards Committee was responsible
for ensuring that members were aware of their responsibilities under the
code and received guidance on ethical standards and behaviour.

The CPA also had in place a set of Standards which were designed to
help all officers build positive working relationships, ensure high
performance, and to help in challenging bad behaviour.

Following the creation of the OPCCC the PCC has signed up to a Code of
Conduct that incorporates the 7 Nolan principles relating to Public Life.
In addition to this the Members of the Audit Committee have also signed
up to a similar Code of Conduct. A Code of Conduct has also been
agreed for the staff of the Office of the PCC setting out what is expected
from them in terms of their conduct.

The PCC has approved and adopted a policy on anti-fraud and corruption
which clearly sets out the anti-fraud and corruption procedures which
will be operated by the PCC for the Cleveland Police area. The anti-fraud
and corruption policy is designed to encourage prevention, promote
detection and identify a clear pathway for investigation of fraudulent
and/or corrupt activities or behaviour

Taking informed and transparent decisions, which are subject to
scrutiny and managing risk

The CPA’s decision making process was clearly defined in standing
orders and supporting financial and contract regulations. These were
reviewed on an annual basis as part of the review of the Code of
Corporate Governance to ensure they were fit for purpose.

These have now been replaced by the OPCCC's governance framework,
and will continue to be reviewed on an annual basis.





The Audit and Internal Control Panel was responsible for risk
management activity within the CPA and Cleveland Police, ensuring that
risk management processes and programmes operated effectively. The
joint PCC and Cleveland Police Audit Committee have now taken on this
responsibility, and continue to receive reports on risk management. The
OPCCC has continued to use the risk management policy and framework
that was previously used within CPA.

Under the previous CPA governance arrangements the Audit and Internal
Control Panel provided the core functions of an Audit Committee and in
line with CIPFA guidance considered issues relating to internal control,
risk management and financial reporting. The Panel also provided a
forum to discuss areas of concern raised either by internal or external
audit.

The Panel has now been replaced by a joint PCC/Force Audit Committee
which is responsible for enhancing public trust and confidence in the
governance of the Office of the PCC and Cleveland Police. It also assists
the PCC in discharging statutory responsibilities in holding the Police
Force to account.

The Committee is being served by 5 independent Members who were
jointly appointed after the roles were advertised and interviews had
taken place.

The CPA and now the OPCCC have a duty to ensure that it acts in
accordance with the law and various regulations. Under the CPA this
responsibility was fulfilled through standing orders and supporting
policies and procedures were produced to ensure officers, within CPA
and the Force understood their responsibilities. These have now been
replaced by the OPCCC governance framework.

Compliance with them was and will continue to be reviewed. The role of
the Monitoring Officer was formally the responsibility of the CPA’s Chief
Executive and is now the responsibility of PCC’s Chief of Staff.

The PCC has adopted a clear decision making policy that requires
oversight by both of the statutory officers with his office, ie the
Monitoring Officer and the Chief Finance Officer, before they are signed
this ensures that both legal and financial implications are clearly stated
before any decision is made. All decisions made by the PCC are formally
recorded and made available on the PCC’s website for public information
and scrutiny. A report listing all decisions made by the PCC is also
provided to the Police and Crime Panel for their scrutiny.

A forward plan of decisions expected to be made by the PCC has been
developed but will need to be embedded and developed over the coming
months.





As part of the CPA arrangements the Head of Internal Audit provided
management with an objective assessment of the adequacy and
effectiveness of internal control, risk management and governance
arrangements and where appropriate making recommendations for
improvement. This will continue to occur but in accordance with the new
statutory arrangements these assessments and recommendations will be
in relation to the effectiveness of the OPCCC’s and the Police Force’s
systems separately. This statement reflects the views in relation to the
OPCCC's system of internal control.

Developing the capacity and capability of all to be effective in
their roles

The Office of the CPA implemented a restructure of the Office so that
staff roles were realigned to support the transition from the Police
Authority governance arrangements to those required under a PCC. A
significant amount of time and development was allocated to ensuring
that Officers of the Authority had access to the necessary seminars and
training events to ensure that they were given the tools to succeed in
their new roles and so they could support and help the transition to the
new organisation and governance structures that came into effect with
the election of the Police and Crime Commissioner in November 2012.

Under the CPA Member annual reviews were undertaken and personal
objectives set. The objectives considered the role individual members
played within the Authority and also the more corporate role with
generic objectives. The reviews also considered training had been
undertaken.

Engaging with local people and other stakeholders to ensure
robust public accountability

The Authority had in place a Consultation Strategy that was updated and
developed regularly, the overarching aim of which was to engage with all
sections of the community so that the Authority could continue to
improve on the services it provided. The Operational Policing Panel had
the responsibility to ‘review and hold the Force to account for its
consultation and engagement with the public and partners and in
particular how the views of the local people and the priorities of other
agencies were taken into account’

Research was done via telephone regarding public confidence levels on
behalf of the Authority (and now on behalf of the PCC). The survey is
conducted on a monthly basis and reported on the Authority, now PCC,
and Force websites. If results indicate an area of particular issue then
further consultation is arranged in this area to explore the matter in
greater depth.





Neighbourhood Police Teams hold regular public meetings allowing the
local communities to influence the policing priorities that their teams will
focus on.

Face the People Sessions took place where senior members of the
Community Safety Partnerships, including BCU commanders and Police
Authority Members, met with the public to hear their issues and let them
know about action they have taken, or will take, to address them.

The PCC and Force have a joint Consultation and Engagement strategy
in place which sets out how they will seek the views and opinions of
others to gain a broader understanding of the needs and experiences
affecting people. By listening to people’s views through effective
dialogue the PCC and Force can make better informed decisions to help
meet community expectations.

Within the limited time available from the election of the PCC to having
to produce a Police and Crime Plan the PCC under took an online
consultation on the Executive Summary of the Plan with members of the
public through the PCC website. In addition to this representatives from
partnership organisations took part in a consultation event focused on
the full draft Police and Crime Plan.

The feedback from both of these areas has informed the final Police and
Crime Plan which has been presented to the Police and Crime Panel in
line with legislative requirements.

The PCC is heavily engaged with many strategic partnership groups such
as IAG’s, Youth Services Strategic Planning group, Teesside Victims
Strategic Planning Group. All of whom had a chance to comment on the
development of the Police and Crime Plan.

Going forward quarterly reports covering the consultation under taken by
both the PCC and Force will be produced covering all aspects of
consultation such as Your Force Your Voice, Local Public Confidence,
User Satisfaction, Control Room call backs and Crime Survey for England
and Wales. These updates will feed into the strategic planning cycle to
ensure that the views of those consulted continue to influence the
strategic delivery of the PCC priorities.

Review of effectiveness
The OPCCC has responsibility for conducting, at least annually, a review of
the effectiveness of the governance framework, including:-

e The system of internal audit
e The system of internal control
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The governance framework within the OPCCC has been reviewed, and
continues to be reviewed for its effectiveness by both the PCCs Chief of Staff
and Chief Finance Officer. This will be further informed by both an Internal
Audit review that is looking at the governance arrangements post the election
of the PCC and the work of the External Audit over the coming months.

The roles and processes applied in maintaining and reviewing the
effectiveness of the governance framework are outlined below: -

CPA/OPCCC

The CPA and now OPCCC has overall responsibility for the discharge of all the
powers and duties placed on it and has a statutory duty to ‘maintain an
efficient and effective police force’. The review and maintenance of the
governance framework was previously undertaken by the CPA’s Audit and
Internal Control Panel who referred reports to the CPA’s Full Authority when it
was felt necessary. The joint OPCCC/Police Force audit committee has now
taken on this responsibility and will continue to discuss the majority of
governance issues, referring reports to the PCC when it is felt necessary.

Cleveland Police

The Chief Constable has responsibility for conducting a review of the
effectiveness of the governance framework within the Force at least annually.
This review is informed by the work of the Assistant Chief Officer, Head of
Internal Audit and the Risk and Assurance managers within the Force who
have responsibility for the development and maintenance of the governance
environment. In preparing the Annual Governance Statement for 2012/13 the
officers of the OPCCC have placed reliance on this review and the Force’s
resulting Annual Governance Statement.

Audit and Internal Control Panel/ Joint Audit Committee

The CPA had delegated responsibility for reviewing and maintaining the
effectiveness of the governance framework to the Audit and Internal Control
Panel, with the Panel receiving regular reports on governance issues at its
meetings.

The Panel has now been replaced by the PCC/Cleveland Police joint Audit
Committee and will continue to receive regular reports on governance issues.
This will include the review of the Annual Governance Statement for inclusion
in the Annual Statement of Accounts and update reports on progress made in
addressing significant governance issues included in it.

Head of Internal Audit

In maintaining and reviewing the governance framework, the PCC Chief
Finance Officer places reliance on the work undertaken by Internal Audit and
in particular, the Head of Internal Audits independent opinion on the
adequacy and effectiveness of the system of internal control. For 2012/13 the
Head of Internal Audit is of the opinion, taking into account all available
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evidence that the OPCCC and Cleveland Police internal control environments

External Audit

External Audit are an essential element in ensuring public accountability and
stewardship of public resources and the corporate governance of the OPCCC's
services, with their annual letter particularly providing comment on financial
aspects of corporate governance, performance management and other
reports.

In addition to the above other review/assurance mechanisms such as Her
Majesty's Inspectorate of Constabulary who are charged with promoting the
effectiveness and efficiency of policing, improving performance and sharing
good practice nationally and the Health and Safety Inspectorate are also
relied upon.

Significant Governance Issues

The following matters are to be considered significant:

In addition to the Significant Governance issues there are also some areas
which require further/continued focus:

e Look to develop a policy for the Office of the PCC for responding to
correspondence with the public.

e Embed and develop the forward decision plan of the PCC.

e Develop an overarching Code of Corporate Governance which is then
reviewed at least annually.

We propose over the coming year to take steps to address the above matters
to enhance our governance arrangements further. We are satisfied that these
steps will address the need for improvements that were identified in our
review of effectiveness and will monitor their implementation and operation
as part of our next annual review.

Signed:
Barry Coppinger Ed Chicken
Police and Crime Commissioner for Cleveland PCC Chief of Staff
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PRESENT:

OFFICIALS:

JOINT CLEVELAND AUDIT COMMITTEE

A meeting of Joint Cleveland Audit Committee was held on Friday 1° February 2013 in
the Police and Crime Commissioner (PCC) Conference Room at Police Headquarters.

Mrs Ann O’Hanlon (Chair), Mr Aslam Hanif, Mr Roman Pronyszyn and Mr Gerard Walsh

Mr Michael Porter and Mr John Bage (Chief of Staff)

Mrs Ann Hall, Mr Sean White, Mr Martin Campbell, Ms Joanne Monkman and Miss Kate
Rowntree (Chief Constable)

Mr lan Wallace (Internal Audit), Mrs Gill Gittins and Mr Mark Kirkham (Mazars)

APOLOGIES FOR ABSENCE

Apologies for absence were received from Mr Stan Irwin.

DECLARATIONS OF INTERESTS

There were no declarations of interests.

JOINT AUDIT COMMITTEE TERMS OF REFERENCE & MEETING SCHEDULE
The PCCs Chief Finance Officer informed Members that the purpose of the report was
to seek agreement from Members in relation to the Terms of Reference of the
meeting and to inform Members of the proposed meeting dates for 2013.

Members were informed that as a newly established committee it was essential that
the terms of reference and the framework within which the Committee will work are
clearly established before any business is conducted.

In addition to the terms of reference for this committee, details of what will be
considered quorum for the meeting and also how the committee will deal with access

for the public has been set out and were attached at Appendix A to the report.

Members considered that areas of the terms of reference should be more aligned to
the Risk Register.

The PCCs Chief Finance Officer to circulate a form of amended words for
consideration.

ORDERED that;

1. the terms of reference for the committee as at Appendix A to the report, this
included details on public access to the meetings and also what will be
deemed as Quorum for the meeting be agreed.

2. the meeting dates and times for this Committee for 2013 be agreed.
AUDIT COMMITTEE MEMBERS CODE OF CONDUCT
The Chair informed members that the purpose of the report was to seek agreement
from Members in relation to signing up to the Audit Committee Members Code of

Conduct as attached at Appendix 1 of the report.

Members were reminded that after discussion at the Audit Committee Induction
Session on 14 January 2013, it was felt that Members should sign up to a Code of
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Conduct to allow a clear framework within which Members are expected to conduct
themselves when on Cleveland Audit Committee Business.

The Code of Conduct included the provision for the declaring of Personal Interests,
Registration of Financial and other Interests and Registration of Gifts and Hospitality.
Any changes to the above declarations should be routed through the PCC Monitoring
Officer/ Deputy Monitoring Officer.

The Chair informed Members that the Police and Crime Panel have signed up to a
Code of Conduct and queried if a copy could be placed on record at Police HQ.

The PCCs Chief Finance Officer informed Members that the Audit Committee did not
have direct oversight of the Police and Crime Panel and would make enquiries.

ORDERED that;

1. Members sign up to the Audit Committee Members Code of Conduct as
attached at Appendix 1 to the report be agreed.

CIVIL CLAIM STATISTICS

The Assistant Chief Constable (Ops Support) informed Members that the report
covered the period 1% April 2012 to 31% December 2012 and its purpose was to
advise Members of the number and types of civil claims against the Force received
during that period, the amount paid out for those claims finalised during the period
and the amount recovered.

Members were informed that the report showed where the Force is vulnerable to
claims for their policing activity. As an example the ACC (Ops Support) informed
members that there are roughly 900 calls to the police each day which included over
150 which are classified as a zero priority which require immediate responses, usually
by use of motor vehicles.

The Legal Advisor took Members through the report and covered the areas of;
e Number & Types of Claims Received

Numbers of Claims Finalised & Results

Sums Paid Out On Finalised Cases

Uninsured Loss Recovery

Occupational Sick Pay Recovery

At a strategic level the Force takes its ‘risk’ around civil litigation very seriously and
works tirelessly to ensure that liability is reduced wherever possible and that the
‘lessons learnt’ from finalised cases are integrated into operational and organisational
planning and delivery.

ORDERED that;

1. an 18.27% decrease in the number of claims received when compared with
the same period last year be noted.

2. a 28.18% decrease in the number of claims finalised when compared with the

same period last year be noted.

3. an increase in the number of successfully defended cases, 67.09% of cases
finalised during the period were successfully defended, which is to be
compared with 53.64% successfully defended during the same period last
year be noted.

-2-

PCC CFO





4. a decrease in the overall sum paid out, the 26 cases settled during the period
cost the Force £264,310. This is to be compared with the 51 cases settled
during the same period last year at a cost of £386,456 be noted.

5. Middlesbrough is the area with most claims be noted.
COMPLAINTS AGAINST POLICE

The Head of Professional Standards gave Members a brief overview of how the
complaint systems for police are managed. Members were informed that guidelines
are formulated from;

e Police Reform Act 2003

e Police Conduct Regulations 2012

o Home Office Guidelines

e |PCC Guidelines
and informed Members that the process of complaints handling is heavily regulated.

The Head of Professional Standards took Members through the report; he advised
that there had been an increase in the number of cases and complaints during the
reporting period. Lessons continue to be learnt from the complaints raised which are
identified in the report.

Members queried how we compared with our neighboring Forces.

The Head of Professional Standards informed Members that the Force is compared
with their family of Forces, however comparisons are unclear as Cleveland record
every complaint, even complaints that appear to be insignificant, where as some
Forces carry out interviews prior to recording some complaints, thus reducing some
incidents that otherwise would have been recorded.

ORDERED that;
1. the content of the report be noted.
CONTRACT STANDING ORDER 9 — EXCEPTIONAL SITUATIONS

The Assistant Chief Officer Finance & Commissioning (ACO F+C) informed Members
that Contract Standing Orders state that “Utilisation of Contract Standing Order 9 or
failure to follow contract standing orders shall be reported by the Chief Financial
Officer of the Chief Constable to the Audit Committee”. The purpose of the report is
to advise the Audit Committee on the use of Contract Standing Order 9 during the
period July to December 2012.

Members were informed that Contract Standing Orders reflect both the policies of the
Office of the Police & Crime Commissioner for Cleveland and the requirements of
current legislation. Their purpose is to provide help and guidance to all members of
staff who are involved in supplier negotiations for the provision of goods and services.
They are mandatory and as such must be complied with at all times.

The ACO F+C informed Members that Contract Standing Order 9 stated that
“Exceptional situations are those created by external actions and events over which
the Force has no control but has an obligation to respond.”

The details of the exceptional situations listed in Appendix 1 to the report, not only
comply with the process detailed in Contract Standing Order 9 but represent the
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Force’s ongoing commitment to greater efficiency and effectiveness.

Members queried why there was a need to extend the BT contract as the Force had a
five year contract which would facilitate a planned change

The ACO F+C informed Members that Steria had submitted a business case to replace
the existing structure with a more flexible solution to better meet operational need
and to ensure conformance with the Cabinets Office National Public Services Network
requirements from November 2013. The extension to contract allowed Steria further
time to develop the business case.

ORDERED that;
1. the exceptional situations detailed in Appendix 1 to the report be noted.
AMENDED SCHEME OF DELEGATION

The Governance and Policy Development Officer informed Members that the purpose
of this report is to advise Members of the Audit Committee of a recent change made
to the Scheme of Delegation at Appendix 1 to the report.

Members were informed that Section 18(7) of the Police Reform and Social
Responsibility Act states that the Commissioner may appoint any officer to carry out
any function, with the exception of certain tasks which are listed in the Scheme of
Delegation.

The amended Scheme of Delegation at Appendix 1 to the report now reflects the
functions that refer to the Cleveland Office for Policing and Crime (and other areas),
as oppose to the Mayors Office for Policing and Crime.

ORDERED that;

1. the changes highlighted in the Scheme of Delegation at Appendix 1 to the
report, which included amendments to the items that must be undertaken by
the Commissioner be noted.

OFFICE OF THE POLICE AND CRIME COMMISSIONER RISK REGISTER

The PCCs Chief Finance Officer informed Members that the purpose of the report was
to provide Members with the opportunity to review the PCC Risk Register, formulated
following the creation of the Office of the Police and Crime Commissioner in
November 2012.

The ownership of the Risk Register had been transferred to the Audit Committee from
the Police Authority. Updates and developments will continue to be discussed and
agreed at future Audit Committee meetings.

The PCCs Chief Finance Officer informed Members that at a future meeting Members
will be provided with a description of the benefits of the 4R/sk software system,
developed by the Force and Internal Auditors RSM Tenon.

Members were then taken through the risk register.

Members considered all the risks in the register and agreed that all risks including
those indicating green and yellow be kept in and reported too.

Members queried regarding the £2m additional funding and the effect of the damping
-4 -
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mechanism upon it.

The PCCs Chief Finance Officer informed Members that there is to be a review in
formulae funding in 2 / 3 years time and that this will be debated before any decision
is made.

Members queried regarding actions 5, 6, 7 and 8 and asked if the Offices were
content with the residual risk.

The PCCs Chief Finance Officer informed Members that these are being reviewed with
the Police and Crime Commissioner.

The Chair informed that she was content with the format of the report.
ORDERED that;

1. the Risk Register at Appendix 1 to the report be noted.
CASH COLLECTIONS AND PETTY CASH

The Internal Auditor informed Members that the purpose of the report was to inform
that an Audit of Cash Collection and Petty Cash at Steria and Headquarters was
undertaken as part of the approved internal audit periodic plan for 2012/13.

Income received is a vulnerable asset which can be misappropriated if not effectively
controlled.

Effective controls over cash collection and banking systems are necessary to ensure
that all income due to or held by Cleveland Police is identified, collected, receipted
and banked completely and promptly. Such controls not only protect the resources of
the Force and the Authority, but also the staff involved in the process.

The Internal Auditor informed Members that taking account of the issues identified,
the Commissioner can take reasonable assurance that the controls upon which the
organisation relies to manage this area are suitably designed, consistently applied and
effective. However Internal Audit had identified issues that, if not addressed, increase
the likelihood of risk materialising in such areas.

ORDERED that;
1. the content of the report be noted.
FOLLOW UP REVIEW

The Internal Auditor informed Members that as part of the approved internal audit
periodic plan for 2012/13 they had undertaken a review to follow up progress made
by Cleveland Police Authority to implement previous internal audit recommendations.
Recommendations with dates for implementation not yet due will be followed up at a
future meeting.

The audits considered as part of the follow up review were:

Succession Planning;

Futures Working Team and Efficiency Savings;

Data Protection Act 1998: Compliance Arrangements;

Corporate Credit Cards;

Network Security;

Data Quality/ Data Accuracy Follow Up

Follow Up
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The 11 recommendations considered in the review comprised of two ‘high’ and nine
‘medium’ recommendations. The focus of the review was to provide assurance that
all high and medium priority recommendations previously made had been adequately
implemented.

Members were informed that taking account of the issues identified in the remainder
of the report and in line with their definitions set out in Appendix A to the report, in
their opinion Cleveland Police Authority had demonstrated good progress in
implementing actions agreed to address internal audit recommendations.

ORDERED that;
1. the content of the report be noted.
INTERNAL AUDIT PROGRESS REPORT

The Internal Auditor informed Members that the internal audit plan for 2012/13 was
approved by the Audit and Internal Control Panel on 12 June 2012. The report
presented to Members provided an update on progress against that plan and
summarised the results of their work to date.

The Chair expressed concern that the completion dates itemized within the report are
clustered towards year end and sought assurance that they would be completed
within time.

The Internal Auditor assured Members that staff were focused on these tasks and
they would be completed.

ORDERED that;
1. the content of the report be noted.
EXCLUSION OF PRESS AND PUBLIC

ORDERED that pursuant to the Local Government Act 1972 the press and public be
excluded from the meeting under Paragraph 7 of Part 1 of Schedule 12A to the Act.

STRATEGIC RISK MANAGEMENT & SERVICE CONTINUITY PLANNING

The Assistant Chief Constable (Ops Support) informed Members that the purpose of
the report was to provide Members with an update on progress in developing a risk
management culture within the Force and preparing and testing robust service
continuity plans.

The Force is taking an integrated approach to embedding risk management and
service continuity planning within the Force. The programme is progressing on a
systematic basis with the intention of developing and testing robust service continuity
plans and further embedding a risk management culture.

Members queried why on some occasions the inherent and residual risks were the
same.

The Assistant Chief Constable (Ops Support) informed members that the register is
refreshed every second meeting and these are looked at, at this stage.

-6-
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OREDERED that;
1. the content of the report be noted.
CONTRACT STANDING ORDER 9 — EXCEPTIONAL SITUATIONS

The Assistant Chief Officer Finance & Commissioning (ACO F+C) informed Members
that Contract Standing Orders stated that “Utilisation of Contract Standing Order 9 or
failure to follow contract standing orders shall be reported by the Chief Financial
Officer of the Chief Constable to the Audit Committee”. The purpose of the report is to
advise the Audit Committee on the use of Contract Standing Order 9 during the period
July to December 2012.

Members were informed that the report covered the purchase of some sensitive
operational equipment and services which are used in relation to “... any action taken
or to be taken in connection with the prevention, investigation or prosecution of
crime” as defined by 7 of part 1 of schedule 12A of the Local Government Act 1972.

The details of the exceptional situations listed in Appendix 1 to the report not only
comply with the process detailed in Contract Standing Order 9 but represent the
Force’s ongoing commitment to greater efficiency and effectiveness.

ORDERED that;

1. the exceptional situations detailed in Appendix 1 to the report be noted.





		APOLOGIES FOR ABSENCE

		DECLARATIONS OF INTERESTS

		Members were informed that as a newly established committee it was essential that the terms of reference and the framework within which the Committee will work are clearly established before any business is conducted.

		Members considered that areas of the terms of reference should be more aligned to the Risk Register.

		The PCCs Chief Finance Officer to circulate a form of amended words for consideration.

		ORDERED that;

		The Chair informed Members that the Police and Crime Panel have signed up to a Code of Conduct and queried if a copy could be placed on record at Police HQ.

		The PCCs Chief Finance Officer informed Members that the Audit Committee did not have direct oversight of the Police and Crime Panel and would make enquiries.

		ORDERED that;
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Annual Governance Statement 2012/13

1. Purpose

1.1  Following the introduction of the Police Reform and Social Responsibility Act 2011
Chief Constables are now required to prepare an Annual Governance Statement
(AGS) separate to that of the Police and Crime Commissioner.

1.2  Though the statement is published within the Annual Statement of Accounts, it
should be considered and agreed as a separate document as it is about all
organisational controls and is not confined to financial issues.

1.3  The Audit Committee has been tasked with considering the AGS for publication with
the annual accounts.

2. Recommendations

2.1 It is recommended that Members consider the draft 2012/13 Annual Governance
Statement.

2.2 It is recommended that Members consider any further content or amendments to
the Statement.

2.3 Itis recommended that Members consider any governance issues that they believe
need further development during 2013/14 and including in the final Statement.

3. Reasons

3.1 A draft Annual Governance Statement is attached at Appendix A. The final

document will be available for review and agreement at the Audit Committee
meeting in June along with the Statement of Accounts.





3.2

3.3

3.4

4.1

4.2

4.3

4.4

4.5

5.1

The final part of the statement will be completed having reviewed the Annual
Report from Internal Audit, and taking into account the results of the final Internal
Audit Reports for the 2012/13 financial year.

Members are asked for any comments and feedback on the draft Annual
Governance Statement so that these can be included in the final statement.

Members are also asked to consider the ‘Significant Governance Issues’ section in
the Statement which is yet to be completed. Members are requested to identify any
areas where they believe there are either significant governance issues to be
addressed, or areas that need to be further developed during 2013/14.

Implications

Finance
There are no financial implications arsing from the content of this report.

Diversity and Equal Opportunities
There are no diversity or equal opportunity implications arising from the content of
this report.

Human Rights Act
There are no Human Rights Act implications arising from the content of this report

Sustainability
There are no sustainability implications arising from this report.

Risk
There are no risk implications arising from the content of this report.

Conclusions

The Annual Governance Statement provides a review of the effectiveness of the
organisation’s governance arrangements including internal control and risk
management systems. The Statement gives assurance on the effectiveness or
otherwise of these systems resulting in an action plan to address any identified
areas of weaknesses.

Jacqui Cheer
Chief Constable
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Civil Claims Statistics

1.1

2.1

2.2

2.3

2.4

2.5

3.1

Purpose

This is a report covering the period 1% April 2012 to 28™ February 2013 and its
purpose is to advise Members of the number and types of civil claims against the
Force received during the period, the amount paid out for those claims finalised
during the period, and the amount recovered. There is also a comparison between
the Service Units.

Recommendations

Members should note that:

There has been a 21.95% decrease in the number of claims received when
compared with the same period last year. Public Liability is the leading category.

There has been a 22.30% decrease in the number of claims finalised when
compared with the same period last year.

There has been an increase in the number of successfully defended cases. 65.74%
of cases finalised during the period were successfully defended, which is to be
compared with 54.68% successfully defended during the same period last year.
There has been a decrease in the overall sum paid out. The 37 cases settled during
the period cost the Force £311,626. This is to be compared with the 63 cases
settled during the same period last year at a cost of £474,540.

Middlesbrough is the area with most claims.

Reasons

The decrease in the number of claims received is not statistically significant as the
figures will always fluctuate.





3.2  The decrease in the number of cases finalised is largely out of the control of Legal
Services as the Claimant will determine when a claim is withdrawn or when
evidence in support of losses is provided.

3.3 The increase in the number of cases successfully defended is not statistically
significant as the figures will always fluctuate, albeit, based upon appropriate legal
advice the Force will always seek to robustly defend actions (when it is right and
appropriate to do so).

3.4  The decrease in the overall sum paid out is not statistically significant as the figures
will always fluctuate. The decrease in the sums paid out for motor liability claims is
due to the fact 3 large motor claims were finalised during the same period last
year. The increase in the sums paid out for public liability claims is due to the fact
three large public liability claims were finalised during the period.

3.5 Number & Types of Claims Received

There were 96 claims received during the period which is a decrease of 27 on last
year’s figure of 123. Members should note that the claims received in the period
may relate to incidents which occurred up to six years previously. Legal Services
have no control over when claims are received. Legal Services do provide feedback
to the Districts when scope for improvement in practices is identified in order to
reduce the risk of claims. The table below summarises the numbers and types of
claims received during the period per district. The figures for the same period last
year are in brackets.

15 April 2013 — 28" | Employer’s | Motor Public Total
February 2013 Liability Liability Liability
Middlesbrough 1 (1) |14 (10) | 19 (24) |34 (35)
Stockton 1 O |7 (10) | 7 (6) |15 (16)
Hartlepool 0 0 |3 5) |1 4 | 4 (9)
Redcar & Cleveland |0 (0) |3 (6) |11 (12) |14 (18)
HQ?! 3 (8) |11  (11) |14 (26) |28 (45)
Other? 1 1

Total 5 (9) |39 (42) |52 (72) |96 (123)

3.6  Employers’ Liability claims are those made by Force employees and police officers
following injuries sustained at work. There were five claims received during the
period, three relating to injuries sustained during operational deployment and two
relating to injuries sustained during training exercises.

3.7  Public Liability claims include those made by members of the public who are
accidentally injured or whose property is accidentally damaged/lost as a result of
police activities. They also include those made by arrested persons for false
imprisonment, assault, malicious prosecution, misfeasance and trespass to
property. This is not an exhaustive list.

! Breakdown of claims from HQ umbrella: Specialist Operations (10), Criminal Justice (7), Crime (11)
2 Force Strategic Partner





3.8

3.9

3.10

3.11

3.12

3.13

Motor Liability claims are those made by members of the public and police officers
following damage and injuries sustained in road accidents involving a police vehicle.

Numbers of Claims Finalised & Results

There were 108 claims finalised during the period which is a decrease of 31 on last
year’s figure of 139. Legal Services have little control over the number of claims
finalised. For those claims where liability is denied, Legal Services simply have to
wait for the Claimant to either issue proceedings or formally withdraw the claim.
For those claims where liability is admitted, Legal Services often have to wait for
the Claimant to provide evidence in support of losses (such as a medical report to
confirm injuries) before a settlement can be negotiated.

Of the 108 cases finalised during the period, 71 were successfully defended and 37
were settled. This is to be compared with last year’'s figures when 76 were
successfully defended and 63 were settled. Successfully defended claims are those
that were withdrawn (whether formally or not) or judged in favour of the Chief
Constable at trial.

The reasons for the success or otherwise of a defence are as follows. In those
claims taken to trial, account has to be taken of the performance of the witnesses
for both the claimant and the Force, the strength of the evidence both before and
following cross-examination and the attitude of the Judge/Jury. In those claims
settled before trial, account has to be taken of the witness statements and evidence
provided by the officers involved. Clearly in the civil courts, the ‘burden of proof’ is
that of the ‘balance of probabilities’ i.e. ‘that it is more likely than not’ that an event
or incident leading to liability occurred in the manner alleged. This is a lower
threshold than that within other courts.

The table below summarises the numbers and results of claims finalised during the
period. The figures for the same period last year are in brackets.

15t April 2012 — 28™ Employer’s | Motor Public Total
February 2013 Liability Liability | Liability
Negotiated settlement (8) |21 (42) |12 (12) | 36 (62)
Claimant won trial 0 |0 0) |1 (DO ]1 (D
Chief won trial 0|1 (0 |3 2 |4 2)
Claim withdrawn (1) |15 (2) | 47 (37) | 67 (74)
Total (9) 137 (44)]63 (52)[108 (139

Qoo oW

Sums Paid Out On Finalised Cases

The sums paid out depend upon the nature of the case and the figures will
therefore fluctuate year on year. The table overleaf summarises the payments
made on claims finalised during the period. The figures for the same period last
year are in brackets.





3.14

3.15

3.16

3.17

4.1

4.2

1% April 2012 — 28" Employer’s | Motor Public Total
February 2013 Liability Liability Liability
Middlesbrough £438 £11,086 £97,401 £108,925
Stockton £0 £14,194 £32,697 £46,891
Hartlepool £1942 £11,906 £69,585 £83,433
Redcar & Cleveland £0 £5,048 £8,896 £13,944
HQ £49,054 £7,276 £2,103 £58,433
Total £51,434 £49,510 £210,682 £311,626
(£91,986) | (£250,728) (£131,826) (£474,540)

Uninsured Loss Recovery

Police vehicles are insured on a third party basis only. In the event of a collision,
damage caused to the other party’'s property is covered by our insurance but
damage caused to our police vehicle is not. Where the police driver is at fault for
the collision, the Force bears the cost of the damage to the police vehicle. However,
where the police driver is not at fault, Legal Services seek to recover the cost of the
damage to the police vehicle from the blameworthy party or their insurers.

During the period, Legal Services recovered £20,264 from third parties in relation to
police vehicle damage. During the same period last year, the amount recovered
was £13,052. There are 12 outstanding cases.

Occupational Sick Pay Recovery

The conditions of service under which support staff are employed state that when
an employee is absent from work due to injury caused by the negligence of a third
party, any sick pay paid as a result of this absence is to be treated as a loan which
is repayable upon the employee receiving compensation for this loss of earnings
from the third party.

During the period, Legal Services did not recover any losses from third parties in
relation to sick pay. Legal Services recovered £3,406 during the same period last
year. There are 3 outstanding cases.

Implications

Finance
In relation to insured risks, the “excess” per claim during the period was £125,000.
None of the claims finalised within the period exceeded the “excess”.

Although the sums paid out for insured risks outweigh the sums recovered, savings
(in terms of potential damages) have been made in those cases successfully
defended and savings (in terms of solicitor’s costs) have been made by dealing with
claims in-house.





4.3

4.4

4.5

4.6

4.7

4.8

5.1

Diversity & Equal Opportunities
There are no diversity or equal opportunities implications arising from the content
of this report.

Humans Rights Act
There are no Human Rights Act implications arising from the content of this report.

Sustainability
There are no sustainability implications arising from the content of this report.

Risk

There are reputational and financial risk implications arising from this report as
clearly enforcing the law, i.e. exercising statutory powers to arrest, search, detain
and prosecute has inherent risks that should be mitigated against through effective
training, review, risk management, ‘lessons learned’ activities and peer
review/inspection.

The Force has detailed policy and procedures that govern and direct the activities of
individuals in areas of risk, i.e. police use of motor vehicles, detention in custody,
the police use of force and our operational firearms response. In all these areas the
regular review of litigation cases and other high profile operations takes place with
policy forums to improve professional practice led by respective chief officers.

Finally, our responsibility as an employer is also an area of litigation and cost where
we seek to minimise risk and discharge our duties as a lawful, responsible and
diligent employer.

Conclusions

Whilst Legal Services have no control over the number of claims received, feedback
is provided on a case by case basis to ensure assistance is given to Service Units in
managing risks. At the strategic level the Force takes its ‘risk’ around civil litigation
very seriously and works tirelessly to ensure that ‘liability’ is reduced wherever
possible and that the ‘lessons learnt’ from finalised cases are integrated into
operational and organisational planning and delivery.

Jacqui Cheer
Chief Constable

Originator of report

Joanne Monkman
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